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Training & Certification Programs

As network security assumes significance for businesses and investment in security
infrastructure grows by the day, the need to validate the knowledge and skills of
network security professionals has also grown proportionately.

Cyberoam Certification Program helps these professionals achieve and demonstrate
competency in addition to gaining industry recognition for skills in identity-based
networking and security as well as in deploying, configuring and managing the
Cyberoam CR appliances. With Cyberoam certification, one becomes an expert not
just with the current networking and security knowledge, but also with the identity-
based security technology that takes future trends into account.

The program consists of two certifications - CCNSP and CCNSE - for which

instructor-led training is provided on demand. CCNSP and CCNSE are thoughtfully
designed to increase efficiency in maximizing the benefits of Cyberoam appliances
not only for customers and partners, but also for the certified professional’s career.

CCNSP (Cyberoam Certified Network & Security Profes  sional):

The CCNSP is designed for acquiring expertise necessary for the installation and
configuration of all Cyberoam features and functionality. To attain the CCNSP
certification, one needs to clear the exam for accreditation after acquiring expertise in
Firewalls and VPN, IPS, Anti-Virus and Anti-Spam and trouble shooting.

The CCNSP Training course

hModule 1: Introduction to Cyheroam & Cyberoam LUISP
hModule 2: Deployment & Muolti link Manager

hModule 3: ldentity Based Firewsall

Module 4: Authentication & Content filtering Cybemaﬂl_
Maodule 5: Advance Deployiment
Module &: Anti-virus, Anti-Spam T
Module TIPS — Intrusion Prevention System

mModule 8:%PM

Module 9: General Administration & Reports

Module 10: Trouhle Shooting

* * ¥ w* w ¥ w ¥ ¥ v
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CCNSE (Cyberoam Certified Network & Security Expert  ):

The CCNSE exam structure consists of one lab and one exam. Accreditation is
achieved based on clearing the exams. The CCNSE professional is certified for
product installation, integration, support & management, advanced deployment and
advanced troubleshooting. This also helps in bundling services such as technical
support and Customised reports.

The CCNSE Training course

v Module 1:; Advanced configuration for Cyberoam

Fohlodule 2: Advanced configuration for VPR h

Foohlodule 3: Advancde configuration for Liser Authentication :

Foohlodule 4 Advanced configuration for Content Filtering, (PS5, Cybemm
Anti--virus FAnt-Spam

b Module 5: HA configuration T

Foomodule 6 Complex Deployment

P omModule T Trouble Shooting with Logoing

P hodule 8: Trouble shooting with Console

Fohodule 9: Trouble shooting with HTTP Diagnostic tool

To appear in the CCNSE training or certification exam, the individual must have
CCNSP certification

Training to Achieve Certification

e These courses include hands-on tasks and real-world scenarios to gain
valuable practical experience.

» Access to an up-to-date database of answer to your questions is provided.

< Instructors traverse the globe to deliver training at various centres.

e Instructor led 2-day courses are available with all the hardware necessary for
practising.

Benefits of Cyberoam Certification

e Advances your career rapidly

e Certifies your competence and understanding in handling the CR appliance
« Increases your credential in the market as Cyberoam Certified Engineer

* Brings recognition from peers and competitors

* Increases credibility with customers

e Brings a sense of personal accomplishment

CCNSP Guide Page 6
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How to become CCNSP & CCNSE

For those of you aspiring for the CCNSE certification, you must acquire a prior
CCNSP certification. Though you can undertake the certification exams directly
without training to achieve the CCNSP and CCNSE certifications, Cyberoam
recommends successful completion of the instructor-led training programs for hands-
on experience and in-depth understanding of topics

Also, in order to clear the exams for the certifications, you are required to achieve
75% or higher score in the exams.

Cyberoam Online Video Training:

Cyberoam provides online comprehensive free video training program covering all
basic modules.

Access detail:
URL: http://connect.elitecore.com/trainingondemand

Username: online.video@cyberoam.com
Password: onlinevideo

Training Contact Details:

USA Toll Free: +1-877-380-8531
India Toll Free: +1-800-301-00013
EMEA / APAC: +91-79-66065777
Email: training@cyberoam.com

CCNSP Guide Page 7
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Module 1: Basics of Networking & Security

Cyberoam Unified Threat Management

Basics of Security & UTM

www.cyberoam.com ¥ Copyright ® 2005 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

Agenda:

e Basics of Security & UTM( Unified Threat Management)

CCNSP Guide Page 8



Cyberoam Certified Network & Security Professional

Basics of Security & UTM (Unified Threat Management

Before understanding UTM, let’s first understand Internet security trends:

Cyberoam Unified Threat Management

Trends in Security

= Basic security began with firewalls

= Firewalls enjoyed a manopoly until the
starting of the 215 century

= |nitial Firewalls were Stateless
Firewalls which could not contral the
initiation of communication

= | ater Stateful became more prevalent

www.cyberoam.com 3 Copyright © 2005 Elitecore Technologies Ltd. Al rights reserved. Privacy Policy
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Trends in Security: Basic security began with firewalls:

Initial network deployments began protecting networks using a firewall solution and
using the firewall to restrict the traffic flow.

A firewall is a device that is part hardware, part software and is used to secure
network access.

Types of Firewall:

In the past, an organisation may have had one firewall that protected the edge of the
network. Some companies did not have their network attached to the Internet or may
have had perhaps one or two stations that would dial up to the Internet or to another
computer that they needed to exchange data with. After the late 1990's however, the
need for the Internet, its information and e-mail was undeniable.

With the requirement for instantaneous e-mail access, comes the requirement for an
always-on Internet connection. At first, companies would place their systems directly
on the Internet with a public IP address. This, of course, is not a scalable solution for
the long term. With limited IP addresses and unlimited threats, a better solution is
required. At first, the border router that connected the Internet medium to the local
network was used to provide a simple layer of access control between the two
networks. With the need for better security, new types of firewalls were developed to
meet the new needs for an Internet-enabled office. Better security, the ability for the
firewall to provide more secured segments and the need to thwart newer styles of
attacks brought firewalls to where they are today.

Packet Filters:

The most basic firewall technology is the packet filter. A packet filter is designed to
filter packets based on source IP, destination IP, source port, destination port, and on
a packet-per-packet basis to determine if that packet should be allowed through.

The basic security principles of a packet filter, such as allowing or denying packets
based upon IP address, provide the minimum amount of required security. So then,
where does the packet filter go wrong? A packet filter cannot determine if the packet
is associated with any other packets that make up a session. A packet filter does a
decent enough job of protecting networks that require basic security. The packet filter
does not look to the characteristics of a packet, such as the type of application it is or
the flags set in the TCP portion of the packet. Most of the time this will work for you in
a basic security setting, However, there are ways to get around a packet filter.
Because the packet filter does not maintain the state of exactly what is happening, it
cannot determine the proper return packets that should be allowed through the
connection.

For example, if you wanted to permit outbound access to DNS on UDP port 53, you
would need to allow access for the return packet as well. A packet filter cannot
determine what the return packet will in order to let it in. So now you have to allow
access inbound for that DNS entry to return. So its source port would be UDP 53 and
the inbound destination port would be the source port, which could be 1024-65535.
Now add that up with all of the other applications you need to allow through the
firewall and you can see the problem. As the packet filter has no way to dynamically
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create an access rule to allow inbound traffic, the packet filter is not effective as a
security gateway.

Application Proxy:

Application proxies provide one of the most secure types of access you can have in a
security gateway. An application proxy sits between the protected network and the
network that you want to be protected from. Every time an application makes a
request, the application intercepts the request to the destination system. The
application proxy initiates its own request, as opposed to actually passing the client’s
initial request. When the destination server responds back to the application proxy,
the proxy responds back to the client as if it was the destination server. This way the
client and the destination server never actually interact directly. This is the most
secure type of firewall because the entire packet, including the application portion of
the packet, can be completely inspected.

However, this is not dominant technology today for several reasons. The first
downfall of the application proxy is performance. Because the application proxy
essentially has to initiate its own second connection to the destination system, it
takes twice the amount of connections to complete its interaction. On a small scale
the slowdown will not be as a persistent problem, but when you get into a high-end
requirement for many concurrent connections this is not a scalable technology.
Furthermore, when the application proxy needs to interact with all of today’s different
applications, it needs to have some sort of engine to interact with the applications it is
connecting to. For most highly used vanilla applications such as web browsing or
HTTP this is not a problem. However, if you are using a proprietary protocol, an
application proxy might not be the best solution for you.

Stateful Inspection:

Stateful inspection is today’s choice for the core inspection technology in firewalls.
Stateful inspection functions like a packet filter by allowing or denying connections
based upon the same types of filtering. However, a stateful firewall monitors the
“state” of a communication. So, for example, when you connect to a web server and
that web server has to respond back to you, the stateful firewall has the proper
access open and ready for the responding connection. When the connection ends,
that opening is closed. Among the big three names in firewalls today, all of them use
this reflexive technology. There are, as mentioned above, protocols such as UDP
and ICMP that do not have any sort of state to them. The major vendors recognise
this and have to make their own decisions about what exactly constitutes a UDP or
ICMP connection. Overall, though, most uses of stateful technology across vendors
have been in use for some time and have worked the bugs out of those applications.

Many companies that implement stateful inspection use a more hybrid method
between application proxy and stateful inspection when inspecting specific protocols.
For example, if you were to do URL filtering on most firewalls, you may need to
actually employ application proxy-type techniques to provide the proper inspection.
This, much like application proxy firewalls, does not scale and is not a good idea for a
large amount of users. Depending on the vendor and function, your mileage may
vary.
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Cyberoam Unified Threat Management

Trends in Security

= Basic security began with firewalls
= As threats increased, other solutions were introduced
= Virus attacks rose in number and intensity

= £ % business emails contained viruses
—1BM

= That's a staggering cost of $281-$304
per PC

= Email became more prevalent
Anti-virus

Firewall

www.cyberoam.com @ Copyright © 2005 Elitecore Technologies Lid. Al rights reserved. Privacy Policy
Cyberoam Unified Threat Management

Trends in Security

= Basic security began with firewalls

As threats increased, other solutions were introduced
= Virus attacks rose in number and intensity

= Spam rose

= Average spam messages per day —

185
= Time spent deleting them — 2.8
mintues.
Angi-spam = Average time lostin a day — 51.8 mts
o g —
Ant-virus - = = 14 % spam recipients actually read
spam

Firewall = 4 9 buy products advertised by spam

= 21 % spam in Jan 2005 was porn

www.cybaroam.com {31 Copyright ® 2005 Elitecore Technologies Lid. All rights reserved. Privacy Policy
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Cyberoam Unified Threat Management

Trends in Security

= Basic security began with firewalls

As threats increased, other solutions were introduced

= Virus attacks rose in number and intensity

= Spam rose

Slammer fueled the need for Intrusion Detection & Prevention
High number of employees start accessing the Internet

= Connectivity to branches, partners and remote workers

= Blended threats emerge to exploit extensive Internet usage

= 75 % systems to be infected with
spyware by this vear— Forrester

= 65 % companies say they will invest in
anti-spyware tools and upgrades

= Phishing mails grew 5,000 % last year

= Pharming makes an entry

Firewall

But multiple solutions brought in their share of problems

A7 Clwwogberoam.com {3 Copyright ® 2005 Elitecore Technologles Ltd. Al rights reserved. Privacy Palicy

Cyberoam Unified Threat Management

Problem with Multiple Security Solutions

= They resulted in high Capital Expense
= Operating Expense rose too
= Dealing with multiple solution operation, vendors and updates
= Multiple AMCs and subscriptions
= Multiple reports redundancy lead to excessive time spent in
understanding threat patterns

Firewall

Unified Threat Management Systems came into picture

www.cybaroam.com {31 Copyright ® 2005 Elitecore Technologies Lid. All rights reserved. Privacy Policy
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Cyberoam

Benefits of UTM Appliances
= Reduced Capex

= Reduced Opex

But at what cost?

= |nternal threats were not yet given their required importance

‘um . = I

Potentially dangerous internal threats remained anonymous

www.cyberoam.com

Unified Threat Management

= Sacrificed flexibility as they compromised granularity of individual solutions
= They could not handle dynamic situations — Wi-Fi & DHCP environments

{31 Copyright @ 2005 Elitecore Technologies Lid. All rights reserved. Privacy Policy

Cyberoam

Internal threats rise
= |nternal threats played havoc with networks
= |Indiscriminate surfing exposed network to external threats
= E.g. Spyware, virus download via P2P sites
= Exposure to Phishing & Pharming
= Employee with malicious intent posed a serious internal threat
= Theft of confidential information

Solutions
= Counter Social Engineering
= Need for User Identification

Identity recognition and management is critical to
current and future security

Unified Threat Management

#Phishing refers to the stealing of
personal identifiers such as Pin
numbers, Credit card numbers and
passwords via a spoof web site or
email

#tis baiting the end users by
playing on their fear and greed

#Pharming involves Trojans &
worms that attack the Internet
browser address bar. When users
type in a valid URL they are
redirected to the criminals' websites
instead of the valid website

=50 % of security problems
originate from internal
threats — Yankee Group

www.cyberoam.com & Copyright © 2005 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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Cyberoam

Why do we require Identity-based UTM
= To Counter Social Engineering
¥'End-user’s identity — User Name not just IP Address

¥ Analytical reporting to identify anomalous individual behavior
patterns

= Granular controls to fine tune the individual application
¥ Granular control over all services provided by UTM is required
¥ Granular controls used to implement customized user policies
¥ Granular controls augment the effectiveness of UTM

ﬁnalyﬁca! Reporting,

How to establish the Identity...

Unified Threat Management

#Social engineering is the
practice of obtaining confidential
information by manipulation of
legitimate users

# Social engineers exploit the
natural tendency of a persan to
trust his or her word, rather than
exploiting computer security holes
#ltis generally agreed upon that
"users are the weak link" in
security and this principle is what
makes social engineering possible

www.cyberoam.com {3’ Copyright ® 2005 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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Cyberoam Certified Network & Security Professional

Module 2: Cyberoam Identity Based UTM

Unified Threat Management

Cyberoam

-~

Cyberoam

Unified Threat Management

Identity - based UTM

www.cyberoam.com

3 Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

Agenda:

¢ Challenges with Current UTM Products
» Cyberoam’s Security Approach

* Layer 8 Firewall

« Identity Based Technology
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Cyberoam Unified Threat Management

Challenges with Current UTM Products

Lack of user Identity recognition and control
= Inadequate in handling threats that target the user — Phishing, Pharming

Unable to Identify source of Internal Threats

= Employee with malicious intent posed a serious internal threat

= Indiscriminate surfing exposes network to external threats

= 50 % of security problems originate from internal threats — Yankee Group
= Source of potentially dangerous internal threats remain anonymous

Unable to Handle Dynamic Environments
= Wi-Fi
= DHCP

Unable to Handle Blended Threats
= Threats arising out of internet activity done by internal members of organization
= External threats that use multiple methods to attack - Slammer

Lack of In-depth Features

= Sacrificed flexibility as UTM tried to fit in many features in single appliance.

= Inadequate Logging, reporting, lack of granular features in individual solutions
Need for Identity based UTM...

www.cyberoam.com 3 Copyright @ 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

Challenges with Current UTM Products

Lack of user Identity recognition and control
« Inadequate in handling threats that target the user — Phishing, Pharming

Unable to identify source of Internal Threats
» Employee with malicious intent posed a serious internal threat
e Indiscriminate surfing exposes network to external threats
« 50 % of security problems originate from internal threats — Yankee Group
» Source of potentially dangerous internal threats remain anonymous

Unable to Handle Dynamic Environments
*  Wi-Fi
« DHCP

Unable to Handle Blended Threats
e Threats arising out of internet activity done by internal members of
organisation
» External threats that use multiple methods to attack - Slammer

Lack of In-depth Features
» Sacrificed flexibility as UTM tried to fit in many features in single appliance.
* Inadequate Logging, reporting, lack of granular features in individual solutions
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Cyberoam’s Security Approach

Unified Threat Management

Cyberoam: Identity-based Security

Cyberoam

Overview of Cyberoam’s Security Approach:

= Who do you give access to: An IP Address or a User?

= Whom do you wish to assign security policies:

Username or |IP Addresses?

= In case of an insider attempted breach, whom do you wish to
see: User Name or IP Address?

= How do you create network address based policies in a DHCP
and a Wi-Fi network?

= How do you create network address based policies for shared

desktops?

www.cyberoam.com 3 Copyright @ 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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Cyberoam Unified Threat Management

Cyberoam — Identity Based Security

Cyberoam Certified Network & Security Professional

Cyberoam is the only Identity-based Unified Threat
Management appliance that provides integrated Internet
security to enterprises and educational institutions through
its unique granular user-based controls.

www.cyberoam.com % Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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Layer 8 Firewall

Cyberoam Unified Threat Management

PATENT PENDING: IDENTITY-BASED TECHNOLOGY

P SET

(¥ Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

www.cyberoam.com

Cyberoam Unified Threat Management

Layer 8 Firewall (Patent-pending Technology)

Layer B
Ienty
basad

Frawall

Traditicnal
Frewal

Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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Identity-Based Security - Patent Pending Technology
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Cyberoam is the only UTM that embeds user identity in the firewall rule matching
criteria, offering instant visibility and proactive controls over security breaches. It
offers LDAP, Active Directory and RADIUS authentication too.

Protection against Insider Threats

Cyberoam'’s identity-based security offers protection against insider threats, including
data leakage as well as indiscriminate surfing that leave the network vulnerable to
external threats.

Eliminates Dependence on IP Address

Unlike traditional firewalls, Cyberoam's identity-based firewall does not require an IP
address to identify the user. This empowers administrators to control user access
irrespective of login IP.

Complete Security in Dynamic IP Environments

Cyberoam provides complete security in dynamic IP environments like DHCP and
Wi-Fi where the user cannot be identified through IP addresses.

One Step Palicy Creation

Cyberoam's identity-based security links all the UTM features, offering a single point
of entry to effectively apply policies for multiple security features. This delivers truly
unified controls in addition to ease-of-use and troubleshooting.

Dynamic Policy Setting

Cyberoam offers a clear view of usage and threat patterns. This offers extreme
flexibility in changing security policies dynamically to meet the changing requirements
of different users.

Regulatory Compliance

Through user identification and controls as well as Compliance templates and
reports, Cyberoam enables enterprises to meet regulatory compliance and
standards. With instant visibility into 'Who is accessing what in the enterprise’,
Cyberoam helps shorten audit and reporting cycles.
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Module 3: Cyberoam Products

Identity-Based Unified Threat Management
One ldentity — One Security

= e -3 ~
QU A ;... | o x
it -

Cyberoam “’

‘ Cybe‘l"oam | cr 250i e
Unified Threat Management
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Agenda:

e Cyberoam UTM Appliances
0 Features
o0 Appliance Family
* Cyberoam Subscriptions
0 Basic Appliance Solution
0 Subscription Based Solution
o CR 25i User Licensing
o Demo V/s Sales Appliance
e Cyberoam Aggregated Reporting & Logging (CARL)
e Cyberoam Central Console (CCC)
e Cyberoam VPN Client
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Cyberoam UTM Appliances

Features:

Cyberoam offers a well-coordinated defence through tightly integrated best-of-breed
solutions over a single interface. The result is a complete, dependable shield that

Internet threats find extremely difficult to penetrate.

* Identity-based Firewall

« VPN integrated with firewall
* SSLVPN

* Gateway Anti-Virus

e Gateway Anti-Spam

« IPS

« HA

e Content Filtering

e Bandwidth Management
e Multi-Link Manager

* On-Appliance Reporting
e 500+ drilldown reports

About Cyberoam

Cyberoam is the identity-based UTM solution that offers Integrated Internet
Security with fine granularity through its unique identity-based policies.

It offers comprehensive threat protection with:

Identity-based Firewall
VPN integrated with firewall
SSL VPN

Gateway Anti-Virus
Gateway Anti-Spam

IPS

HA

Content Filtering
Bandwidth Management
Multi-Link Manager
On-Appliance Reporting
500+ drilldown reports

www.cyberoam.com ¥ Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

Cyberoam UTM appliance range

Large Enterprises

CR 1500i
CR 1000i
CR 500i

s 2 e

o :
ooo0 0000 «

Small to Medium Enterprises

CR 300i
CR 200i
CR 100ia

Small Offices

CR 50ia
CR 35ia
CR 25ia
CR 15i

www.cyberoam.com 3 Copyright © 2008 Elitecore Technologies Ltd. Al rights reserved. Privacy Policy

Cyberoam Appliance Family

SOHO and ROBO Security Appliances

Small offices implementing limited security like a firewall and anti-virus leave
themselves exposed to the high volume and range of external and internal threats.

Cyberoam CR15i, CR 25ia, CR 35ia and CR50ia are powerful identity-based network
security appliances, delivering comprehensive protection from blended threats that
include malware, virus, spam, phishing and pharming attacks. Their unique identity-
based security protects small office and remote, branch office users from internal
threats that lead to data theft and loss.

These appliances deliver the complete set of robust security features, including
Stateful Inspection Firewall, VPN, gateway Anti-virus and Anti-malware, gateway
Anti-Spam, Intrusion Prevention System System, Content Filtering, Bandwidth
Management and Multi-Link Manager over a single security appliance.

Small Office Protection

Cyberoam CR15i, CR25ia, CR35ia and CR50ia offer comprehensive security that is
cost-effective and easy-to-manage, lowering capital and operating expenses for
small and home offices. At the same time, these security appliances eliminate the
need for technical manpower to configure and manage them.

Remote Office Protection

For enterprises with branch and remote offices CR15i, CR25ia, CR35ia and CR50ia
security appliances offer complete visibility into and control over remote users,
showing “Who is doing what”. Given this identity information with user access
patterns, enterprises can meet regulatory compliances and shorten audit cycles.
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Enterprises can create access policies based on user work profiles, enabling them to
deploy the same level of security in remote offices that central offices with high
security infrastructure and technical resources function in.

+ CR15i

* Delivers 3 10/100 Ethernet ports

» Configurable internal/DMZ/WAN ports ﬁ

e Supports 30,000 concurrent sessions
«  With 90 mbps firewall throughput and 15 mbps UTM throughput

+ CR25ia -

» Configurable internal/DMZ/WAN ports

e ———

e Supports 130,000 concurrent sessions

e Has 4 10/100/1000 Gigabit ports

«  With 250 mbps firewall throughput and 50 mbps UTM throughput —easily
accommodates the requirements of SOHO — ROBO

CR35ia

» Configurable internal/DMZ/WAN ports

e Supports 175,000 concurrent sessions

e Has 4 10/100/1000 Gigabit ports

*  With 500 mbps firewall throughput and 90 mbps UTM throughput —easily
accommodates the requirements of small enterprises.

» CR50ia

« Configurable internal/DMZ/WAN ports %
» Supports 220,000 concurrent sessions p =t

e Has 6 10/100/1000 Gigabit ports

«  With 750 mbps firewall throughput and 125 mbps UTM throughput

Small & Medium Enterprises (SMESs) - Gateway Securit vy Appliance

It isn’t true that large enterprises are at greater risk from Internet threats. Small and
medium enterprises face the same or higher amount of risk from the focused attacks
that attackers are shifting to with great success. These enterprises need to protect
their networks as much as a large enterprise with a large security budget.

Cyberoam CR100i, CR200i, CR300i and CR500i are powerful identity-based unified
threat management appliances, delivering comprehensive protection to small and
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medium enterprises (SMESs) with limited investment in financial and technical
resources.

Cyberoam gateway security appliance offers protection from blended threats that
include malware, virus, spam, phishing and pharming attacks, at a small business
price. Their unigue identity-based security protects enterprises from internal threats
that lead to data theft and loss by giving complete visibility into and control over
internal users.

Comprehensive Security

These gateway security appliances deliver the complete set of robust security
features, including Stateful Inspection Firewall, VPN, gateway Anti-virus and Anti-
malware, gateway Anti-Spam, Intrusion Prevention System, Content Filtering,
Bandwidth Management and Multiple Link Management over a single security
appliance. Cyberoam security appliances offer a comprehensive, yet cost-effective
and easy-to-manage solution that lowers capital and operating expenses in addition
to lower technical resource requirement.

Regulatory Compliance Through user identification and access control policies for
information protection, Cyberoam gateway security appliance enables enterprises to
meet regulatory compliances like HIPAA, GLBA, PCI-DSS, SOX, CIPA and more.
Further, it helps shorten audit and reporting cycles through instant visibility into “Who
is accessing what” in the enterprise network.

» CR100ia

» Configurable internal/DMZ/WAN ports

e Supports 400,000 concurrent sessions

e Has 6 10/100/1000 Gigabit ports

e With 1 Gbps firewall throughput and 160 mbps UTM throughput

» CR200i

- Configurable internal/DMZ/WAN ports

- Supports 450,000 concurrent sessions

- Has 6 10/100/1000 Gigabit ports

- With 1500 mbps firewall throughput and 250 mbps UTM throughput — caters to the
needs of small to medium enterprises.

+ CR300i

- Configurable internal/DMZ/WAN ports

- Supports 500,000 concurrent sessions

- Has 6 10/100/1000 Gigabit ports

- With 1800 mbps firewall throughput and 350 mbps UTM throughput — caters to the
needs of small to medium enterprises.

+ CR500i
» Configurable internal/DMZ/WAN ports
e Supports 400,000 concurrent sessions
* Has 6 10/100/1000 Gigabit ports
«  With 2Gbps firewall throughput and 450 mbps antivirus throughput caters to
the needs of medium-sized enterprises.
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Large Enterprises - Network Security Appliance

For large enterprises with distributed networks, implementing a secure, reliable and
centrally managed network is critical to derive true business benefits. Deployment of
a range of individual security solutions brings in issues of management and control of
the solutions, particularly at the time of security incident, delaying response. In
addition, with insider threats accounting for 50 % of threats, identifying the user
becomes critical to security.

Cyberoam CR21000i and CR1500i are powerful identity-based network security
appliances that deliver comprehensive protection to large enterprises from blended
threats that include malware, virus, spam, phishing and pharming attacks.
Cyberoam’s unique identity-based Network Security Appliance protects large
enterprise users from internal threats that lead to data theft and loss too.

Comprehensive Security

The Check Mark Level 5 certified Cyberoam Network Security Appliance delivers the
complete set of robust security features that are built to support the demanding
security requirements of a large enterprise, including Stateful Inspection Firewall,
VPN, Gateway Anti-virus and Anti-malware, Gateway Anti-Spam, Intrusion
Prevention System System, content filtering, bandwidth management and Multiple
Link Management over a single appliance, lowering capital and operating expenses.

Cyberoam'’s Intrusion Prevention System System along with stateful inspection
firewall, gateway Anti-virus and Anti-spyware, gateway Anti-spam and content
filtering offer comprehensive, zero-hour protection to enterprises against emerging
blended threats.

Secure Remote Access

Cyberoam IPSec VPN offers encrypted tunnels for secure communication between
remote offices and the central office. An unmatched Firewall-VPN performance offers
branch offices a secure, remote access to corporate resources. The VPNC certified
Cyberoam VPN is compatible with most VPN solutions available and supports IPSec,
L2TP and PPTP connections. It provides automatic failover of VPN connectivity for
IPSec and L2TP connections.

Enterprise-Class Security

Integrated High Availability feature of CR1000i and CR1500i appliances maximises
network uptime and ensures uninterrupted access. Cyberoam’s Network Security
Appliance offers Dynamic Routing that provides rapid uptime, increased network
throughput with low latencies and trouble-free configuration and supports rapid
network growth. Cyberoam’s VLAN capability enables large enterprises to create
work profile-based policies across distributed networks from a centralised location or
head office.

» CR1000i

» Configurable internal/DMZ/WAN ports
e Supports 600,000 concurrent sessions
* Has 10 10/100/1000 Gigabit ports
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* With 3.5 Gbps firewall throughput and 600 Mbps anti-virus throughput caters
to the needs of large enterprises.

» CR1500i

e Configurable internal/DMZ/WAN ports

e Supports 1,000,000 concurrent sessions

* Has 10 10/100/1000 Gigabit ports

« With 6 Gbps firewall throughput and 800 Mbps anti-virus throughput caters to
the needs of large corporate environments, educational institutions and
government organisations.
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CCNSP Module 3: Cyberoam Products

Basic Appliance — One time sale

* ldentity-based Firewall

e 8 x5 Support for the first year.
* VPN behind firewall

e SSL VPN (Promotional offer)
« Bandwidth Management

* Multiple Link Management

www.cyberoam.com {&  Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

CCNSP Module 3: Cyberoam Products

Subscriptions

Module wise subscription

* Gateway Anti-Virus Subscription (Anti-malware, phishing, spyware protection
included)

* Gateway Anti-spam Subscription

¢ Web & Application Filtering Subscription

¢ Intrusion Prevention System (IPS)

e 24 x 7 Premium Support

¢ |PSec VPN Clients (Per Device-Life Time)

(Subscription services are available on 1 Year, 2 Year or 3 Year subscription basis)

Bulk Subscription

It is a one time subscription with a combination of following modules:
« Gateway Anti Virus
* Gateway Anti-spam
¢ Intrusion Prevention System
« Web and Application Filter
¢ 8 X 5 Support

www.cyberoam.com {&  Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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Cyberoam Subscriptions

Basic Appliance Solution

Identity-based Firewall

o Layer 2/ Layer 3 Deployment Mode (Bridge / Gateway Mode)
Stateful and Deep Packet Inspection Firewall
Multi Zone Security
VLAN
Denial of Service Attack Protection
Virtual Host (NAT Capability)

0 High Availability (HA)

« Static & Dynamic Routing using Cisco compliance CLI
0 RIPv1 & RIPv2

O O O0OO0Oo

o OSPF

o BGP
e Multicast Support
* VPN

o |IPSec Site to Site with Fail-over

0 IPSec Remote Access

o L2TP

o PPTP

0 Threat free Tunnelling for IPSec,L2TP and PPTP
0 SSL VPN

e Bandwidth Management
o0 Identity based QoS Policies
e Multiple Link Module
0 Multiple Gateway Load Balancing & Failover
e Intelligent Reports
e 8 x5 Support as per country time zone for first year.

Subscription Based Solutions

Module wise subscription
e Gateway Anti-Virus Subscription (Anti-malware, phishing, spyware protection
included)
Gateway Anti-spam Subscription
Web & Application Filtering Subscription
Intrusion Prevention System (IPS)
24 x 7 Premium Support
e |PSec VPN Clients (Per Device-Life Time)
(Subscription services are available on 1 Year, 2 Year or 3 Year subscription basis)

Bulk Subscription
It is a one time subscription with a combination of following modules:
e Gateway Anti Virus
« Gateway Anti-spam
e Intrusion Prevention System
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*  Web and Application Filter
. 8 X 5 Support

Cyberoam’s “Bundle Subscription” service provides subscribers a purchase
option to choose between single subscription module and a bundle of modules.

Benefits:

» Subscription bundle will reduce Administrator’s task of subscribing each
module individually as all the modules in the bundle will be subscribed in a
single step using just one key.

e Along with customers, the feature is also beneficial to the suppliers as one
can achieve the desired cost reduction for the bundled pack.

Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

Bundle Subscription (TVS & SVS)

Bundle Subscriptions are available as:
(1) Total Value Subscription (TVS) includes:
(1) Anti Virus
(2) Anti Spam
(3) Web & Application filter
(4) IPS
(5) 8*5 Support (if bought for more than 1 year as first year support is included for free)

(2) Security Value Subscription (SVS) includes:
(1) Anti Virus
(2) Web & Application filter
(3) IPS
(4) 8*5 Support (if bought for more than 1 year as first year support is included for free)

www.cyberoam.com 3 Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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How to subscribe:

e Subscriber will be provided a single key for all the modules included in the
bundle.
» For renewal, subscriber can choose to renew the pack or the single module.

Subscription Screen in Cyberoam appliance:

Module Subscription Details

e S e | s s S
24.% 7 Support Unsubscried = = W

User License Unsubscribed

IBundle Subscription

Web and Application Fiter Trial 2010-02-24 E
Infrusion Prevention System (IPS) Trial 2010-02-24
Gateway Anti Virus Trial 2010-02-24 @
Gateway Anti Spam Trial 2010-02-24
SSLVPN Trial 2010-03-11 @
8 x 5 Support Subscribed 2011-02-09 -

« Each module comes with 3 free trials of 15 days each. Trials can be activated
by clicking on “Trial” So, after registering the appliances, customer can use
these trail subscriptions before purchasing the subscription keys.

e If customer has already purchased the subscription keys, he can click on
“Subscribe” and provide the subscription key.
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Cyberoam Unified Threat Management

Demo V/s Sale Appliance

Sale Appliance:

The Cyberoam appliance sold to Partner / Reseller for direct customer sale. Sale
appliance can be registered once and can get 3, 15 days trials for all subscription
based modules.

Demo Appliance:

The Cyberoam appliance sold to Partner / Reseller for conducting end customer
demo. Demo appliance can be registered unlimited number of times under different
credentials after factory reset and can get 3, 15 days trial for all subscription based
modules after each registration.

Note:
Trial is not available for 24 x 7 Subscription Module and CR 25i User licensing.

www.cyberoam.com 5 opyright © itecore Technologies Ltd. rights reserved. Privac olic
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Demo V/s Sale Appliance

Sale Appliance:

The Cyberoam appliance sold to Partner / Reseller for direct customer sale. Sale
appliance can be registered once and can get 3, 15 days trials for all subscription
based modules.

Demo Appliance:

The Cyberoam appliance sold to Partner / Reseller for conducting end customer
demo. Demo appliance can be registered unlimited number of times under different
credentials after factory reset and can get 3, 15 days trial for all subscription based
modules after each registration.

Note: Trial is not available for 24 x 7 Subscription Module and CR 25i User licensing.
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Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

Cyberoam SSL VPN

CR SSL Series : CR-55L-800, CR-8SL-1200, CR-SSL-2400

www.cyberoam.com 7 Copyright © 2008 Elitecore Technologies Ltd. Al rights reserved. Privacy Policy

Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

Benefits

e Secure SSL VPN — Access from anywhere.

» Trusted Remote Access — extend access to partners, telecommuters,
wireless users.

« Easy to use — Fast installation, less ongoing management, less downtime.
« Continuous Access — provides reliable, available and scalable access.

« Endpoint Security.

* Hardened Secure OS.

www.cyberoam.com ¥ Copyright © 2008 Elitecore Technologies Ltd. Al rights reserved. Privacy Policy
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Cyberoam

Cyberoam Certified Network & Security Professional (CCNSP)

Cyberoam SSL-VPN features

Integrates with Ad/LDAP/Radius

SSL based VPN

Browser Based Access

Connect From Anywhere

Hardened Platform

Granular Policy Enforcement ‘
Device Profiles ‘

Endpoint Security

|
Web Based Management

MAC ID and IP address based login

Built-in SSL Client Certificate Authentication
Hide Network Information

Strong authentication for administrators
. Client platforms - Windows, Linux, MAC OSX

VPN load balancing and High Availability

Application Gateway not Layer 2

Application Load balancing

www.cyberoam.com {3 Copyright © 2008 Elitecore Technologies Ltd. Al rights reserved. Privacy Policy
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Cyberoam

Models & Licenses

* Base License

— Default 5 User License valid for 30 days.
— No EPS.

» Software Based
» Appliance Based
— CR-SSL-0800 (Supports upto 50 Concurrent Users).

— CR-SSL-1200 (Supports upto 250 Concurrent Users).
— CR-SSL-2400 (Supports upto 1000 Concurrent Users).

www.cyberoam.com 3’ Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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Cyberoam SSL-VPN unique features

» Complete inbuilt PKI Solution.
o Certificate based Security with no manual intervention.
o Benefits:
+ No manual distribution of usernames & passwords.
+ Reduction in Administrative overheads.
Available in software version.
Unlimited User License.
User Provisioning via Email.
Automated User Enroliment.
Secure certificate distribution.
No revelation of internal IP addresses.
o Applications published through user friendly names.
» Tunnel Adapter independency.
o No installation of extra virtual interfaces on client PCs’.
o Malicious Network traffic Protection.

vV vvVveVvveVew

» MAC Based Device Profiling.

» Application Load Balancing.

» N+1 Clustering.

» Session Persistence.

Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

Models & Licenses

* Base License

— Default 5 User License valid for 30 days.
— No EPS.

» Software Based
* Appliance Based
— CR-SSL-0800 (Supports upto 50 Concurrent Users).

— CR-SSL-1200 (Supports upto 250 Concurrent Users).
— CR-SSL-2400 (Supports upto 1000 Concurrent Users).

www.cyberoam.com ' Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

A

Cyberoam End Point Data Protection
Protect Your Data, Protect Your Assets

www.cyberoam.com &) Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

CCNSP Guide Page 37



-
cc N si3

i e A ety

Cyberoam Certified Network & Security Professional (CCNSP)

Cyberoam End Point Data Protection

Cyberoam Certified Network & Security Professional

Cyberoam

e Comprehensive End Point Data Protection Suite
* Modules

Data Protection & Encryption
Device Management
Application Control

Asset Management

{3 Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

Cyberoam End Point Data Protection

Benefits
¢ Enhanced protection to all your Endpoints
« Across geographic locations
« Centralized controls
¢ Regulatory and Security Compliance
¢ Rapid installation
e Easytouse

¢ Maintains security with flexibility

¢ Clear ROI

www.cyberoam.com 43 Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

Cyberoam End Point Data Protection

Licenses (Per-user one time licenses)

Data Protection & Encryption
Device Management
Application Control

Asset Management

e

Note: All the modules include 1 year
maintenance support. A single key would be
issued for the modules purchased. Need to
buy the same number of licenses for all the
modules. i.e. Not possible to buy 10 licenses
for Device management & 50 for Asset
management.

Renewal (year on year)

Maintenance support to be renewed for all the
modules purchased each year.

It includes version upgrades & technical support.

www.cyberoam.com 3 Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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Cyberoam iView — Open Source Logging and Reporting Solution

Cyberoam iView is an open source logging and repgsolution that helps
organizations monitor their networks across mutigevices for high levels of
security, data confidentiality while meeting thgqueements of regulatory
compliance.

Enabling centralized reporting from multiple dew@eross geographical locations,
Cyberoam iView offers a single view of the entietwork activity. This allows
organizations not just to view information acrossdireds of users, applications and
protocols, it also helps them correlate the infdram giving them a comprehensive
view of network activity.

Monitoring Security

With Cyberoam iView, organizations receive logs agybrts related to intrusions,
attacks, spam and blocked attempts, both intemdhkaternal, enabling them to take
rapid action throughout their network anywherehia world.

Identity-based Reports

Cyberoam iView offers reports based on the usattityeallowing organizations to
see "Who is doing What" anywhere in the networkie@ithe criticality of insider
threats in network security and data confidengiatitese reports give an instant view
of a user profile through indepth user identitydshseporting across applications,
protocols and multiple devices and solutions, altgorganizations to take
preventive measures.

Regulatory Compliance

Cyberoam iView's user identity-based drill downaep form a critical element in
enabling organizations to meet the access comiualit and forensic requirements of
regulatory compliances like HIPAA, GLBA, SOX, PCES, CIPA, BECTA and
others.

Log Management

The highly connected world, changing Internet theeanario, advent of social
networking and new business technologies makepéerative for organizations to add
advanced security solutions and devices like fitlsyaontent filtering systems,
unified threat management solutions, routers, serapplications, operating systems
and more in their networks which generate a vastuennof log data.

To maintain security, data confidentiality and midet requirements of regulatory
compliance, continuous log monitoring becomes d&deallowing administrators to
interpret unusual events and respond in real-tBoéa comprehensive analysis of
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network logs becomes a difficult and time-consumagk with multiple devices
leading to multiple management systems and pr@pyi¢echnologies that deliver
logs in different formats.

Cyberoam iView — One-Stop Log Management

Cyberoam iView is an open source logging and répgpolution that enables
organizations, especially SMEs with tight budgeid Bmited technical personnel, to
manage logs effortlessly and in near real-timeycedy administrative complexities
involved in the process. In addition, as an opem@solution, it reduces capital and
operating costs significantly.

Centralized Log Collection, Intelligent Storage, ad Instant Retrieval

Cyberoam iView allows quick collection, storage aettieval of log data from
multiple devices across geographical locationsagrdral location, eliminating the
need to trade-off between speed of log collectimh @uick retrieval. Its powerful Log
Collection Agent aggregates data from multiple sesrat remote sites and forwards
it rapidly to the centralized location. It compressogs, significantly reducing storage
requirements and associated costs and archivesodaasy and secure recovery.

Although log information is critical during emerge@s, each minute spent in search
and retrieval translates into millions of dollafdast revenues for organizations.
Cyberoam iView offers indexing in archives and essgrch on various parameters,
allowing practically instant retrieval of the retpd information across terabytes of
log data.

Identity with Security Management

Cyberoam iView enables organizations to match “should be accessing what”
with “who is actually accessing what”. When inteégcawith identity-based perimeter
security devices like firewalls, anti-virus andisggam systems, content filtering
systems, unified threat management solutions arré nmt@enerates logs that give a
fingerprint of user activity within the network thugh the username. iView’s logging
with user identity allows the matching of theseadlstwith user rights and privileges
easily, revealing discrepancies in user activity.

Compliance Management

Cyberoam iView helps organizations comply with FI3S, HIPAA, GLBA and

SOX requirements with audit logs, many useful répand rapid search to investigate
an incident, enabling organizations to demonsttae compliance capability.

Reporting

Cyberoam iView delivers comprehensive and graphabrting on network traffic,
security incidents, bandwidth usage, most used@gijns and hosts, and more,
allowing easy regulatory compliance, resource mamagt and quick incident
response. It offers centralized reporting of sel@ar all devices in the network on a
single dashboard.
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Aggregated Reporting

With multiple devices deployed in the network, mggithreats from insiders and
external entities, organizations need to look deapd monitor network activities not
as isolated incidents which individual logs enahlem to do, but as comprehensive
activity.

Data from firewalls, content filtering systems, figd threat management solutions,
routers, servers, applications or operating systaost be viewed across users in
flexible reporting format for indepth actionablewi of activity

Cyberoam iView — Integrated Reporting from Multifdevices

Cyberoam iView is the open source centralized loggind reporting solution that
provides comprehensive drill-down reports offeratgministrators a clear view of
activity across any device, user, location or agtithroughout the organization. The
graphical reports can be drilled down to the tlhéscel of information, allowing
administrators to view multiple reports on a singgge for uninterrupted view of
multiple network parameters.

The centralized view of events and activity acrassgevices and applications on
iView’s single dashboard enhances IT efficiency aadurity while lowering costs
involved. Administrators can also prioritize thaggment of reports based on
organizational requirements through the high degfe®istomization offered by
iView.

Identity-based Reporting

External threats targeting insiders’ ignorance aB &s insider threats that breach
network security and data confidentiality are om fise. Cyberoam iView’s detailed
drill-down reports with a clear view of the useddnis / her activity over any device,
location or activity throughout the organizatiotoals administrators to see “Who is
doing What” in the network.

Knowing a person’s activity is not just a mattevawing reports by the username,
application or protocol. It requires comprehengraeking of activity via keywords,
attacks and intrusions with a combination of uapplication and protocols available
at a click and in the form of drill-down graphicaid tabular reports.

Cyberoam iView’s user identity-based reports givear view of the user’s network
usage like websites visited, time and durationidfbich the user accessed them, sites
that were denied access to, bandwidth consumeldeoyger across different
protocols, and more. This information allows adstirators to judge the user’s
activity profile, the understanding of which enabtkem to correct policies, taking
preventive action against potential security breach

Meeting Regulatory Compliance
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Access control and auditing form the basis of ratguily compliance requirements
across the world. Cyberoam iView offers reports towver user activity accessing
critical data, including attempts to access datar@laccess is denied to the user as
well as data leakage by the user across multigiopols. This allows organizations
to meet the requirements of regulatory compliatigesHIPAA, GLBA, PCI-DSS,
SOX and more.

|dentity-based Reporting

Insiders like current and former employees, suppkad partners cause 83 % of
security breaches, according to a PriceWaterhoos@&'s’ global survey. 35 % of
breaches are of intellectual property theft. Heldentity-based Reporting that gives
visibility into who is accessing critical networ&sources, the extent of usage and user
privileges is a critical element of network seagurit

Cyberoam iView — Identity Monitoring

Cyberoam iView is the open-source logging and ripgisolution that shows “who is
accessing what” in the network, reporting netwaskge, violation of privileges, entry
of malware or spam that can be traced to usergliagarganizations to enhance
security levels while meeting the requirementsegiutatory compliance.

User activity over a range of protocols like HTHP, email, IM, P2P and more
across different user IDs alerts organizationsiternal security breaches and their
source, allowing them to take immediate action.

Data Loss Prevention

Identity-based reporting of user access plays adeyin controlling data loss.
Consider this scenario. A user attempts to acaessitere documents in the database
server to which he does not have access privileigatly, Cyberoam iView reports his
blocked attempts. Secondly, if the user attemptesscvia different client devices,
administrators would be notified through the rejpgrivhich gives both the username
and the IP address from which the attempts are n&adsh deviation from normal
practice alerts administrators to potential viadas and data loss.

Consider another scenario where the user triesdesa the database server through
login ids of other employees from her device. Adstmnators would know such
takeover attempts through Cyberoam iView, allowtimgm to take rapid action.

Employees on notice can be monitored and theirneastds revisited and reports
provided to HR or the respective departments, wigecritical information related to
the users’ access practices during the most vidieperiod for sensitive data during
the employee life cycle.

Security Monitoring
Cyberoam iView provides security reports relatechedware download or upload,
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spam received and sent, indicating unsafe praaticasers. In addition, reports of
attacks, attackers, victims, applications usedeyattacks, break-down of attacks by
severity, top spam recipients, senders, applicatimed to send spam as well as of
viruses, bifurcated into web, mail, FTP through etviruses entered offer effective
security monitoring.

Web Usage

Cyberoam iView allows administrators to know wheens’ web usage deviates from
acceptable policies based on time of activity aoldwe of data downloaded or
uploaded, through web usage reports of users, @masgdomains, content, web hosts
and applications. Reports of blocked web attemfies sxformation related to
attempts to compromise user privileges. A combamatif these web usage reports
offers a comprehensive view of user web activilipvweing administrators to correct
user privileges to enhance productivity and segurit

Security Management

Complexity of IT environments is rising with theeugf multiple network devices,
applications, protocols; so is the sophisticatibeezurity threats. While

organizations continue to grapple with the sourwkfarm of threats, attackers are
targeting not just the network itself but also datses, servers and employee identities
in organizations to reap financial rewards.

Discovering the disguised threats that most attaalesort to and correlating them
with the causes is essential to maintaining higklkof security. This involves
logging and analyzing thousands of logs generdeigh multiple network devices
across geographic locations on a continuous basis.

Cyberoam iView — Security Reporting

Cyberoam iView is the open source logging and rpgsolution that offers a
comprehensive security view of an organization single screen. iView delivers
identity-based logging and reporting across mudtghvices, protocols and locations,
enabling organizations to discover not just thedks, but also allows them to
correlate these with the who, what, why, where, wbiean attack.

This comprehensive approach enables organizatousderstand the historic
patterns of activity and hence be alerted to dmnah activity that signals an attack
and take the precise action required to prevenbnotain the attack. Further, it allows
them to identify disguised attacks, while elimingtfalse positives.

Security at a Glance

Organizations can instantly locate network attatiksiy source and destination
through a quick glance at the iView dashboard.HartCyberoam iView's drill down
reports and identity-based logging, reporting eslab traffic denied by firewall,
content filter, dropped mail by anti-spam, antiwgirand IPS solutions, assists
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organizations in locating an attack, the sourcehaigson and taking rapid action.

Traffic anomalies like a spike in ICMP traffic or bandwidth consumption that
indicate a DoS attack or spyware infection respebtj emails to suspicious mail
addresses, are some examples of how Cyberoam-fiales administrators to
identify malicious activity, the source and dedfior, including the user identity
where relevant, reducing the response time to tirea

Audit Trail and Forensics

With full archival and storage of logs, CyberoameW aids in audit trail and forensic
analysis offering comprehensive security loggind seporting across multiple
devices and geographical locations.

Compliance Reporting and Security Audit

Regulatory compliance has become a priority foaaizations, requiring
overwhelming effort, time and cost in the form efrreval and storage of logs and
reports from multiple devices. Correlating the vastount of logs and reports to
complete the compliance picture is a complicatatitane-consuming task.

At the same time, visibility into who has accesséat and when and audit logs hold
the key to compliance efforts. Inability to meetrgdiance requirements can lead to
loss of reputation, legal liability and financiakkes.

Cyberoam iView — Compliance Reporting
Cyberoam iView is an open-source logging and repgiolution that enables
organizations to meet the requirements of PCI-DMBAA, GLBA and SOX.

iView eliminates the complexities in complianceagmg by providing access
reports and audit logs that alert the administrafateviations from security practices,
significantly reducing the cost to compliance adl @& risk to the organization.

Centralized Security Repository

Cyberoam iView offers near-real time reportinga@gd and security events on a
single dashboard, which can be drilled down totigethird level of information.
One-step access to critical information throughtipld reports allows end users to
monitor security violations in the network, accaterg incident response and
facilitating compliance.

Audit Logs
Cyberoam iView enables organizations to maintaiegrity of application controls.
Organizations can easily identify system configorathanges made by
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administrators. Concerned personnel can be aleztgiding unauthorized changes,
facilitating quick corrective actions.

Forensic Analysis

Ensuring security is a matter of meeting three iregquents - continuously judging
security readiness to take corrective action, préng a security breach and in the
case of a breach happening, that of minimizingllegfility.

Forensics is the security element that enablesnargtions to meet these three
requirements through logs and reports that araioaghbased on potential breaches
and legal requirements. In contrast to routine datdure that merely gives historic
visibility, a forensic view foresees and meetsrad security and legal requirements
in organizations.

Cyberoam iView — Forensic Analysis

Cyberoam iView is an open source logging and répggolution that enables
organizations to mine historical data from netwevients. Organizations can
reconstruct the sequence of events that occurrin aime of security breach through
iView logs and reports. They can reduce the costwastigation and analysis and
minimize network downtime while gathering histoticgormation with Cyberoam
iView.

Reduce Legal Liability

Cyberoam iView enables organizations to prove conémce to compliance
requirements and reduce legal liability. Considecenario where sensitive data kept
in the organization’s database server is accesgadiser through a stolen identity.

First and foremost, iView reports and audit loggehthe capability of identifying the
source of breach depending on the security parasnesed by the organization.

Further, it enables the organization to prove ithaad complied with the security
norms and had taken the necessary security preaaut avoid breach in security.
Besides this, the network log reports provide evigethat security was intentionally
breached by an insider in an otherwise secure mkf\wooviding further proof
regarding the organization’s security preparedness.

With logs and reports that provide such compretvengsibility with legal validity,
Cyberoam iView helps organizations save signifiaon legal costs.
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Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

Cyberoam iView appliances

* CR-iVU 25
* CR-iVU 100
* CR-iVU 200

Products supported

» Network Devices: Linux IPtables / Netfilter Firewall,Cyberoam, Fortigate,
Sonicwall.

e HTTP Proxy: Squid

 Syslog Compatible Devices: Any product with Syslog support

www.cyberoam.com 3’ Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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Cyberoam Central Console (CCC)

Cyberoam Central Console (CCC) with its centralised management and control offers
coordinated defence against zero-hour and blended threats across distributed
networks. It enables enterprise-wide implementation of corporate Internet policy,
ensuring high productivity and security. Being an appliance based solution; CCC
lowers the deployment cost while offering complete control over distributed networks.

Key Behefits q Enlarged view

* Reduces operational complexity and CRE.«Hed oA

deployinent time ,u,._é':::_l “
FoMinimizes errors and lowers

adrninistration cost L
¥ Enables the MESFs 10 have different

personnel for manadging different '

customer deplovments T — " e

b Ease of use with view ofmultiple
devices and netwark status at a pe— T —
glance . e —

CCC supports Cyberoam CR25i, CR50i, CR100i, CR200i, CR 300i, CR500i,
CR1000i and CR1500i.

Centralised Threat Management and Control:

Cyberoam Central Console enables enforcement of global policies for Firewall,
Intrusion Prevention System and Anti-virus scanning. This supports the creation and
implementation of enterprise-wide security policy to strengthen branch and remote
office security while lowering operational complexity.

The Cyberoam Central Console enables administrators to assign security policies
based on user’s work profile even in remote locations. This fully leverages
Cyberoam's unique user identity-based security approach.

Key Benefits
¢ Real-time visibility of threat summary and trends
* Instant enforcement of security policies in response to zero hour threats
* Reduced operational complexity and deployment time
» Ease of use with view of multiple devices and network status at a glance
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Cyberoam Central Console for MSSPs and Large Enterp  rises:

With the increasing complex networks which are spread over multiple geographical
locations, the security infrastructure of large enterprises and Managed Security
Service Providers (MSSPs) demands complete visibility into remote network
activities. The enterprises struggle to implement, monitor and control a single
enterprise-wide security policy, raising security, productivity and legal issues so as to
identify and take rapid enterprise-wide action and enforce distributed security.

Cyberoam Central Console imparts MSSPs the ability to implement a broad security
policy across multiple clients which simplifies operations while maintaining high
security levels across client networks.

For the large enterprises having multiple devices at distributed branches, Cyberoam
Central Console enables the administrators to push work-profile based security
policies to remote locations thus allowing implementation of enterprise wide standard
security policy. Cyberoam's centralised Web GUI enables remote management of all
distributed Cyberoam security devices including policy management, compliance
enforcement, monitoring and control. Cyberoam's easy-to-deploy and configure
central console manages the task of configuring remote groups, devices, users and
roles in easy steps.

CCC Online Demo is available at: http://demo.cyberoam.com

Cyberoam Unified Threat Management

Cyberoam Central Console Appliance Family

Small-to-Medium Deployments

CCC 15 (Capacity to manage 15 Cyberoam Appliances)
CCC 50 (Capacity to manage 50 Cyberoam Appliances)

Medium-to-Large Deployments

CCC 100 (Capacity to manage 100 Cyberoam Appliances )
CCC 200 (Capacity to manage 200 Cyberoam Appliances )

www.cyberoam.com ) Copyright © 2005 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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Cyberoam Central Console — Product Screen Shots - Das  hboard

Group Level Dashboard

Click to view “Device

Conrectivy Connectivity 6% ey

w07 Level Dashboard” for all
| === ________ 1 | . .
148 Trend s 4P Trenst pren = s devices under this group.

IDF Analysis IDP Analysis

SPAM Mails SPAM Mails

Subscription Subseription

System Health System Health

CMC Version COMC Version

Virus Aftack ¢ Virus Attack

i

Connectiviy a0

18P Trend

IDP Analysis
SPAM Malls
Subscription

System Health o7 o

CMC Version

Virus Aftack

www.cyberoam.com ¥ Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

Cyberoam IPSec VPN Client

Cyberoam IPSec VPN client is software for Windows that allows establishing secure
connections over the Internet between a remote user and the Corporate Intranet.
IPSec is one of the most secure ways to connect to the enterprise as it provides
strong user authentication, strong tunnel encryption with ability to cope with existing
network and firewall settings

Where most of the competitors are hardware dependant, Cyberoam IPSec VPN
Client is interoperable and compatible with all VPN IPSec compliant gateways and
runs on Windows 98, Me, NT4, 2000, XP, Vista, Windows 7 (32

& 64 bits) workstations.

Cyberoam solution auto generates the configuration file for the VPN client,
eliminating the need for technical know-how and simplifying configuration. Cyberoam
IPSec VPN delivers secure, encrypted tunnels with high performance and low
bandwidth requirements.

Cyberoam provides a simple interface with which setting up a VPN does not remain a
painful task.
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Licensing: Cyberoam IPSec VPN Client license is based on per device license with
life time validity.

Cyberoam Certified Network & Security Professional

Download Client:
http://www.cyberoam.com/downloads/vpnclient/CyberoamVPNClient Setup.exe
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Module 4: Cyberoam Deployment

Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

Module 4: Cyberoam Deployment

Agenda:
» Package Contents
* Factory Default Settings
» Deployment Modes
e Training Lab Setup
e Lab-1 Factory Reset
¢ Lab-2 Deployment in Bridge Mode
* Lab-3 Deployment in Gateway Mode
* Registration
* Lab-4 Registration & Subscription

www.cyberoam.com {¥ Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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Cyberoam Package Contents

Cyberoam Appliance

Cybr&oarm

Blue Straight-through
Ethernet Cable “ Power Cable

Q Red Crossover Ethernet .

= . .
Cable . Quick Start Guide

%\ o
g Serial Cable O Documentation CD

Note: For CR25i a Power Adaptor is also included

Copyright Elitecore 2007

Cyberoam Package Contents

Checking the package contents - Check that the package contents are complete.

e One Cyberoam Appliance

* One Serial Cable (Null-Modem Cable)
e One Straight-through Ethernet Cable
¢ One AC Adapter Cable

* One Crossover Ethernet Cable

* One Cyberoam Quick Start Guide

e Documentation CD
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Factory Default Settings

-

Cy!éroam

Cyberoam Factory Defaults

Web Based Administration Console:
Username: cyberoam

Port IP Address  Zone Type Password: cyber
A 172.16.16.16/ LAN N '
255.255.255.0 Text Based Administration console
192.168.2.1/ WAN (Telnet or Serial Connection):
B 255.255.240.0 Password: admin
SSH:

Username: admin
Password: admin

Copyright Elitecore 2007

Cyberoam Factory Default Settings

Default IP addresses

IP Address Zone

A 172.16.16.16/255.255.255.0 | LAN
B 192.168.2.1/255.255.240.0 | WAN

Default Username & Password

Web Admin Console

‘Username cyberocam
"Password cyber

CLI Console (SSH/Serial Connection)

‘Password admin

* Username and Password are case sensitive
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Deployment Modes

Deployment Modes

Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

Deployment Modes

Cyberoam can be deployed in two modes:

Bridge / Transparent Mode
Gateway / Route / NAT Mode

www.cyberoam.com 3 Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

Before configuring, you need to plan the deployment mode of Cyberoam. Cyberoam
can be placed in Bridge or Gateway/Route mode according to your requirement.

To control the Internet access through Cyberoam the entire Internet bound traffic
from the LAN network should pass through Cyberoam.
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Gateway mode:

Cyberoam Unified Threat Management

Gateway/Route/NAT Mode

* You want to replace your existing firewall or router acting as
a gateway for your network with Cyberoam

* You want your gateway to act as a VPN server

« You want redundancy in your network with by utilizing the
multilink and HA (High-Availability) features of Cyberoam

* You want to configure separate DMZ zone to protect servers
” from LAN & WAN zone.
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CCNSP Module 4: Cyberoam Deployment

Before Cyberoam Scenario - Gateway s o —
SubnetMask

— i Zone Type LAN/WAN/DMZ

/4

( Internet DMZ Zone P PortB | IPAddress
4 & Subnet Mask .

—— Zone Type LAN/WAN/DMZ
PortC | IP Address -
Subnet Mask -

Router y Web Server Zone Type LAN/WAN/DMZ

IP:61.0.5.1/29 = 1P:172.16.1.2 PortD | IP Address
' Gateway: 172.16.1.1 SubnetMask  ________
. Zone Type LAN/WAN/DMZ
Firewall
INT 1P:192.168.0.1/24 ) 1P address of the
DMZ IP: 172.16.1.1/24 Switch g | Default Gateway: R
EXT IP: 61.0.5.2/29 gN? 1P ¢dderSSZ [ —
. (o 3 = ystem Time Zone:
Gateway IP: 61.0.5.1 ° = ... o r—— [ \/ SysiemDataandTime:
= Email ID of the administrator :

) Mail Server
Switch 1P:172.16.1.3
Gateway: 172.16.1.1

Network: 192.168.0.x/24

[La 566906900

s |

iD K | 4
< = Database Server
Users 1P:172.16.1.4

Gateway: 172.16.1.1
Default Gateway: 192.168.0.1

www.cyberoam.com ¥ Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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Gateway Mode

Gateway

Gateway is a network point that acts as an entry point to another network or subnet
to access the resources. In Enterprises, the gateway is the appliance that routes the
traffic from a workstation to the outside network. In homes, the gateway is the ISP
that connects the user to the Internet.

Gateway Mode

Cyberoam when deployed in Gateway mode acts as a Gateway for the networks to
route the traffic.

When to use Gateway Mode:

Gateway mode provides an ideal solution for networks that already have an existing
firewall and plans to replace their existing firewall and wish to add the security
through Cyberoam’s deep-packet inspection, Intrusion Prevention System Services,
Gateway Anti Virus, and Gateway Anti spam. If you do not have Cyberoam security
modules subscriptions, you may register for free trial.

Choose gateway mode if you want to use Cyberoam as

« Afirewall or replace an existing Firewall

e A gateway for routing traffic

e Link load balancer and implement gateway failover functionality
VPN Gateway

* Aredundant (High Availability) gateway

Features supported in Gateway mode

All the features except Hardware bypass (LAN bypass) are available in Gateway
mode.
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Bridge Mode

Cyberoam when deployed in Bridge mode acts as a Transparent for the networks.
Device will act as a transparent bridge and will operate in Layer 2 - MAC layer.

When to use Bridge Mode:

Bridge mode provides the ideal solution for networks that already have an existing
firewall or router acting as a Gateway and customer don’t want to replace the firewall,
but still wish to add the security through Cyberoam’s deep-packet inspection,
Intrusion Prevention System Services, Gateway Anti Virus, and Gateway Anti spam.
If you do not have Cyberoam security modules subscriptions, you may register for
free trial.

This mode of deployment is agreed without changing any network schema of the
organisation’s internal infrastructure.

Choose bridge mode if you want to use Cyberoam as

* You already have a firewall or a router acting a gateway for your network and
you don’t want to change the existing setup

e Want to use Cyberoam for reporting.

¢ Want Cyberoam as a drop-in solution for Viruses, Spam, Content-Filtering
and IPS and Bandwidth Management.

¢ Want to try-out Cyberoam without changing your existing setup.

Features supported in Bridge Mode

All the features except the following features won't be available in Bridge mode.
e Virtual Private Network (VPN)

e Multi Link Manager (MLM)

» DMZ Zones

» High Availability (HA)
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CCNSP Module 4: Cyberoam Deployment

Hardware Bypass in Transparent Mode

* When the appliance is deployed in Transparent mode and if there is a power failure,
hardware problem or a software malfunction the appliance goes into ‘Bypass’ mode.

* In Bypass mode the bypass interfaces of the appliance get bridged and start acting
like a hub.

e The traffic flow is not interrupted thus resulting in high network uptime.

» Hardware Bypass functionality is only available in Transparent Mode not in Gateway

Mode.
www.cyberoam.com ¥ Copyright © 2008 Elitecore Technologies Ltd. Al rights reserved. Privacy Policy
Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

Hardware Bypass in Transparent Mode

'q Cybe‘r‘oam | cr250i
Bypass LED

* CR 50ia,CR 100ia,CR200i, CR 300i, CR500i, CR1000i and CR1500i come with hardware
bypass feature

e In ICR 50ia, CR 100ia, ports A and B have the bypass functionality available only on power
failure.

¢ In CR 200ia and CR 300i ports C and D have the bypass functionality available.
¢ In CR500ia ports “A and B” and “C and D" have the bypass functionality available.

e In C'IR |;iI.IOOOi and CR1500i ports “A and B” “C and D" have the hardware bypass function
available.

« A Blue LED on the front panel of the appliance blinks when hardware bypass is active.

www.cyberoam.com 3 Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

CCNSP Guide Page 67



Cyberoam Certified Network & Security Professional

Web Proxy mode:

Cyberoam can also act as a Web proxy server.

To use Cyberoam as a Web proxy server, configure Cyberoam LAN IP address as a proxy
server IP address in your browser setting and enable access to Web proxy services from
Local ACL section.

Under Web Proxy Configuration

This configuration is applicable only when Cyberoam is configured as Web Proxy.

Enter Port number which is to be used for Web Proxy and click Save

Under Web Proxy Trusted Ports Setting, click Add to add the trusted ports.

Cyberoam allows the access to those sites which are hosted on standard port only if deployed

as Web proxy. To allow access to the sites hosted on the non-standard ports, you have to
define non-standard ports as trusted ports.

Under Parent proxy setting:

Click ‘Enable Parent Proxy’. If enabled all the HTTP requests will be sent to HTTP Parent
proxy server via Cyberoam. One needs to configure Parent Proxy when the HTTP traffic is
blocked by the upstream Gateway.

When do we require Cyberoam to be configured in Web proxy mode?

* You would like to replace existing software / appliance based proxy solution

e You would like to use Cyberoam Identity based features along with Content Filtering /
Bandwidth Management / Anti-virus / User based Reporting.

e You want to use Cyberoam as a drop in solution in proxy mode.

* You don’t want to make any major changes with you existing proxy setup
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[ Dashboard @) Wizard [=|Reports Cmm:‘h‘ ©Q ®| Logout@®)

Cyberoamr
Unifed Theest Management
Web Proxy Port* | 3128
80 =]
88 =
21 =
443 =
563 =
« Diagnostic Tools 7 =
« Packet Capture 210 =
OBJECTS
? 1025-65535 =
s | (ETWORE
@ toENTITY Enable Parent Proxy * O
Az FIREWALL
o ven Domain Hame/ IP Address *
o
gy ssiven Port* | 3128
% s Username
i :i;f:um“ Password |
G ™
& o (aomy]
Hg ANTIVIRUS

* The Default Web Proxy port is 3128. Cyberoam listens on this port number
3128 for proxy requests from the users.

» Parent Proxy can be enabled and the IP address of external proxy server can
be provided. If the external proxy server is asking for authentication, the
username and password can be also configured.
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Training Lab Setup

Cyberoam Unified Threat Management

Lab Setup

268,17 18210821

1721611024 172.16.2.1/24 172163 1/24

& &)
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Cyberoam Unified Threat Management

Lab IP Schema:

Lab Setup:

Each student will be given one Cyberoam appliance. Below
is going to be IP Schema of Lab:

Lab Gateway Appliance:

Gateway device will provide internet connectivity to student
appliances. Gateway device will just act as a firewall and will
not do Anti-Virus / Anti-Spam / IPS / Content Filtering task.
Gateway LAN IP: 192.168.0.1 Subnet Mask: 255.255.0.0

Student IP Schema:

Student x: (x = student number)

WAN IP: 192.168.x.1 Subnet Mask: 255.255.0.0
LAN IP: 172.16.x.1 Subnet Mask: 255.255.255.0
DMZ IP: 10.10.x.1 Subnet Mask: 255.255.255.0

Lab Setup:

Each student will be given one Cyberoam appliance. Below is going to be IP Schema
of Lab:

Lab Gateway Appliance:

Gateway device will provide internet connectivity to student appliances. Gateway
device will just act as a firewall and will not do Anti-Virus / Anti-Spam / IPS / Content
Filtering task.

Gateway LAN IP: 192.168.0.1 Subnet Mask: 255.255.0.0

Student IP Schema:

Student x: (x = student number)

WAN IP: 192.168.x.1 Subnet Mask: 255.255.0.0

LAN IP: 172.16.x.1 Subnet Mask: 255.255.255.0
DMZ IP: 10.10.x.1 Subnet Mask: 255.255.255.0
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Lab #1 Factory Reset

Cyberoam Unified Threat Management

Lab #1 Factory Reset

Lab activities:

. Connecting appliance using serial console
. Accessing appliance using Hyper Terminal
. Resetting appliance

Lab #1 Factory Reset
Lab activities:
1. Connecting appliance using serial console

2. Accessing appliance using Hyper Terminal
3. Resetting appliance
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Lab #1 Factory Reset
Objective:
Factory reset the Cyberoam appliance.

Factory Reset will remove all user configurations and will bring appliance back into
Factory Default configuration.

Factory reset is useful in following cases:
* New deployments — Good to do the factory reset and start deployment with
initial steps.

e Lost both Web Admin Console and CLI password.

Note: Factory reset will remove entire user configuration so please backup Cyberoam
configuration before proceeding.
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Lab #1 Factory Reset
Activity 1: Connecting Appliance using serial conso le

Due to security reasons, a factory reset can be done only from serial console as
factory reset will wipe out entire user defined configuration and reports.

Each appliance ships with a serial console cable. Connect the serial console cable
to computer serial port and front side serial port of appliance.

CCNSP Guide Page 74



-~

Cyberoam Certified Network & Security Professional

i e v b

Lab #1 Factory Reset
Activity 2: Accessing appliance using Hyper Termina I

Hyper terminal or Secure CRT can be use to access Cyberoam appliance connected
using serial console cable.

The screenshots below show how to access Cyberoam using Hyper Terminal:

Connection Description

% Mew Connection

Enter a name and choose anicon for the connection:

Hame:

| cyberoam |

lcor:

Disconnecked Auto detect Auko detect SR SAES UM

Connect To

-5 cuberoarn

E nter details far the phone number that you want to dial;

Countrydregion;  ndia (51]

Area code;

Phone number: | |

Connect using: | COkA1 w |

[ 1]8 ” Cancel ]
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COM1 Properties

Port Settings |
Eﬂspersecand:!SEDD ~;!
gamlﬂm:|s v|
Parity: iNnne vi
EMpbﬂ$i1 VW
Elaw contral; |N|:|ne V!
E Bestore Defaults
[ (] ][ Cancel ] Spply

Note: Cyberoam will use the default configuration port settings. Click on “Restore
Defaults” before proceeding.

After successfully connecting Cyberoam with the serial console, you should be able
to see Cyberoam password prompt as shown in below screen:

“& cyberoam - HyperTerminal |Z||E|r5__<|
File Edit WYiew Call Transfer Help

Cyberoam Version 9.5.4 build 80 {Default password is admin)

Password: _
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Lab #1 Factory Reset
Activity 3: Resetting appliance

The Cyberoam factory reset can be carried out in two ways:

Type “RESET” on password prompt if you forgot both Web Admin Console
and CLI password.
Type password on prompt and select:

0 Option 5: Cyberoam Management

0 Option 13: Reset to factory defaults

Cvberoam Corporate Version 9.5.4 build 80

Main Menu

(RN =Rl Lo W dy P T )

Select Menu Number [0-91]:

Restart Management Services
Network Configuration
Sustem Configuration
Route Configuration
Cyberoam Console
Cyberoam Management
Upgrade Version
Bandwidth Monitor

YPH Management
Shutdown/Reboot Cyberoam
Exit

Cyberoam Management

1
2
3
A
2
6
7
3
9
10
11.
12.
13
14
15
16
17
18
)

Select Menu Number [0-181:

Restart Management Services

Remove Firewall Rules

Reset Management Password

Database Utilities

Download Backup

Restore Backup

DHCP Client Settings

View Audit Logs

Check and Upgrade Cyberoam New VYersion
Cyberoam Auto Upgrade Status

Check and Upgrade Webcat Latest Database
Hebcat Auto Upgrade Status

Reset to Factory Defaults

Custom Menu

Logging Management

Restore Backup of Version 7.4.2.x
ReBuild Hew Firewall State

HA Configuration

Exit
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3
A
2
6
7
3
9
10
11
12.
13.
14
15
16
17
18
)

Reset Management Password

Database Utilities

Download Backup

Restore Backup

DHCP Client Settings

View Audit Logs

Check and Upgrade Cyberoam New Version
Cyberoam Auto Upgrade Status

Check and Upgrade Webcat Latest Database
Hebcat Auto Upgrade Status

Reset to Factory Defaults

Custom Menu

Logging Management

Restore Backup of Version 7.4.2.x
ReBuild Hew Firewall State

HA Configuration

Exit

Select Menu Number [0-181: 13

Please disconnect all the telnet sessions with the cyberoam, this feature is
supported only from console

Press Enter to Continue.....

Now appliance will reboot and will come up with factory default settings.
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Lab #2 Deployment in Bridge Mode (Optional)

Cyberoam Unified Threat Management

Lab #2 Deployment in Bridge Mode (Optional)

Lab activities:

. Connecting appliance

. Accessing appliance using web admin console
. Network configuration wizard

. Default policy configuration

. Mail Settings

. Date & Time configuration

. Completion of Wizard

. Veriiying ine coniiguraiion using Dashboard

Deployment Lab #2 Deployment in Bridge Mode (Option  al)
Lab activities:

e Connecting appliance

e Accessing appliance using web admin console
* Network configuration wizard

» Default policy configuration

e Mail Settings

« Date & Time Configuration

* Completion of Wizard

» Verifying the configuration using Dashboard
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Lab #2 Deployment in Bridge Mode
Objective:
Deployment of Cyberoam UTM Appliance in Bridge Mode as per given LAB setup.

This example lab will use IP Schema of student-1, student need to use their student
number in IP Schema.

IP Schema of student-1

Bridge IP: 192.168.1.1 Subnet Mask: 255.255.0.0
Bridge Gateway: 192.168.0.1 Subnet Mask: 255.255.0.0

Computer IP: 192.168.1.2 Subnet Mask: 255.255.0.0
Computer Gateway: 192.168.0.1 Subnet Mask: 255.255.0.0
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Lab #2 Deployment in Bridge Mode
Activity 1: Connecting Appliance

Connect port A of the Appliance to your computer Ethernet interface using crossover
Ethernet cable. A crossover cable is provided with the appliance.

Connect port B of the Appliance to switch for WAN connectivity using the straight
Ethernet cable.

Cyberoam Gateway

192.168.0.1/18

Port-A
172.16.16.16

172.16.16.2/24
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Lab #2 Deployment in Bridge Mode
Activity 2: Accessing appliance using web admin con sole

The appliance has the following factory default settings:
Port-A: 172.16.16.16/24

Set the IP address of your computer to 172.16.16.2/24.
Connecting to Web Admin Console

Browse to https://172.16.16.16 to access Cyberoam Web Console (GUI). The
Cyberoam login page is displayed and you are prompted to enter login credentials.

Use the default username and password to log on.

Default username: cyberoam
Password: cyber

-

.
Cyberoam' g

Web Admin Console m
it ot

If you cannot log on, verify the following configurations:

« Did you plug your computer Ethernet cable into the port A on the appliance? -
Deployment can only be performed through port A.

* Isthe link light glowing on both the computer and the Appliance? — If not,
check and replace the cable

« Is your computer set to a static IP address of 172.16.16.16 and subnet as
255.255.255.0?

« Did you enter correct IP address in your Web browser?
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Lab #2 Deployment in Bridge Mode
Activity 3: Network Configuration Wizard

Click the Wizard button on the top right of the Dashboard to start Network
Configuration Wizard and click Start.

ﬁ @ nnmboaral (-] mml [=|reports l.‘munle‘ © Q@ @| Logout@)
Cyberoam | p—y
Unified Theoat Management.
Time  SrciDst Signature Name. Severity Action Signature ID SystemTime sl MAT 2RO SR
Up Time 0 day, 18 hours, 53 minutes.
M svsEm
No Spyware Alerts Detected TN CornElalES .
L] Gateway Stats %
o Recent Ma Viruses detected %
& Gateway Name Gateway IP Address Status E—— re— = o =D
= Taan = t

f:{ Network Configuration Wizard - Windows Internet Explorer

=Y http!ff 172 16 16 16/ oorporate/webpagesiwizard/mainpage. jsp-

Cyberoam Network Configuration Wizard

The ldentity Based
UTM Appliance

Secure your enterprise
with Cyberoam integrated
Internet security

Cybéﬁft)am @

Done EB @ Internet H100% -
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= Network Configuration Wizard - Windows Internet Explorer

htkp:f{192.168.3. 1 20fcorporatewebpages/wizardfoptade. jsp

Cybe‘r‘oam

Network Configuration Wizard

Flease refer the Metwork Diagrams to

- AR Bridge Mode
PUBLIC -

choose the deployment mode from the ( iTeRnET - ___ﬂ; Baiitis g
following options R L :_—j: =3
(=) Bridge Mode -

Firewall [~
() Gateway Mode R Crossover

Cable
CYBEROAM

Console \ .

Deployment

Summary

Bz

EE @ Internet

F100% T

7= Network Configuration Wizard - Windows Internet Explorer

http: /192,168, 3,120/ corporate fwebpages fwizardfbridgeZoneMgmt. jsp

Cyberoam Zone Configuration

Bridge Mode

LAN Port A L
WAN Port il v

Cybe?oam CRIODI

Date & Time

Configuration —o ey o e

Cone

E& e Internet

F100% T
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/= Hetwork Configuration Wizard - Windows Internel Explorer
=) hitp:f 192, 168.3.1 20/ corpor ste/wabpages fwazand fbridgeInterfacaMomt. jsp

Cybgm Network Configuration

-~
Cyberoam e
Bridge Configuration
Gateway Details DN S Configuration
Paddress 192,168.1.1 ISP Name CCHSP LAB Prenary DS [192.168.0.1
Subnet Mask 1255,255.0.0 Fadgdress 192,168.0.1 Secondary DNS 14,222

00 =N

. & Internet 0% -
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Lab #2 Deployment in Bridge Mode
Activity 4: Default Policy Configuration

With the Cyberoam being firewall device, it blocks all inter zone traffic. The wizard
gives the option to select policy for LAN -> WAN traffic from three pre-defined
policies.

The following are the three pre-defined policies:
Monitor Only:

« Allow all outbound traffic without any authentication.
¢ No scanning.
* No content filtering.

General Internet Policy:

< Allow all outbound traffic without any authentication.
* Web traffic will be scanned for virus / malware / spyware.
« Content filtering will be “ON”" by using default content filtering policy “General
Corporate Policy” which blocks below web URL categories:
o Porn, Nudity, Adult Content, URL Translation Sites, Drugs, Crime and
Suicide, Gambling, Militancy and Extremist, Phishing and Fraud,
Violence, Weapons

Strict Internet Policy:
+ Block all outbound unauthenticated traffic.

«  Web traffic will be scanned for virus / malware / spyware.
» All traffic will be scanned by IPS engine.
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3 http: /172 16 1616 - Network Canfiguratinn Wizard - Mozilla Firafox

Cybgﬂ m Internet Access Configuration ‘

FPlease selectibe policy 101 LAk — WAk ramc

Monitor Only

# Alloves access without authentcation
¢ Does mot biock &ny traffic

O General nternet Policy
» Dlocks urhesthy web and nt=rmet
- v traffic

# Scan HTTR Trattic for Virsass -
Cvberoam CR2

7y Striet Imtarnat Policy

# Does nat alow access without
authertication

Summary
n}

favascipt submitForm)
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Lab #2 Deployment in Bridge Mode
Activity 5: Mail Settings

Configure mail server IP address, administrator email address from where the
notification mails will be send and the email address of the notification recipient.

/= Netwark Configuration Wizard - Windows Internat Explorer.

zard notFicationConf, 5p ¥

Cybehfgm ‘ Configure Mail Settings

httped)l 172 161806 [corporatefwebpagesivi

C}'bgoam R

Configure Email and Mail Server settings for System Notifications
5Ena liotfcatipnsto Emal A0dress | margarsiieitscore com
Mail Berver 1P Addrese - Fort Z03.38.135.164 25

Frem Emall Addrass anthanyig@eltecore. com

Zone &

Configuration

Deployment = Arcess Nl Oate & Tma !
Mode Network Cenifiguration Setiings Configuration ALY o @ s
bl &

jawascript isubmitFarml) E;- a Internet Ao -
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Lab #2 Deployment in Bridge Mode
Activity 6: Date & Time Configuration

Cybgoarn ‘ Date & Time Configuration

Date & Time

Time Zone | GMT+05:30 - Asia/Calcutta b |
SetDate |08 w vy [10 MM [20 oD
setTme [13 wHH  [38 w35 wss

Synchronize with NTP Server

D Automatically Synchronize with NTP Server
Use an internal fist of predefined NTP Servers

ACCess Mail Date & Time
Configuration Settings Time

Deployment

Summary

QO
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Lab #2 Deployment in Bridge Mode

Activity 7: Completion of Wizard

Cybe“mam

m IO

£~ Network Configuration Wizard - Windows Internet Explarer

() hetp: 192, 168, 3. 1 20/ conporabe fwebpages/wizardwizardSummary. 5o

Configuration Overview

Cyberoam Configured in BRIDGE

Incerface Configuracion

Degployment : AcCeud

Mg Configursbon

Configuration

MODE

Bridge Ip : 192.168.1.1
Subnet Mask 3 255.255.0.0
Bridge LAN Port P Port A
Bridge WAN Port ! PortB
Gaceway Configuration

I3P t CCHSP LAB

LR i | e

» & Intermet

100 - l

Cyberoam will take time to restart, please wait for some time before clicking to

access the Web Admin Console.
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A htipe#F 72161616 - Merwork Configuration Wizard - Microsoft Interner Fxplorer

C}rl}#gmn Unified Threat Management

é} Cone - Inteinet

Now change your computer IP as default Cyberoam is changed from 172.16.16.16 to
192.168.1.1 and no more your computer will be able to access the appliance.

Change your computer IP as per your student number. For student #3 below is going
to be IP:

Computer IP: 192.168.1.2 Subnet Mask: 255.255.0.0
Computer Gateway: 192.168.0.1 Subnet Mask: 255.255.0.0
DNS: 192.168.0.1

This completes the basic configuration of Cyberoam and now you are ready to use
the Appliance.
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Lab #2 Deployment in Bridge Mode
Activity 8: Verifying the configuration using Dashb oard:

Browse to https:\\192.168.1.1 and log on to Web Admin Console using default
username and password. Dashboard page is displayed on successful log on.

1. Verify appliance information
Check the Appliance Information section of Dashboard to verify configuration.

[ Dashboard @ Wizard [=|Reports Cmnmh| © Q@ ®| Logout@)

Reset
Recent Spyware Alerts % Appliance Information *x
Time SrciDst Signature Name Severity Action Signature ID Appliance Key | €016200518-BNABLI |

No S Alerts Detected Lot ¥ T < 1
o o = Cyberoam Software Version 10.00.0103
Recent HTTP Viruses detested g [Crberoam Deployment ode i it |
IPS Signature Version 003
Time ! User Domain | Name \Webcat Signature Version 03

M Virie Natactad

2. Verify gateway status
Check the Gateway Status of Dashboard and verify that the status of the gateway
green i.e. UP.

{3 pashboara @ Wizard [=]Reports C(msole‘ © Q@ ®| Logout@)

Reset
Recent Spyware Alerts % | system Status 5

Time | SrciDst Signature Name Severity | Action Signaturelp | SystemTime Man Mar: 2010 1 #5531
- - Up Time 0 day, 19 hours, 53 minutes
fywam = Live Connected Users 1
Ti U Domai e
I e oo ‘Gateway Name Gateway IP Address Status
No Vinus Detected
ot CCNSP LAB 192.182.0.1 =

Do Attack Status ®
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3. Verify IP assignments
Go to Network > Interface page and check IP address assigned to Interfaces.

If you have not configured IP scheme properly, you can run the Network
Configuration wizard and change the IP address.

4. Verify DNS status

In GUI, go to System - Services, and verify the DNS service is running as below:

Anti Spam Running W
Anti Virus Running @
Authentication Running W
DHCP Server Stopped W
ONS Running @
iPS Running E
‘Web Proxy Running W
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Lab #3 Deployment in Gateway Mode

Cyberoam Unified Threat Management

Lab #3 Deployment in Gateway Mode

Lab activities:

. Connecting appliance

. Accessing appliance using web admin console
. Network configuration wizard

. Default policy configuration

. Mail Settings

. Date & Time configuration

. Completion of Wizard

. Veriiying ine coniiguraiion using Dashboard

Lab #3 Deployment in Gateway Mode
Lab activities:

e Connecting appliance

e Accessing appliance using web admin console
* Network configuration wizard

» Default policy configuration

¢ Mail Settings

« Date & Time Configuration

* Completion of Wizard

» Verifying the configuration using Dashboard
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Lab #3 Deployment in Gateway Mode
Objective:
Deployment of Cyberoam UTM Appliance in Gateway Mode as per given LAB setup.

This example lab will use IP Schema of student-1, student need to use their student
number in IP Schema.

IP Schema of student-1

WAN IP:
192.168.1.1 Subnet Mask: 255.255.0.0

WAN Gateway:
192.168.0.1 Subnet Mask: 255.255.0.0

LAN IP:
172.16.1.1 Subnet Mask: 255.255.255.0

DMZ IP:
10.10.1.1 Subnet Mask: 255.255.255.0
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Lab #3 Deployment in Gateway Mode
Activity 1: Connecting Appliance

Connect port A of the Appliance to your computer’s Ethernet interface using the
crossover Ethernet cable. A red crossover cable is provided with the appliance.

Connect port B of the Appliance to switch for WAN connectivity using the straight
Ethernet cable.

Cyberoam Gateway

192.168.0.1/18

Port-A
172.16.16.16

172.16.16.2/24
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Lab #3 Deployment in Gateway Mode
Activity 2: Accessing appliance using web admin con sole

The appliance has the following factory default settings:
Port-A: 172.16.16.16/24

Set the IP address of your computer to 172.16.16.2/24.
Connecting to Web Admin Console

Browse to https://172.16.16.16 to access Cyberoam Web Console (GUI). Cyberoam
login page is displayed and you are prompted to enter login credentials.

Use default username and password to log on.

Default username: cyberoam
Password: cyber

-

.
Cyberoam' g

Web Admin Console m
it ot

If you cannot log on, verify the following configurations:

« Did you plug your computer Ethernet cable into the port A on the appliance? -
Deployment can only be performed through port A.

* Isthe link light glowing on both the computer and the Appliance? — If not,
check and replace the cable

e Is your computer set to a static IP address of 172.16.16.16 and subnet as
255.255.255.0?

« Did you enter correct IP address in your Web browser?
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Lab #3 Deployment in Gateway Mode
Activity 3: Network Configuration Wizard

Click the Wizard button on the top right of the Dashboard to start Network
Configuration Wizard and click Start.

ﬁ @ msmml (-] m.dl [=reports Cm:suh‘ ©Q@ @| Logout@®)
Cyberoam | et |12
Unifed Thesc Managemest S==c
| recent spyware Alerts. 52 | system status ®
Time = SrciDst Signature Name: Severity | Action signaturelp | SystemTime JIBEGA MR 2008 SRS
Up Time 0 day, 19 hours, 53 minutes
Mo Deien i Do Live Connected Users 1
- m— i :
& Gateway Name Gateway IP Address Status — — S e S—
o1 1aaa & !

~ Network Configuration Wizard - Windows Internet Explorer

& httpiff 172 16,16 16/ corporate/webpageswizard/mainpage. jsp-

Cyberoam Network Configuration Wizard

The ldentity Based
UTM Appliance

Secure your enterprise
with Cyberoarn integrated
Internet security

Cybéhmarn @

Done (& € mtermet B0 v
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{= Natwork Configuratien Wizard - Windews Internat Explorer

i B htkpefit 72 16,1 8.16 [comaratefwebpages/wizardfoptode jsp ~

Cybema.m ‘ Netwerk Configuration Wizard ‘
Flzase refar the Network Diadrams 1o o~ =
choase the deploymant mods fram the . INF:l'LLl:':HE—:‘E. )y Gateway Mode
following cpfions = ———
e f———=7 Router
_ = )] switch
) Eridge Mode
CYBEROAM | -
['.1',12&\1'1 — P |
[ ( ‘ ‘ |
Wb Server Med Server Dalabase Berver

Zoie & _
Deployment e u_ ACCCEs Mail Date & Tme T o
Mode: iz on Configurstion  Settngs  Configuration SRRSO :

i) 8 Treernet L0 11T

javascript subrrikFormi);

twork Configuration Wizard - Windowe Intarnet Explorar

=y MHEpe 472 16,1616 foorporatelwebpagesiwizardrouteinter faceMant. 1sp

|
Cybg’gm | Network Configuration ‘

Cybe“t’oam CRED

Port A A= per network diagram

© obtan an P frem THOP Fteway Belail DNE Configuration

0 obtan ar 12 from BPRCE o Obten ONS from DHEP

@ Use Static P i Privary DNS 192.168.0.1
P &ddress 17214611 T Secondary NS |4.2.2.2

i Slbnet Hask 255.255.255.0

Fonaz T,G,N v|

Fona &

Deployment . ALCEES wal Date & Time. ; -
Wod= it u". . Configuraton Settings Cenfiguration g 0 0 A

nn firu
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£~ Netwnrk Configuration Wizard - Windows Internat Explorar

httpeff 172161516 {Corporate fwebpages/wzardjroutenber acergmt. jsp
Cyberm ‘ Network Configuration

Cyhehmam CREDN

FPort C
) Dbtair an IP from THCP
) obtain an P from PRPE

Ol E Configuration

Oban DHS from DHCP
Primany oHS 192.168.0.1
Secondsry ONS  [42.2.2

@ ys

M address 101011
Subnet Wask 255.255.255.0

Zone & =
Deplioyment 5 Mail Date & Time . : -
Mode: n r:ew”r‘. Co i Setiings Con figurabon ALY @ icel

en Foupradinn,
i & Tnkernet o100 v

iawascripscbmitFarmil

By http: 172 161616 Joorporstefwebpages)wzard)rout=TnterfaceMgmt. jsp

‘ Network Configuration ‘

Cybeﬁfua;m

Port B
) Ottan an © fom DHCE Eataway-Dataite OIS Contfiguration

— =P N o
) Obtein &1 1P fram PRRCE P s CCNSPLAB Obfain INS from DHCP
@ Uze matic)F D oddess 19216301 Privary DNS 192.168.0.1

s 192.168.1.1
255,255.0.0

Secondary DS 42,22

Prevlous

subnstMazk

. Zone & /
Depoyment cress il Date & Time - ; -
e Setfings  Configuraton —o o 0 0 ittty

Node Configuration

CCNSP Guide Page 100



Cyberoam Certified Network & Security Professional _

Lab #3 Deployment in Gateway Mode
Activity 4: Default Policy Configuration

As the Cyberoam is a firewall device, it will blocks all inter zone traffic. The wizard
gives the option to select policy for LAN -> WAN traffic from three pre-defined
policies.

Following are three pre-defined policies:
Monitor Only:

« Allow all outbound traffic without any authentication.
¢ No scanning.
* No content filtering.

General Internet Policy:

< Allow all outbound traffic without any authentication.
* Web traffic will be scanned for virus / malware / spyware.
« Content filtering will be “ON”" by using default content filtering policy “General
Corporate Policy” which blocks below web URL categories:
o Porn, Nudity, Adult Content, URL Translation Sites, Drugs, Crime and
Suicide, Gambling, Militancy and Extremist, Phishing and Fraud,
Violence, Weapons

Strict Internet Policy:

* Block all outbound unauthenticated traffic.
«  Web traffic will be scanned for virus / malware / spyware.
» All traffic will be scanned by IPS engine.
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3 http: /172 16 1616 - Network Canfiguratinn Wizard - Mozilla Firafox

Cybgﬂ m Internet Access Configuration ‘

FPlease selectibe policy 101 LAk — WAk ramc

Monitor Only

# Alloves access without authentcation
¢ Does mot biock &ny traffic

O General nternet Policy
» Dlocks urhesthy web and nt=rmet
- v traffic

# Scan HTTR Trattic for Virsass -
Cvberoam CR2

7y Striet Imtarnat Policy

# Does nat alow access without
authertication

Summary
n}

favascipt submitForm)
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Lab #3 Deployment in Gateway Mode
Activity 5: Mail Settings

Configure mail server IP address, administrator email address from where the
notification mails will be send and the email address of the notification recipient.

/= Netwark Configuration Wizard - Windows Internat Explorer.

zard notFicationConf, 5p ¥

Cybehfgm ‘ Configure Mail Settings

httped)l 172 161806 [corporatefwebpagesivi

C}'bgoam R

Configure Email and Mail Server settings for System Notifications
5Ena liotfcatipnsto Emal A0dress | margarsiieitscore com
Mail Berver 1P Addrese - Fort Z03.38.135.164 25

Frem Emall Addrass anthanyig@eltecore. com

Zone &
Depioyment SR, Arrese Kail Cate & Tima e
Mode o ”'t"”ni Cenfiguration Setiings Configuration Y o @ La
Cenfiguration 1%
5

Ao -

jawascript isubmitFarml) E;- a Internet
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Lab #3 Deployment in Gateway Mode
Activity 6: Date & Time Configuration

Cybgoarn ‘ Date & Time Configuration

Date & Time

Time Zone | GMT+05:30 - Asia/Calcutta W |

SetDate |08 wvy |10 % |un |20 wpD

SetTime |13 wHH |38 wum  [38 wlss

D Automatically Synchronize with NTP-Server

Use an internal list of predefined NTP Servers

Synchronize with NTP Server

H._" _;1Irl~' Access htail Date & Time Sy ° 0
- Configuration Settings Time ety

Configuration
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Lab #3 Deployment in Gateway Mode
Activity 7: Completion of Wizard

{= Netwnrk Configuratinn Wizard - Windows Internet Fxplarer

hetpef 172161616 foarporatefvebpacesiwizar dfwizard3ummary.|sp

—

Cybggm Configuration Overview |

Cyberoam Configured in GATENLY MODE %

IFAddresa: 1921
Mecka=k : 2535.2

Zane : LAN

Bozt B

IFnOdresa; 2031235

FTBT:;_ Acness Wil Date & Time
B Com figuration Setings Confguration

Deploymenil 5 4
Made Summery

Configuration

r_; @ Interrat + o0 v

The Cyberoam will take time to restart, please wait for some time before clicking to
access the Web Admin Console.
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A htipe#F 72161616 - Merwork Configuration Wizard - Microsoft Interner Fxplorer

C}rl}#gmn Unified Threat Management

é} Cone - Inteinet

Change your computer IP as per your student number. Replace x with your student
number.

Computer IP: 172.16.1.x Subnet Mask: 255.255.255.0
Gateway: 172.16.1.1
DNS: 172.16.1.1

This completes the basic configuration of Cyberoam and now you are ready to use
the Appliance.
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Lab #3 Deployment in Gateway Mode
Activity 8: Verifying the configuration using Dashb oard:

Browse to https:\\172.16.1.1 and log on to Web Admin Console using default
username and password. Dashboard page is displayed on successful log on.

1. Verify appliance information
Check the Appliance Information section of Dashboard to verify configuration.

Cybe%axn'

Unified Theest Mansgemest

WEBFILTER
APPLICATION FILTER

QoS
ANTIVIRUS
ANTISPAM

BdekPrAS I endE@
3

OGS & REPORTS

{8 Dashboard @D Wizard [=|Reports Cmﬂu‘lﬂ‘ ©Q® @‘ Logout(®)

Recent Spyware Alerts %

Time Sr/Dst

System Status
System Time

Up Time

Live Connected Users

!

Appliance Information

Signature Name Severity Action ‘Signature ID Applance Key | ©0162006158-BNABLI
Mo 5y Alerts Detected Mol mbey = [t
Tyweare Cyberoam Software Version 10.00.0103
% [ey Mode Route
Mon Mar 2010 1 20:28:36 | IPS Signature Version To03
| Webcat Signature Version 03

0 day, 20 hours, 27 minutes

1 Recent IPS Alerts

Recent Mail Viruses detected X

Time

Protocol Recipient Subject Name
No Virus Detected

Gateway Name. Gateway IP Address Status

CCNSPLAB

e At =y | SSLVRH - Expires On Sun Apr 2010 11
peSlain | Web and Applcation Fiter Expires On Mon Apr 2010 12

Attack Type

SYN Flood
UDP Fiood
TCP Flood
ICMP Flood

| 192.163.0.4 L] License Information X

Source Destination
Applied Traffic Dropped Applied Traffic Dropped
No [} tio [
No [} Ho 0 |
No 0 Ho 0
No [} No. [

Recent HTTP Viruses detected ®
[ %

Intrusion Prevention System (PS) Expires On Mon Apr 2010 12
Gateway ANt Virus Expires On Hon Apr 2010 12
| Gateway Anti Spam Expires On Hon Apr 2010 12
8x5 Support Expires On Wed Mar 20119
Recent FTP Viruses detected ®
Time user Domain Hame
No Virus Detected

3
Time Src/Dst Signature Hame: Severity Action
No IPS Alerts Detected

Time User. Domain Hame
No Virus Detected

247 Support Unsubscribed
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2. Verify gateway status

Check the Gateway Status of Dashboard and verify that the status of the gateway

greeni.e. UP.

{8 Dashboard @D Wizard [=|Reports Cmﬂu‘lﬂ‘ ©Q® @‘ Logout(®)

Cybe%axn'

Unified Theest Mansgemest

Recent Spyware Aleris % | Appfiance Information
CR251 .

10.00.0103 Time Srcibst Signature Name Severity Action ‘Signature ID Applance Key | ©0162006158-BNABLI
SYSTEM Mo 5y Alerts Detected [ Mol ety - [ty
Tyveare Cyberoam Software Version 10.00.0103

System Time Mon Mar 2010 1 20:29:36 IPS Signature Version

s o on
iadils | Up Time 0 day, 20 hours, 27 minutes oDl SR, VTN ,

o b Ere st ioe 1 Recent IPS-Alerts %
VPN o

Recent Mail Viruses detected % Time SreiDst Signature Hame Severity Action
ssLven |
Time Protocol Recipient Subject Mame No IPS Alerts Detected

‘WEB FILTER Mo eteet Recent HTTP Viruses detected =3
CtimE il Gateway Status x Time User Domain Hame
ot ‘Gateway Name. Gateway IP Address Status No Virus Detected

Bk INSIE 0BT
3

24 x 7 Support Unsubscribed
[ANTL RN e | SSLVEN Expires On Sun Apr 2010 11
1068 revoRTs Web and Applotion Fiar Expios O lon Apr 201012
Source Destination | Intrusion Prevention System (IPS) Expires On Mon Apr 2010 12
Bttack Fype _ Gateway Anti Virus. Expires On Mon Apr 2010 12
Appticd sty Propyred) Appied, Nt Dropped Gateway Anti Spam Expires On Mon Apr 201012
S Floed No 0 Ho. o | 8x5Support Expires On Wed Mar 20119
UDP Flood No [} to [
R — o I
[CHE Fleat ) L 2 B Time user Domain Hame:
| No Virus Datected

3. Verify IP assignments

‘OBJECTS -
System Status = |B Mode Route
NETWORK. 003

acs I g %
CCNSP LAB | 19218801 L} ‘ License Information e
ANTIVIRUS

set
=

Go to Network - Interface page and check IP address assigned to Interfaces.

If you have not configured IP scheme properly, you can run the Network
Configuration wizard and change the IP address.
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4. Verify DNS status

In GUI, go to System > Services, and verify the DNS service is running as below:

Status

Anti Spam Running
Anti Virus Running
Authentication Running
DHCP Server Stopped
ONS Running
s Running
‘Web Proxy Running
CCNSP Guide
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Cyberoam Registration

Cyberoam Unified Threat Management

Cyberoam Registration
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Cyberoam Registration
What is registration?

Registration is process which will create customer account in Cyberoam central
registration database.

Why to register?

Registration is mandatory task as without this subscription modules cannot be
subscribed.

Registration gives following benefits:

* 8 x5 Support as per country time zone for next one year.
e Free trial of following Cyberoam Subscription Modules:

o0 Gateway Anti-Virus

0 Gateway Anti-Spam

0 Web & Application Filter

0 Intrusion Prevention System (IPS)
e Access of customer my account for

0 Support ticket management

0 Subscription management

Customer my account can be accessed from: http://customer.cyberoam.com

Multiple Cyberoam appliances can be registered using same customer account so
that customer can manage all support tickets under one customer account.
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Lab #4 Registration & Subscription

Cyberoam Unified Threat Management

Lab #4 Registration & Subscription

Lab activities:

. Identifying Cyberoam is registered cr not
. Registration
. Trial module subscription

Lab #4 Registration & Subscription

Lab activities:

1. Identifying Cyberoam is registered or not
2. Registration
3. Trial module subscription
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Lab #4 Registration & Subscription
Objective:

Register the Cyberoam appliance with a new customer account and subscribe to all
four modules using trial license.
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Lab #4 Registration & Subscription
Activity 1: Identifying Cyberoam is registered or n ot

§9

Fegisier

The register icon will be visible in top bar / main page if Cyberoam appliance is not
registered.

Click on this icon for the registration page to open up.
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Lab #4 Registration & Subscription
Activity 2: Registration

Click on registration icon
page

or go to Help -> Licensing to open the registration

Cyberoam Dashboard

System

Alert Messages

Firewall 20.08.2008 6:45:01 &M The default CL
VBN 20082008 6:45:01 A Gateveay Anti
IoP 20052008 6:45:00 &0 HTTPS S5H, b

200082008 6:45:00 A6 HTTP baszedm
Categories

Palicies

Group Recent Spyware Alerts
User Time Src/Dst Signature

o Mo Spywware Detec
Anti Yirus

Anti Spam HTTP Traffic Analysis

Traffic Discovery
Distribution by Hits
Reports

Help Downloads

Licensing

Upload Upgrade

Uszers visiting Unhealthy Sites
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Fill up registration page with required information and click on “Register”
Note:

» Email-id will be used as a username to access customer my account.

« If you already have customer account with Cyberoam then you can click “If
you already have a customer account click here” but in Lab create new
customer account.

» If Cyberoam is not having direct internet connectivity and you are using web
proxy then specify proxy information in “External Proxy Server Information”

Appliance Reqgistration

ﬁppﬂ-_n_te_u_i!eﬁ_r_l_n.tion Form
Appliance Key CO10800022-1F W S
Appliance Model No. CRI100I

If you already have a customer account dick here

Ermail I (Enteravalid amail id as thiseaill ba
Used a5 a username te acesss customen my account | archana@elitecore.com

and register thiz appliance)

Passward®

Re-Type Fassword*

Campany Mame* :El_i_pen:-:ure Technologies
Contact Person® ;Ar_chana
Address Bth Flﬂur.,_.Sri.!;:un
Lam Gden
City* ﬁth medebad
State® Gujarat
Country* | Inglia hci]
Zip* 330008
Phone® 26405600
o -
Secret Guestion® n‘ry' o dentiby | gl b used Hyou forgat vour pasiuard)
Answer to Guestion” Emy O 0 |l e used ifvoa forget your pasivenrd)
External Bropy Server Information
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Once appliance get registered you can verify the registration from Help -> Licensing

Licensing

I S ) o I T

CR500i Appliance Registered

24 x 7 Support Subscribe - Unsubscribed =
8 x5 Support Subscribe - Expired -
Bundle Subscription Subscribe = = -
Gateway Anti Spam - = Subscribed -
Gateway Anti Virus - - Subscribed =
Intrusion Prevention System (IPS) Subscribe Trial Unsubscribed -
Web and Application Filter Subscribe Trial Unsubscribed -
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Lab #4 Registration & Subscription
Activity 3: Trial module subscription

To subscribe trial module after registration, go to Help -> Licensing

Click on trial button under Trial Subscription and provide email-id and password used
during Cyberoam registration.

Licensing

S 7 P

CR500i Appliance Registered

24 X T Support Subscribe - Unsubscribed -
8 x 5 Support Subscribe e Expired =]
Bundle Subscription Subscribe - = =
Gateway Anti Spam - Trial Lnsubscribed -
Gateway Anti irus - Trial Unsubscribed =
Intrusion Prevention System ({IP5) Subscribe Trial Lnsubscribed =)
Web and Application Filter Subscribe Trial Unsubscribed =
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Module 5: Firewall

Cyberoam Unified Threat Management

Firewall

www.cyberoam.com ¥ Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

Agenda

e Access Control (Local ACL)

* |IP Management

*  Firewall Management

*  Default Firewall Rules

* L2 Firewall support

e Outbound NAT (Source NAT)

e Inbound NAT (Virtual Host)

e Denial of Service (DoS)

e Cyberoam Unified Threat Control under Firewall
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Access Control (Appliance Access)

Use Appliance Access to limit the Administrative access to the following Cyberoam
services from LAN/WAN/DMZ:

* Admin Services

* Authentication Services
« Proxy Services

* Network Services

Default Access Control configuration

When Cyberoam is connected and powered up for the first time, it will have a default
Access configuration as specified below:

Admin Services
HTTPS (TCP port 443) and SSH (TCP port 22) services will be open for
administrative functions for LAN zone

Authentication Services

Cyberoam (UDP port 6060) and HTTP Authentication (TCP port 8090) will be
open for User Authentication Services for LAN zone. User Authentication
Services are not required for any of the Administrative functions but required
to apply user based internet surfing, bandwidth and data transfer restrictions.

Customise Access Control configuration
Use access control to limit the access to Cyberoam for administrative purposes from

the specific authenticated/trusted networks only. You can also limit access to
administrative services within the specific authenticated/trusted network.

In GUI, go to System - Administration - Appliance Access Tab

ccess

e T e Er—
LAN L] [l 4] L} ] ] Ld) () i) L}
DMZ 5] L4} i) L} U U (] L] (=) L}
VPN L L L (] ] ] (] |} L ™)
WAN o) Ld} L] Ld} 58] 58] i) L} i) L}

Alternatively, one can control appliance access via Zone configuration page.
In GUI, navigate to Network—>Interface->Zone
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Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

Appliance Access (via Zones)
Network -> Interface - Zone

[E pashboard

Jaifase m

CR5Ha Edit Zone [%
10.00 build 0227
[[] sysTem Name®  LAN
OBJECTS
= Type®  LAN
Member Ports
. Interface ot
« Wireless WAN
. & .
Aty Appliance ACCESS s gmin Services
+ Static Route
« DNs |w| HTTP [ | HTTPS v Telnet (v SSH
. DHCP Authentication Services
« ARP
+ Dynamic DNS v WindowsiLinux Chient [v| Captive Portal
o IDENTITY Metwork Services
5 FIREWALL
|v| DNS [w| Ping
@ weN
- Other Services
@ es
5/ WEBFILTER v viehs Proxy || SSL VPN
7 APPLICATION FILTER
2 [ ox i concel ]
A e
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IP management

Select Network - Interface to view port wise network (physical interface) and zone
details. If virtual sub-interfaces are configured for VLAN implementation, they are
also nested and displayed beneath the physical interface.

Interface - Physical interfaces/ports available on Cyberoam. If virtual sub-interface is
configured for the physical interface, it also displayed beneath the physical interface.
Virtual sub-interface configuration can be updated or deleted.

@Dnshhoanl ’Wiznnl Eﬂenons Console @ @ @ Logout

1nnnc|?|5|i':(llanm da s [l na v
D SYSTEM nuﬂ_ IP Assignment Mﬁcnﬂﬂren mm Interface Speed m
1500 1460

. DBJECTS
Potd Unpluggee Stallc 1721616166255 255,250 0090FB 29605 Auto-neotisted
T | PoiE  Connected, 100 Maps - Ful Duplex Stallc 1921683 1261255 255 240.0 INGOFEMELF AN 1500 1460 Auto-negotisted 1
Wireless WAN L ot Unplugged Tatic 1040.211255.295,255.0 DDSOFE29ECAD  DMZ 1500 1480 Auto-negctiated 1
Gateway
Static Route || o Dissbled Stafls e 0GOFB29ENY  Lnhound 1500 1460 Auto-negotisted 1
DNS
oHp || ol Disabled Stallc N 0G0FB29ENS2  Lnhound 1500 1460 Auto-negatisted 1
AR | Poff  Dissbled Stallc e DGOFB29EN4T  Unbound 1500 1480 Auto-negotisled 1
Dynamic DNS .
.o' TDENTITY WIMANT  Device not found. Wireless Modem P& P& WHAN 1500 1452 MA »o

3§ FIREWALL
= Add Alias | Add VLAN
0 ¥eN
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Click 6. to edit IP address and netmask of physical or virtual interfaces

Physical Interface
Network Zone | LAN

IPAssignment @ Static | PPRoE | DHCP

IPAddress* | 172.16.16.16 ]

Metmask® | 255.255.255.0 (24)

Primary DNS* | 1111 ]

Secondary DNS | B.B.B8 |

General Settings

Gateway Detail

oK

Gateway Hame.
IP Address
Advanced Settings v

Click === to specify alias IP address for the interface

Add Afias

Physical Interface®
Alias® @ single © Range
IP Address®
Netmask® | 128.0.0.0(1)

Click m to add VLAN interface

Physical Interface® F‘urrtA

VLAN ID* :-_11?1_1-_
IPAddress' | 192.168.100.1 |
Netmask' | 2562582550 (24)
Zone | LAN
-
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Firewall Management

Zone Management
Default Zones Types

(1) LAN — Depending on the appliance in use and on your network design,
Cyberoam allows to group one to six physical ports in this zone. Group multiple
interfaces with different network subnets to manage them as a single entity. Group all
the LAN networks under this zone. By default the traffic to and from this zone is
blocked and hence the highest secured zone. However, Cyberoam allows traffic
between the ports belonging to the same zone.

(2) DMZ (De-Militarised Zone) - This zone is normally used for publicly accessible
servers. Depending on the appliance in use and on your network design, Cyberoam
allows to group one to five physical ports in this zone.

(3) WAN - Zone used for Internet services. It can also be referred as Internet zone.

(4) VPN - This zone is used for simplifying secure, remote connectivity. It is the only
zone that does not have an assigned physical port/interface. Whenever the VPN
connection is established, port/interface used by the connection is automatically
added to this zone and on disconnection; port is automatically removed from the
zone.

(5) Local - Entire set of physical ports available on the Cyberoam appliance including
their configured aliases are grouped in LOCAL zone. In other words, IP addresses
assigned to all the ports fall under the LOCAL zone.

Create Zone

Select Network -> Interface - Zone -> Add to open the create page

Add Zone

Waime: * |

Typer @ ran Oomz

Member Pats  none

Bppliance Sooess o
[_IHTTR[_|HTTPS || Telnst | |S5H
Authertication Services
|| windosmsLinu: Client |_| Captive Portal
Hetwork Services
[ IoMs | |Ping
Other Servicss

|| wieh Prozy || S5L VPN
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Service Management

Services represent types of Internet data transmitted via particular protocols or
applications.

Protect your network by configuring firewall rules to
* block services for specific zone
« limit some or all users from accessing certain services
» allow only specific user to communicate using specific service

Cyberoam provides several standard services and allows creating:
e Customised service definitions
e Firewall rule for Customised service definitions

Define Custom Service

Select Objects - Services - Add to open the create page

Add Service

Hame * ROP

Type* @ Tepsuoe © P 0 icHp

oormtinrr | 0
3389 [=]

TCP ] *
(ox
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Rule Management

Select Firewall >Rule to display the list of rules

[ pashboard @ Wizard [=]Reports Consnle| ©Q@® ®| Logout(®)

ae) )

I e = N S i
[#] WAN-LAN (1 Rules)
[#] Lan-DMZ (2 Rules)
[=] LAN-wAH (7 Rules)
O e | @ vop Any Host =p - Accept | WMASQ [SI[B] (x| (B[] | ANtheTime % 8
Oz | @ Any Host Any Host AoL il Accept  MASQ [SI[P](3][HI[F]  Anthe Time EN ST
O & | @ tetst Any Host Any Service L Accept | MASQ [SIEIEEIE | Atthe Tme o ) =) [
Ol aa | @ Any Host Any Host vypress I Accept  MASQ SI[P|(2[[HI[F]  Anthe Time ENSESTi
O 14| @ Any Host Any Host Any Service sriith Accept | WMASQ [SI[BJ(X|(HI[E] | AlTimeonWeekends %8 Fpﬁi}'
H| 2| @ Any Host Any Host Any Service Any Live User Accept  MASQ LS|[PI[Z/[H[[F]  Anthe Time % ¥
E i @ Any Host Any Host Any Service = Accept | MASQ [SIEIEIHIE | Atthe Tme /)B‘J/
LAN - YAN (2 Rules) /

(o) o) Gmpnrien] cate /

el

Insert a Firewall Rule
above this rule. .
Rule Enable/Disable Default Firewall Rules Delete

Click to customise the number of columns to be displayed on the page

Subscription icon - Indicates subscription module. To implement the functionality
of the subscription module you need to subscribe the respective module. Click to
open the licensing page.

Enable/Disable rule icon '* - Click to activate/deactivate the rule. If you do not want
to apply the firewall rule temporarily, disable rule instead of deleting.

* Green — Active Rule
* Red - De-active Rule

Edit icon » - Click to edit the rule.
Insert icon ®] - Click to insert a new rule before the existing rule.

-
Move icon ' ® - Click to change the order of the selected rule.

Delete Icon (i - Click to delete the rule. Refer to Delete Firewall Rule for more
details.
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Default Firewall Rules

cens?

Default Firewall Rules

* Cyberoam creates two ‘Default Firewall Rules’ when it is first deployed in any of the
two operational modes

e These rules depend on the operational mode and the ‘Default Internet Access Policy’
created while running the network configuration wizard

e The default rules can be edited by the administrator but they cannot be deleted.

www.cyberoam.com ¥ Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

At the time of deployment, Cyberoam allows to define one of the following Internet
Access policies using Network Configuration Wizard:

* Monitor only
* General Internet policy
e Strict Internet policy
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Default firewall rules for “Monitor only” IAP

Cyberoam Default Rule ID # 2
|

| ‘Soculity Pelcies
Vot Pt [Teleal Vreh Tibe Pty 0] L1 Aol Wil Cisbegery Baned 0otS Poley
ey [Selea Apphcetion Fibe Pey Gl ]
w5 [peerapoty ¥
) Seimming || Enable
AV & AL Soamning il SUTP iy POR)[_| AP | FTP |y HTTR
G5 £ Rewing Pokcy
Gl [Gemcoss Pcy |
Bl Thsough Colawiey  Libd Balince =
Backop Gateway I 1
Loy Tradfhc
[0 T ] Erabie
ERCripa

Masquerade and Allow entire LAN to WAN traffic for all the authenticated users after
applying following policies:

* Web Filter — User specific

» Application Filter — User specific

* QoS Policy — User specific

e Anti Virus & Anti Spam policy — Allows SMTP, POP3, IMAP and HTTP
traffic without scanning
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General Settings

Mame * ALAM WIAR_AnyTratfic
Descrigtion
Source Destination
Zone * LAN AR
Attach Identity ||
Metwork fHost*  [Any ¥ | Ay v
Services * |Any v |
Schedule  [Allthe time L]

Actian * ® accept O orop O Reject

vl &pply MAT  [MASG v

Adwvance Settings ([Security Policies, Qo5, Routing Policy, Log Traffic)

Security Policies

Wieh Fiter |General Corporate. L | ﬁ || &pply Weh Category bazed QoS Policy
Application Fiter [ Allow 41 v | &
P |Iarrtowan_cqeneral hd |

It Scanning || Erable

&% & AS Scanning L | ShTP || POP3 [ | IMAP w| FTP W) HTTP

(oS & Routing Policy

QoS [Select G0 Palicy v @

Route Through Gateweay Load Balance b

Backup Gatewveay MME

Log Traffic

Lo Traffic || Enable

Masquerade and allow entire LAN to WAN traffic for all the users without scanning
SMTP, POP3, IMAP and HTTP traffic
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Default firewall rules for “General Internet policy

1. Masquerade and Allow entire LAN to WAN traffic for all the authenticated
users after applying following policies:
* Web Filter & Application Filter — User specific
¢ QoS policy — User specific
e Anti Virus & Anti Spam policy - Scan SMTP, POP3, IMAP and HTTP
traffic

2. Masquerade and Allow entire LAN to WAN traffic for all the users after
applying following policies:

« Web Filter — Applies ‘General Corporate Policy’ to block Porn, Nudity,
AdultContent, URL TranslationSites, Drugs, CrimeandSuicide,
Gambling, MilitancyandExtremist, PhishingandFraud, Violence,
Weapons categories

e IPS Policy — General policy

* Anti Virus & Anti Spam policy - Scan SMTP, POP3, IMAP and
HTTP traffic

Default firewall rules for “Strict Internet policy” IAP

1. Masquerade and Allow entire LAN to WAN traffic for all the authenticated
users after applying following policies:
* Web Filter & Application Filter — User specific
e QoS policy — User specific
« |IPS policy — General policy
* Anti Virus & Anti Spam policy - Scan SMTP, POP3, IMAP and HTTP
traffic

2. Drop entire LAN to WAN traffic for all the users

Note

e Default Firewall rules can be modified as per the requirement but cannot be
deleted

» IPS policy will not be effective until the Intrusion Prevention System (IPS)
module is subscribed.

« Virus and Spam policy will not be effective until the Gateway Anti Virus and
Gateway Anti-spam modules are subscribed respectively.

* If Internet Access Policy is not set through Network Configuration Wizard at
the time of deployment, the entire traffic is dropped.
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L2 Firewall Support:

Module 5: Firewall

L2 Firewall support

CCNSP

¢ In Cyberoam MAC address (Machine Address) is a decision parameter along with
identity and ip address for the firewall policies

« All normal firewall policies like IAP, AV, IPS, Bandwidth policy etc can be applied on
MAC firewall rule

* Exp: For any server running on dynamic IP Address, we can create a firewall rule to
allow that server through firewall using MAC

www.cyberoam.com &) Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

Add MAC Host

| Dynamicwebseryer

Name *

Type* @ MAC Address ) MAC List

| 00:24:56:49:34:CF

MAC Address = :E.g. 040:16:76:45:33.CE or 00-16-75-45-33-CE

General Settings

Source Destination
Zone*  [LaN WAN =1
Attach identity ||
Network /Host*  [Dynamicwebserver v Any ¥
Services*  [HTTPS v
[ the time v &
Action * i@ accept © Drop @ Reject
[#] Apply NAT  [MasD

Advance Settings  (Security Policics, QaS, Routing Policy, Log Traffic)
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NAT (Outbound NAT)

Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

NAT (Outbound NAT)

e Whatis NAT

— Cyberoam has a predefined NAT policy called MASQ that NATs the outgoing
traffic with the outgoing port's IP Address

— Use NAT when you want to do map a specific outbound traffic with a specific
IP/IP Range

— Cyberoam allows to create a NAT policy, which can be bound to a firewall rule.

*  Example

— Mail server is configured in DMZ zone with private IP address & traffic generated
from Mail server should be NATed with specific Public IP i.e. 121.22.141.250

www.cyberoam.com 7 Copyright © 2008 Elitecore Technologies Ltd. Al rights reserved. Privacy Policy

NAT Policy

NAT policy tells firewall rule to allow access but after changing source IP address i.e.
source IP address is substituted by the IP address specified in the NAT policy
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Create NAT policy

Select Firewall — NAT policy — Add to open the create page

Add NAT Policy

Name * MailServer NAT

Map Source IP with * ) MASQUERADE @ |P Host

IP Address | 121.22.141.250
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Create a Firewall rule to include the NAT policy

Select Firewall — Rule = Add to open the create page

General Settings
Destination

Source

Zone* [oMZ =l | wean
Attach Identity 17|
Hetwork I Host*  [Malserver v] Any v]

Services*  [SMTP v]
[Ailthe time v @

Action® @ accept © Drop © Reject

|| amoy AT iierver AT = |
Advance Settings (Security Policies, QoS, Routing Policy, Log Traffic)
Loc
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Virtual Host (Inbound NAT)
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Virtual Host (Inbound NAT)

* Virtual Host is required to make internal resources available on the internet like web
servers or mail servers configured in LAN or DMZ.

* Virtual Host maps services of a public IP address to services of a host in a private
network. In other words it is a mapping of public IP address to an internal IP address.

e This virtual host is used as the Destination address to access LAN or DMZ servers.

* Virtual Host is an object where we map few or all services of a public IP address to
few or all services on an internal host.

¢ Example: Webserver configured in LAN zone with 192.168.1.157. From internet
users are accessing www.abc.com which is resolving on 154.146.25.37. Let's see
how to make webserver available on Internet.

www.cyberoam.com 3 Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

Virtual Host maps services of a public IP address to services of a host in a private
network. A Virtual host can be a single IP address or an IP address range or
Cyberoam interface itself.

Cyberoam will automatically respond to the ARP request received on the WAN zone
for the external IP address of Virtual host. Default LAN to WAN (Any Host to Any
Host) firewall rule will allow traffic to flow between the virtual host and the network.
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Create Virtual host

Select Firewall = Virtual Host = Add

Name * WebServer

External IP*  |154.146.25.37

MappedIP*  [182.168.1.157

Physical Zone * LAMN

Port Forwarding

|+| Enable Port Forwarding

Protocol * @ tcp © upp

Port Type * @ port © Port Range
External Port * 80 -

Mapped Port * &0 )

Cseration Forward all mail traffic from WARN P to DWME P
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Create Firewall rule to include the Virtual Host

Select Firewall = Rule = Add

| Source Destination
Zone* VAN Nz [=]
Attach Identity L
Network [ Host®  [Any v] [ WebServer v
Services*  [#lebServer v|
Schedule [ Adthe tine L)

Action® @ pecept © Drop O Reet

(] Apply WAT | Solect NAT Poicy -

Advance Settings  (Security Policies, 0oS, Rooting Policy; Log Traffic)

Create firewall rules to allow external host (from the Internet) to access a virtual host
that maps to internal servers. You must add the virtual host to a firewall policy to
actually implement the mapping configured in the virtual host i.e. create firewall rule
that allows or denies inbound traffic to virtual host.
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Loopback firewall rule

I O e e S A N

[=] DMZ-DMZ (1 Rules)
Ola| ® Any Host MaiServer #MaiServer = Accept  MASQ [s/[PI(3][HI[F]  AntheTime LNl

Once the virtual host is created successfully, Cyberoam automatically creates a
loopback firewall rule for the zone of the mapped IP address. Loopback firewall rule
is created for the service specified in virtual host. If port forwarding is not enabled in
virtual host then firewall rule with “All Services” is created.

Loopback rules allow internal users to access the internal resources using its public
IP (external IP) or FQDN.

Port Forwarding Concept

Example: We have one public IP 154.146.25.37. In the DMZ, we have connected
multiple servers like Web Server (192.168.1.157), FTP Server (192.168.1.158) and
RDP Server (192.168.1.159). We want to publish all these servers using only one
public IP 154.146.25.37.

In this case, we will use Port Forwarding while configuring the Virtual Host.

We will have to create 3 Virtual Hosts for above 3 servers with same external IP and
different Internal IP addresses, with port forwarding.

We have already created a Virtual Host for the Web Server with port 80, now we will
create remaining two Virtual Hosts for FTP and RDP.

Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

Creation of Virtual Hosts

Add Virtual Host ® Add Virtual Host ®
Hame® | FTPServer Hame* | RDPServer
External IP #Pona- 154 146.25.37 v External IP*
Mapped 1P+ MappediP*  [1921681.150 v
Physical Zone* | DMZ = Physical Zone * DMz =
Port Forwarding Port Forwarding
[¥) Enable Port Forwarding w
Protocal @ 1cp © vop Protacol * @ Tcp O vop
Port Type * @ port ' Port Range Pori Type * @ port ©) Port Range
External Port * 21 - External Port* 3389
Mapped Port* |21 - Mapped Pori* | 3339
Description Description
[cancei |
Lok ) [cancet] ) (E==)

T T s s |

154.146.25.37 192.168.1.158 2107CP) 21(7cR) AT
L] RoPServer 154.146.25.37 192.168.1.158 3389(TCP) 3389(TCP) A @
LI webServer 154.146.25.37 192.168.1.157 8oTCe) 80(TCP) LN

www.cyberoam.com 3 Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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Creation of Firewall Rules

- | 0 Enable Source Y Destination T [ Service ‘ identity Y | Action ‘ IM Scanning Manage 3
[#] VPN-VPH (2 Rules)

[#] VPN-DMZ (2Ruiss)

[#] VPN -WAN (2 Rules)

[#] VPN-LAN (4 Rules)

[#] DMZ-VPN (2Rules)

[#] DMZ-DMZ (3 Rules)

[#] WAN-VPN (2 Rules)

=] WAN-DMZ (3 Rules)

O za @ Any Host WebServer #VicbServer 5 Accept Y LT

Oz ] Any Host ROPServer #RDPServer 3 Aceest Y LS

O = @ Any Host FTPServer #FTPServer = Accept LGPl
G TR ME ¥ Copyright © 2008 Elitecore Technologies Ltd. Al rights reserved. Privacy Policy
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Denial of Service (DoS)

Cy!éroam

Denial of Service
m What is Denial of Service
m How does Denial of Service Happen

m Effects of Denial of Service

Copyright Elitecore 2007

A "denial-of-service" attack is characterised by an explicit attempt by attackers to
prevent legitimate users of a service from using that service. Examples include:

« flooding a network, thereby preventing legitimate network traffic;

e disrupting a server by sending more requests than it can possibly handle,
thereby preventing access to a service;

e preventing a particular individual from accessing a service;

« disrupting service to a specific system or person
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Types of DoS Attacks

* SYN flood attack creates so many half-open connections that the system
becomes overwhelmed and cannot handle incoming requests any more.

* UDP Flood: This attack links two systems. It hooks up one system’s UDP
character-generating service, with another system’s UDP echo service. Once
the link is made, the two systems are tied up exchanging a flood of
meaningless data.

» TCP flood: This attack sends huge amount of TCP packets than the
host/victim computer can handle.

* ICMP flood is based on sending the victim an overwhelming number of ping
packets. It is very simple to launch, the primary requirement being access to
greater bandwidth than the victim.

DoS protection settings
« How many connections is each LAN host generating (take an average)?

e Multiply that by the number of hosts in your network.

« Destination based checking of DOS attacks should be disabled unless you
suspect that there is a host inside your network generating a DOS attack.

e Turn off checking for TCP flood unless specifically instructed by the
Cyberoam Support Staff
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DoS Configuration

Select Firewall >DoS - Settings tab

I
Attack Type Packet rate per Burst rate per Apply Source Packet rate per Burst rate per Apply Destination

Source Source Fkggp Traffic Destination Destination FL‘:; Traffic

(Packet / min) (Packet | sec) Dropped {Packet/ min) (Packet | sec) Dropped
SYN Flood 12000 100 o] 0 [ 12000 100 O |
UDP Fiood 12000 100 v [} [ 12000 100 (] [} |
TCP Flood 12000 100 L o | 12000 | 100 () o
ICMP Flood 120 100 v [ 300 100 = [
Dropped Source Routed Packets [w]

Disable ICMP Redirect Packet

[

Disable ARP Flooding

C

When traffic from a specific source or to a specific destination exceeds the burst rate
value, it is considered as an attack by Cyberoam. It provides DoS attack protection
by dropping all the excess packets from the particular source/destination. Cyberoam
will continue to drop the packets till the attack subsides. Because Cyberoam applies
threshold value per IP address, only traffic from the particular source/destination will
be dropped while the rest of the network traffic will pass through unaffected.
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Cyberoam Unified Firewall Controls

Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

Cyberoam Unified Firewall Controls

Cyberoam’s unified firewall controls include

* Web Filter

 Application Filter

« IPS Policy

¢ QoS Policy

« IM Scanning

« Anti Virus & Anti Spam Scanning
« Route through Gateway

www.cyberoam.com 3 Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

Cyberoam'’s unified firewall control provides with a single page configuration. One
can attach all the policies including IPS, Internet access policy, Bandwidth policy,
AV/AS scanning and routing policy from a single firewall page.
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Select Firewall>Manage Firewall

General Settings

General Settings

Mame *

Description

Fone *

Aftach ldentity
Metwark fHast *
Services *
Schedule
Action *

v 2pplky AT

#LAN_VWAN_Ary Traffic

Advance Settings (Security Policies, 005, Routing Policy, Log Traffic)

Security Policies
Wieh Filter

Application Fiter
IPS

IM Scanning

&Y & AS Scanning

QoS & Routing Policy
=l
Route Through Gatesway

Brackup Gateway

Log Traffic

Log Traffic

Source
LAN
(=)
[y v
[Any v
[Althe time v | &
® accept O prop O Reject
[Masa@ v
[eneral Corparste .. v| &
[Dary 2 v @
[1artawan_general v
|w| Enable
[ |SMTP[_|POPS| | MAP [y| FTP [y HTTP
128kbps link _Pol v | &
Load Balance w

MORE

|w| Enable

|| #pply ek Category based QoS Palicy

Unified Threat Controls
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Firewall LAB
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Lab #5 Securing the Appliance

a) Navigate to System - Administration - Appliance Access and disable Ping
both from the LAN and WAN Zones. Observe the behaviour by pinging the
appliance now enable ICMP on the LAN Zone.

oMz (&) v L] ] vl vl ] Il 7] vl
VPN L3} 4] ] o] L] 4] L] 4] . ] ]
LAN Il () Il bl v v 7] [} (7] vl
WAN (] v ] ] ™ ™| ] 4] ] o]

b) Using the Appliance Access page stop unencrypted access to Cyberoam
administration service, i.e disable Telnet & HTTP access.

DMZ [ vl ] vl vl It v v v

VPN [ v L] 4] 4] v v ) ™

LAN ] v vl bl vl & vl wi v

WAN [ v ] [ | = v [ v
avet |
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Lab #6 Create a DROP firewall rule for your machine ’s IP address.

« Navigate to Firewall> Rule > Add. Add a host for the Source Zone. The IP
address will be that of user's machine, 172.16.16.100 in the example below.

General Seftings

Source
Zone* WaN i

Attach Identity

Network / Host *

Select Destination Network / Host Ad

Services *
@ |p Address () 1P Host Group ) MAC Host
Schedule |
al .
Action *
An ress
_ y Add P Add :
i Apply i @) #HALL_RW @) #EALL_PSEC_RW
@& #HALL_SSLVPN_RW ® #PorC-10.10.2.1 I [
Advance Setfings  (Security Policies, QoS, Roul @ #PortE-10.10.4.1 @ #PortF-10.10.5.1 _
| (3] #PortA 2-172.18.10.1... & #PortA 3-172.16.20.2... |
@ 172.16.16.0 © NAT
L ® #PortD-20.20.20.20 ® #PortA-172.16.1.1
@ local_network ® nat_local_network b
Add IP Host x

Hame * Myiachine

Type " @ p () Network 2 IP Range © IP List

IP Address * 172.16.16.100

Host Group | Mone v |

* Set the Firewall action to DROP and create the rule

General Settings

Source Destination
Zone* | LAN =l [woan =]
Attach identity  [|
Hetwork | Host® [ Mylachine v] Any v
Services*  [Any v]
[Allthe time v @

| Action® @ Accept ® Drop © Reject |
B Apply NA Select NAT Policy =

Advance Settings (Security Policies, QoS, Routing Policy, Log Traffic)

» Make sure the above created rule is above all the generic rules. Verify by
accessing internet from your machine.
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Lab #7 Create a ACCEPT firewall rule for your machi  ne’s IP
address.

« Navigate to Firewall> Rule > Add. Add a host for the Source Zone. The IP
address will be that of user’s machine, 172.16.16.100 in the example below.

General Seftings

Source Destination
Zone®  [LAN AN =l
Attach ldentity [
Network / Host * Select Destination Network / Host A
Services * | [
| @ |p Address () 1P Host Group ) MAC Host
Schedule |
Q) i
Action *
) Any ol Add IP Address s
i Apply i ) #RALL_RW () ##ALL_IPSEC_RW
@& #HALL_SSLVPN_RW ® #PorC-10.10.2.1 I [
Advance Setfings  (Security Policies, QoS, Roul @ #PortE-10.10.4.1 @ #PortF-10.10.5.1 _
| (3] #PortA 2-172.18.10.1... & #PortA 3-172.16.20.2... |
@ 172.16.16.0 © NAT
| (7 #¥PortD-20.20.20.20 {7 #PortA-172.16.1.1
@ local_network ® nat_local_network o

%

Add IP Host

Hame * _M)"H ;L_c_h__ll:lf.‘

Type* @ |p (2 Network ) 1P Range ) IP List

IP Address * 172.16.16.100

Host Group | Mone v |

* Set the Firewall action to ACCEPT and create the rule

General Settings

Source Destination
Zone®  [Lan = wan
Attach identity [ |
Hetwork | Host®  [MyMachine ¥] Any ¥]
Services®  [Any v]
[Aiithe time v @
¥ Apply NAT | masa =l

Advance Settings (Security Policies, QoS, Routing Policy, Log Traffic)

« Make sure the above created rule is above all the generic rules. Verify by
accessing internet from your machine.
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Lab #8 Create Schedule & Apply in Firewall Rule

* Navigate to Objects - Schedule > Add. Define schedule to allow internet
access during lunch time on recurring basis on weekdays

Add Schedule ®
Mot Lt
Description
Type * '33' One Time
Start Date® | 5

End Date *

« Create a firewall rule as follows to choose the schedule created in the step

above.
Source Destination
Zone* AN WAN

Attach Identity ]

Network iHost*  [Any v] Any ]
Services*  [HTTP v

scheawe  [MERETCINN O

Action* | al

[/ Apply HAT = Add Schedule
| @) Allthe time ) Work hours (5 Day we.

(& AllTime on Weekends !

[&] All Time on Sunday
@ AllDays 10:00 10 19... (@ LunchHours
Lo J
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Lab #9 Enable / Disable Anti-Virus & Anti-Spam Scan  ning

Edit the default firewall rule or the rules created in the above Labs to enable disable
scanning. Check/Uncheck the protocols to enable/disable scanning.

ST s 1saet
Zonet  LAR =] AR

Attach ettty |
Epbenais | Hoant | Ay -
Sermcent [y v
v

Saciraituale £l Bt I

[Rer ]

L
Action® ® sccep D teop D Remd
i Aply RAT waan =

e e

Apploaton Fitar | Aaw A
w5 [peerapoiy
I Scanmng z, E rubig

I AY & A% Scanmng :'.-F-‘""x.mmwst.r“r_ml

i) | A e Ctegory Basad Cud Py
o

CIE) -

I0% A Howlng Podcy
ooy [Eeeobetieey |
Routm The gl Catrany [EST R El

Bucksg Gadeway  MRE

Log TreMc

Log Trafec  pf ric

(ot |gamet
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Lab #10 Test Anti-Virus Scanning

« Navigate to Firewall > Rule > Add and create a firewall rule from LAN-WAN
for your machine’s IP address (Create Host). Enable HTTP scanning in the
same firewall rule.

General Settings

Source Destination
Zoner  [Lan =] [wan =]
Attach identity [
Network | Host * IlMyMachine v| | Any v]
Services* | Any v
[Aithe time: v @
Action * @ Accept @ Drop © Reject
v/ Appiy HAT  [maso [=]
Advance Settings (Security Policies, QoS, Routing Policy, Log Traffic)
Security Policies
Web Filter  [None v @ =
Application Filter |Nﬂne T|°
iP5 [None v]
IM Scanning || Enable
AV & ASScanning [ | SMTP[| POP3[ | IMAP[ ]

* Browse to the URL http://www.eicar.org/download/eicar.com.txt and you will
see the Virus Alert message from Cyberoam.

<X http:/hwww.eicar.orgfdownload/eicar.com.txt - Microsoft Internet Explorer

File  Edit Miew Favorites Tools  Help

-L__) Baick. -_“__J @ @ ’b /_“' Search \;??Favorites @ Ejv :;,. '___T-I | _] ﬁ

Address |@ hikkp: ) e, gicar . orgfdownloadfeicar .com. bxt

Cyberoam Anti Virus Alert

The TTEL you are trying to access has been blocked as it containg the malware "EICAR-Test-File"

TTEL o www.elcar.org/download eicar com.txt
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Lab #11 Create Firewall Rule to Allow DNS Traffic

Navigate to Firewall->Create rule and create a LAN-WAN firewall rule with services

as DNS.

General Settings

Source Destination

Zone®  LAN =]

Aftach Identity [ |
Hetwork i Host*  [Any ]
[services= [ons v]|
[Allthe time v @
Action * @ pccept © Drop @ Reject
(| Apply HAT MASQ =l

[ wan =1

Any ]

Advance Settings (Security Palicies, QoS, Routing Policy, Log Traffic)
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Lab #12 Create Virtual Host to Publish a FTP Server  residing in the
LAN

IP Schema used:

Cyberoam WAN IP: 192.168.1.2
Cyberoam LAN IP: 172.16.1.1
FTP Server IP: 172.16.1.105

» Navigate to Firewall->Virtual Host>Add and create a Virtual Host

x

Add Virtual Host

Name* | FPserver

External IP*  |PortB192.163.12 v|
Mapped IP*  [47216.1.105 v|
Physical Zone* | LAN _
Port Forwarding

|«| Enable Port Forwarding

Protocol * @ Ttcp © upp

Port Type * @ port ' Port Range
External Port® | 21 L]
Mapped Port* |21

Description

» Navigate to Firewall > Rule - Add and create a WAN-LAN rule using the
virtual host created above as the Destination host.

General Settings

Source Destination
Zone*  |waAN LAN
Attach ldentity ||
Network (Host*  [Any v] FTPserver v]
Services®  [#FTPsarver x|
[Allthe time v | &
Action* @ accept © prop @ Reject
LI Apply NAT | Selact NAT Policy =

Advance Seftings (Security Policies, GoS, Routing Policy, Log Traffic)
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e All the requests for the WAN IP of Cyberoam (192.168.1.2) for FTP service
will be routed to the internal FTP server (172.16.1.105)

Lab 13# Create MAC based host for Dynamic web serve r and

create MAC based firewall rule

Create MAC based host for Dynamic web server

Add MAC Host

Hame * | Dynamicwebseryer

Type* @ MAC Address ) MAC List

| 00:24:56:49:34:CF

MAC Address = :E.g. 040:16:76:45:33.CE or 00-16-75-45-33-CE

Now create MAC based firewall rule

General Settings

Source Destination

Zone *
Attach Identity

Network i Host *

Services *

| LAN

[

[Dynamicwebserver

[nTTPS

[Antne time

Action *

[¥] Apply NAT

@8 accept @ prop @ Reject

[masa

Advance Settings (Security Policies, QoS, Routing Policy, Log Traffic)
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Module 6: User Authentication

Cyberoam Unified Threat Management

User Authentication

Agenda:

e Local & External Authentication
* Authentication Settings

* Type of Authentication

* Single Sign On Concept

* ldentity Based Policy

* Group Management

* User Management

e Identity Based Firewall

e Traffic Discovery

e Labs
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Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

Local Authentication Flow

ST

User Authentication /
Authorization request

Q ?
.m Cyberoam

User/Client
User Authentication /

Authorization result

User Authentication process initiates, when the client tries to authenticate.

www.cyberoam.com 3 Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

User Authentication process initiates, when the client tries to login with the login
credentials.

Cyberoam Unified Threat Management
External Authentication Flow
——0—= —c—u
— = . - ﬁ'“m\
= User Authengication | e - Authentication L.
Authorizatsen reguiest reguest forwarded
Cyberoam
Liser Authentication result = User Authentication result =
8 o . -
~— - S == -
'-\.____I.:}_ e .-_"'-—(E"_.— e
AN Oy P T O Copyrghd © 7004 Flecors Tacfinoaes LR A rgpits resevend] Doy, Py

Cyberoam provides an authentication mechanism; where in users registered with two
different servers can be validated.
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Local & External Authentication:

To filter Internet requests based on identity based policies assigned, Cyberoam must
be able to identify a user making a request. Cyberoam can be configured to allow or
disallow users based on username and password. In order to use User
Authentication, you must select at least one database against which Cyberoam
should authenticate users.

When the user attempts to access, Cyberoam requests a user name and password
and authenticates the user's credentials before giving access.

In a local authentication flow, User level authentication can be performed using the
local user database on the Cyberoam and Before users log on to Cyberoam,
Administrator has to create all the users in Cyberoam, assign them to a Group and
configure for local authentication. In this flow, Cyberoam authenticate and authorise
the Users by checking the local database.

Similarly, In External Authentication flow, Cyberoam needs to be integrated with
External authentication servers. In this flow, Cyberoam intercepts the authentication
request and query the external server for authenticating the users.

Cyberoam also provides a feature of Multiple Authentication with two different
networks. Two servers can be configured simultaneously, with one serving as a
Primary Server and other as a Secondary Server. This assures secure access to the
network’s internal resources and guarantees that the authenticated users are able to
login successfully.
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Authentication Settings
Identity - Authentication - Auth Settings

Authentication Server

Firewall Authentication
Primary Authentication iethod * [Local AD Server v
Secondary Authentication Hethod [Local ]
Defaut Group _ Open Group

Maximum Session Timeout * Minutes (Between 3-1440) ¥ unimted
Keep Alive Request For Captive Poral @ Enatse & Disable

User inactivity Tmeout Minutes (Between 3-1440)

©

Data Transfer Threshold | 100 Bytes

VPN (IPSec/ LITP! PPTF) Authentication

Primary VPH Method * [VPH RADUS Server v]

Secondary VPN Method [Local v

S50 VPN Authentication

Primary SSL VPN Method * [Local v

Secondary SSL VPN Method [None v

(Avws ]

Note: All users need not authenticate against the same authentication server. VPN & SSL-VPN
users can now authenticate against a different server than the one selected for firewall
authentication.

www.cyberoam.com 3 Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

Authentication Settings:

Cyberoam can be integrated with local and external authentication server for
authenticating the users. It supports user authentication against:

External Authentication Server
« Active Directory

* LDAP server

* RADIUS server

Local Authentication Server
* Internal database defined in Cyberoam

You can configure Cyberoam to communicate against any of the above
authentication server.

With the External Authentication Server, there is no need to create the users locally
on the Cyberoam, username will be transparently created on the Cyberoam when
users authenticate for the first time. However, it's necessary to create the username
and groups when Local database is selected under Authentication settings.
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Authentication Methods

Normal
- HTTP client

- Corporate client

Windows:
http://download.cyberoam.com/solution/optionals/Corporateclientsetup.exe

Windows (Vista & Windows 7 — 32 bhit):
http://download.cyberoam.com/solution/optionals/Corporateclientsetup_vista_win
7.exe

Clientless
- No Authentication Required
Single Sign On

- Authentication is done in sync with user’'s
authentication in domain

www.cyberoam.com 3 Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

Type of Authentication:

Cyberoam supports three types of authentication method:

1. Normal
2. Clientless
3. Single Sign on (SS0O)

Normal User has to logon to Cyberoam. Requires Cyberoam Corporate client
(client.exe) on the User machine or user can use HTTP Client component (H) and all
the policy-based restriction can be applied. This method is mainly required when
authentication settings sets to Local Database, LDAP and Radius server.

Clientless does not require user to authenticate with Cyberoam either by Client.exe
or HTTP Client, which is represented as “User name (C)”". Users are authenticated
against the IP address. This method main required when you are having Server like
Exchange or Update Server, and wants these server to be able to access Internet
without asking for any login credentials.

Single Sign On (SS0O), If User is configured for Single Sign On, whenever User logs
on to Windows domain; he/she is automatically logged to the Cyberoam, which is
represented as “User name (S)”. This method is applicable only for ADS and
Windows Domain Controller.
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Single Sign On Concept

Cyberoam Unified Threat Management

%ingle Sign On

User/ (S B oam wsing
Client g an o ‘i'.'.:r:':"-:
Cyberoam -

Active (9
Directory Request for
Server d

Single Sign-On (SSO) is a transparent user authentication mechanism that provides
privileged access to Web resources with a single workstation login. Users logged into
a workstation locally but not logged into the domain will not be authenticated. For
users that are not logged into the domain, manual login will be required for further
authentication and that can achieved with HTTP or Client.exe.

SSO is a reliable and time-saving feature that utilizes a single login to provide access
to multiple network resources based on administrator-configured group memberships
and policy matching. SSO is transparent to end users and requires minimal
administrator configuration.

Benefits of SSO include:

* Ease of use — Users only need to sign in once to gain automatic access to
Web resources.

* Improved user experience — Windows domain credentials can be used to
authenticate user for any traffic type without logging in using a Web browser.

» Transparency to users — Users are not required to re-enter user name and
password for authentication.
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How Single Sign on Works in Cyberoam

In Cyberoam, SSO works when it's integrated with ADS (Windows 2000 & onwards)
and Windows Domain Controller (Windows NT).

Authentication Process completes in 4 steps which are mentioned below:

1) Whenever users login to system which is part of domain, a log on request is
sent to Domain Server which authenticates the user to login to the system,

2) Domain server sends the log on script along with SSO client to be executed
at the client side. This SSO client installation will be transparent to the end
users.

3) After the successful installation, SSO client sends authentication request to
Cyberoam for authorising it for web resources.

4) Cyberoam checked the username and password against the domain server
and authorise it for the web resources. During this step, username will be
created locally on the Cyberoam as well and become the part of Group
(according to Domain group membership).
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Identity Based Policies

Cyberoam Unified Threat Management

Identity Based Policies
|
ISER
p R L i
o e L
POLICIES
—_ e 'i--n_-'-_. - _—
Surfing Quota Access Time Internet Access Bandwidth Data Transfoer

Web Cotagary

Fita Typa Category

Application Basad
Gategory

Wetirm oy L LT LT Comyit © 2005 Faecors Technobagess Lin All rkers rasarvssd Prosncy Pk

Cyberoam allows controlling access to various web r esources with the help of
Policy and allows defining following types of polic ies:

» Control individual user surfing time by defining Surfing quota policy.

e Schedule Internet access for individual users by defining Access time policy.

e Control web access by defining Internet Access policy.

» Allocate and restrict the bandwidth usage by defining Bandwidth policy.

» Limit total as well as individual upload and/or download data transfer by
defining data transfer policy.

Cyberoam comes with several predefined policies. These predefined policies are
immediately available for use until configured otherwise. Cyberoam also lets you
define customised policies to define different levels of access for different users to
meet your organisation’s requirements.

Let's take all the policies one by one.
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%yberoam Unified Threat Management

Surfing Quota Policy

Surfing Quota Policy defines the duration of Internet
surfing time.

= ltis the allowed time in hours for a group or an individual
user to access Internet.

Cyberoam lets you define customized policies to define
different levels of access for different users to meet your
organization's requirements.

MBI T Copyrght © 20045 EMecois Tethnalbges i Al fghts rosarvad Prvacy Prlcy
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Surfing quota policy:

« Allocates Internet access time on cyclic or non-cyclic basis
* Single policy can be applied to number of Groups or Users

To create Surfing Quota policy, select Identity > Policy = Surfing Quota

Xl

Create Surfing Quota Policy

Name *

Cycle Type @ cyclic ) Mon-Cyclic

Cycle Hours * o hour(s) per Day El
Validity * Day(s) ¥ Unlimited
Maximum Hours * % Unlimited
Description

Name: Name to identify the Policy. Duplicate names are not allowed.
Cycle Type: Select Cycle type.
Available Options:

Cyclic — Restricts surfing hours up to cycle hours defined on predefined time
duration.

Non Cyclic — Surfing hour restriction is defined by total allotted days and time

Cycle Hours: Specify Cycle Hours. Cycle hours define the upper limit of surfing
hours for cyclic types of policies i.e. Daily, Weekly, Monthly and Yearly.

At the end of each Cycle, cycle hours are reset to zero i.e. for ‘Weekly’ Cycle type,
cycle hours will to reset to zero every week even if cycle hours are unused.

Validity: Specify Validity in number of days. Validity defines the upper limit of total
surfing days allowed i.e. restricts total surfing days to valid allotted days.

OR

Click Unlimited Days, if you do not want to restrict the total surfing days

Maximum Hours: Specify Maximum Hours. Maximum hours define the upper limit of
total surfing hours allowed i.e. restricts total surfing hours to maximum hours.

OR

Click Unlimited Hours, if you do not want to restrict the total surfing hours.

Description: Specify Policy Description
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Cyber[xam Unified Threat Management

Access Time Policy

Access Time Policy defines the time period during
which users can be allowed/denied the Internet

access. Viz. Only office hours access.

It enables to set time interval — days and time for
internet access with the help of a Schedule.

= Two strategies can be define:
-Allow Strategy - allows access during the schedule
- Deny Strategy - disallows access during the schedule

Cofryrgte © 2005 Entncenn Tachnekogms, LEL AN fpis reiaesst Prncy Poley
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Access Time Policy:

A time interval defines days of the week and times of each day of the week when the

user will be allowed or denied the Internet access.
Access time policy strategies:

Allow strategy - By default, allows access during the schedule
Deny strategy - By default, disallows access during the schedule

Pre-requisites: Schedule created

Add Schedule bid

Name *

Description

Type * ® Recurring @ One Time
Start Date * 2010-02-01 00:00:0 [

End Date * 2010-03-10 23:59:0 [3

I

%nveen Elements Description

Schedule details

Name Specify schedule name. Choose a name that best describes schedule

Schedule Type Specify type of schedule

week

schedule

Recurring — applied at specified times of the day or on specified days of the

One time — applied only once for the period of time specified in the

Start time & Stop | Defines start and stop time for the schedule
time  (only if
Schedule Type is | Start & stop time cannot be same

‘One Time')
Description Specify full description of schedule
Create button Creates schedule
Refer to Add Schedule Entry details to add time defails
Table - Define Schedule screen elements
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To create Access Time Policy, select Identity - Policy > Access Time

Create Access Time Policy x

Name *
Strategy @ alow ) Deny

Schedule® | Allthe time (=]

Description

Si™een Elements Description

Access Time policy details

Name Specify policy name. Choose a name that best describes the policy to
be created. One cannot create multiple policies with the same name.
Schedule Specify policy schedule

Users will be allowed/disallowed access during the time specified in the
schedule.

Click Schedule list to select
Click View defails link to view the details of selected schedule

Refer to Define Schedule on how to create a new scheduls
Strategy for selected | Specify strategy to policy

Schedule
Allow — Allows the Internet access during the scheduled time interval
Disallow - Does not allow the Internet access during the scheduled time
interval
Click to select

Description Specify full description of policy

Create button Creates policy

Table - Create Access Time policy screen elements
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Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

Web & Application Filter

* Web Filter Policy controls user's web access. It specifies
which user has access to which sites and allows defining
powerful security policies based on almost limitless policy
parameters like Individual users, Groups of users, Time of day,
Location/Port/Protocol type, Content type, Bandwidth usage (for
audio, video and streaming content).

 Application Filter Policy controls user’'s application access. It
allows administrator to control access to applications based on
almost limitless policy parameters like Individual users, Groups
of users, Time of day.

*Default web & application filtering policy is based on
LAN—WAN policy selected while running “Network
Configuration Wizard”.

*Applying default policy allows all the users to surf without login
depending on the default policy applied and web surfing
reports are generated on IP address as user has actually not
logged on to Cyberoam.

www.cyberoam.com 3 Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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Web Filter Policy:

When defining a policy, you can deny or allow access to any Web category/File Type
Category.

Web Filter policy types:
« Allow - By default, allows user to view everything except the sites and
resources specified in the rule. E.g. To allow access to all sites except Mail
sites

« Deny - By default, prevents user from viewing everything except the sites and
files specified in the rule. E.g. To disallow access to all sites except
Information Technology Sites.

It is not possible to allow Application categories in “Deny all” policy

To create Web Filter policy, select Web Filter - Policy - Add

Edit Web Filter Policy

Name Authorized_Sites

|#] Enable Reporting
|#] Enable certificate based categorization for HTTPS.

Download File Size Restriction® o MB (Enter 0 for No Restriction)

Description

" St = == =
[ test Web AllThe Time Allow i
LI Electronics Web All The Time Allowt u‘p‘
Ll Finance Web All The Time Allaws ﬁﬁ
Ll  InformationTechnology Web All The Time Allow [T]f
L1 | commerciaBanks Web All The Time Alow Fii]
(a0a] (pote)

Name: Name to identify the Policy. Duplicate names are not allowed.

Template: Select a template if you want to create a new policy based on an existing
policy and want to inherit all the categories restrictions from the existing policy.

Enable Reporting: By default, Internet usage report is generated for all the users.
But Cyberoam allows bypassing reporting of certain users.

Enable the ‘Enable Reporting’ checkbox to create Bypass reporting web filter policy.
Internet usage reports will not include access details of all the users to whom this
policy will be applied.

Enable Certificate based categorization for HTTPS:
Enable the ‘Enable Certificate based categorization for HTTPS’ check box to enable
filtering of HTTPS traffic based on domain names using site X.509 certificates.
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If enabled, users will not be able to bypass and access blocked sites using URL
translation or HTTP proxy websites hosted on HTTPS.

In other words, if enabled Cyberoam will block attempts to by web content filtering
and sites hosted on SSLv2, SSLv3 and TLS protocols.

By default, it is enabled. Enabling categorization from Web Admin Console will not
have any effect if it is disabled from CLI console. By default, the categorization from
CLI is enabled.

Use CLI command: show secure-scanning HTTPS to confirm. For more details,
check Cyberoam Console Guide.

Download File Size Restriction:  Specify the file size (in MB) in the textbox against
Download File Size Restriction to configure the maximum allowed file download size.
User will not be allowed to download file greater than the configured size.

Description: Specify Policy Description. Add rules after policy is added successfully.

Category Name: Select Web Category or File Type Category to be added. You can
select more than one category by selecting the checkbox. You can also search the
category name from the search text box provided.

Action: Specify Action for the categories selected - Allow OR Deny
Schedule: Select the Schedule for categories selected.
Application Filter

Application Filter Policy controls user’s application access. It specifies which user has
access to which applications and allows defining powerful security policies based on
almost limitless policy parameters like:

eIndividual users

*Groups of users

*Time of day

Two strategies based on which Application Filter Policy can be defined:
Allow: By default, allows access to all the categories except the specified
categories. Access to the specified categories depends on the strategy defined
for each category.

Deny: By default, denies access to all the categories except the specified
categories. Access to the specified categories depends on the strategy defined
for each category.

Cyberoam comes with the following predefined policies for applications: Allow All and
Deny All. These two predefined policies are immediately available for use until
configured otherwise. You can also define custom policies to define different levels of
access for different users to meet your organization’s requirements.

To add application filter policies, go to Application Filter — Policy — Policy.
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Name * MSN

Description To Block MSN Messenger File Transfers.

)
T T
I

[l | M3N File Transfer Allthe Time Deny
(ada) [octete ]
(ox ) (cancet]
Parameters
Name Name to identify the Policy. Duplicate names are not allowed.
Description Specify Policy Description. Add rule after policy is created
successfully.
Select Select Application Category from the list of available categories.
Categories
Select Select the Applications under the Category selected. You can also
Application select more than one application using the checkbox. You can search
for the application using the Search textbox.
Action Select the Action: Allow OR Deny
Schedule Select the Schedule from the list of schedules available.
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Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

QoS Policy

*The primary objective of QoS Policy is to manage and distribute
total bandwidth on certain parameters and user attributes.

«It allocates and limits the maximum bandwidth usage of the user
and controls web and network traffic.

Policy can be defined/created for:

eUser - To restrict bandwidth of a particular user. Can be applied to
a user’s profile.

«Firewall Rule — This policy can be applied in the firewall rule only.
Bandwidth restriction will be enforced on the traffic matching the
firewall rule.

*Web Category — To apply bandwidth restrictions on custom or
default web categories. Policy can only be assigned to custom or
default web categories.

www.cyberoam.com 13 Copyright © 2008 Elitecore Technologies Ltd. Al rights reserved. Privacy Policy
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QoS Palicy:

Bandwidth is the amount of data passing through a media over a period of time and
is measured in terms of kilobytes per second (kbps) or kilobits per second (kbits) (1
Byte = 8 bits).

Policy can be defined/created for:

e User - It restricts the bandwidth of a particular user.

» Firewall Rule - It restricts the bandwidth for any entity to which the firewall rule
is applied.

« Web Category — It restricts the bandwidth for the URL categorized under the
Web category. To implement restriction, policy is to be assigned through

firewall rule.
Add QoS Policy
HName *
Policy Based On @ yser © Firewall Rule ) Web Category

Policy Type @ strit 0 commited

Implementation On @ Total {Upload + Download) ) Individual {Upload / Download)
Priority * 0 (Highest) [=]
Total Bandwidth (in KB) * (Must be a number between 2 and 40596)

Bandwidth Usage @ Individual ) Shared

Description

Strict - In this type of bandwidth restriction, user cannot exceed the defined
bandwidth limit. Two ways to implement strict policy:

* Total (Upstream + Downstream)

« Individual Upstream and Individual Downstream
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Implementation on Bandwidth specified Example
Total Total bandwidth Total bandwidth is 20 kbps and
(Upstream + upstream and downstream combined
Downstream) cannct cross 20 kbps
Individual Upstream | Individual bandwidth ie. | Upstream and Downstream
and Individual | separate for both bandwidth is 20 kbps then either
Downstream cannot cross 20 kbps

Table - Implementation types for Strict - Bandwidth policy

Committed - In this type of bandwidth restriction, user is allocated the guaranteed
amount of bandwidth and user can draw bandwidth up to the defined burstable limit,
if available.

It enables to assign fixed minimum and maximum amounts of bandwidth to users. By
borrowing excess bandwidth when it is available, users are able to burst above
guaranteed minimum limits, up to the burstable rate. Guaranteed rates also assure
minimum bandwidth to critical users to receive constant levels of bandwidth during
peak and non-peak traffic periods.

Guaranteed represents the minimum guaranteed bandwidth and burstable
represents the maximum bandwidth that a user can use, if available. Two ways to
implement committed policy:

* Total (Upstream + Downstream)

« Individual Upstream and Individual Downstream

Implementation on  Bandwidth specified Example

Total Guaranteed bandwidth Guaranteed bandwidth is 20 kbps then

(Upstream + upstream and downstream combined will

Downstream) get 20 kbps guaranteed (minimum)
bandwidth

Burstable bandwidth is 50 kbps then
Burstable bandwidth upstream and downstream combined can
get up to 50 kbps of bandwidth
imaximum), if available

Individual Upstream | Individual Guaranteed and | Individual guaranteed bandwidth is 20
and Individual | Brustable bandwidth i.e. | kbps then upstream and downstream
Downstream separate for both get 20 kbps guaranteed (minimum)
bandwidth individually

Individual burstable bandwidth is 50 kbps
then upstream and downstream get
maximum bandwidth up to 50 kbps, if
available individually

Tahle - Imnlemeantation tynes for Committed - Bandwidth nolicw
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Unified Threat Management

Data Transfer Policy

The primary objective of this policy is to restrict the users
to upload and download anything from the Internet.

b LA £M Capysght © 2005 Emecain Technalhges Lid M gt rasarved Provady Paly

Data Transfer policy

e Limits data transfer on a cyclic or non-cyclic basis.
» Single policy can be applied to number of Groups or Users.

Data transfer restriction can be based on:
e Total Data transfer (Upload + Download)
» Individual Upload and/or Download

Cyberoam provides several predefined policies, which are available for use until
configured otherwise. You can also define Customised policies to define different
limit for different users to meet your organisation’s requirements.
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Create Data Transfer Policy X

Hame*

Restriction based on *
Cycle Type

Cycle Period

Cycle Data Transfer®

Maximum Data Transfer®

Description

@ Total Data Transfer ) Individual Data Transfer (Upload & Download)

@ Cyclic & MNon-Cyclic

| Day EI

Me

ME [w] Unlimited

Screen Elements

Description

Create Data Transfer policy

Name

Specify policy name. Choose a name that best describes the policy

Cycle t)cbe

Specify cycle type

Available options

Daaily — restricts data transfer up to cycle hours defined on daily basis
Weekly — restricts data transfer up to cycle hours defined on weekly basis
Monthly — restricts data transfer up fo cycle hours defined on monthly basis
Yearly — restricts data transfer up to cycle hours defined on yearly basis
MNon-cyclic — data restriction is defined by the Total data fransfer limit

Restriction based on

Specify whether the data transfer restriction i1s on total data transfer or on
individual upload or download
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Click sfgtal Data Transfer to apply data transfer restriction on the Total
(Upload + Download) data transfer

Click Individual Data Transfer to apply data transfer restriction on the
Individual Upload and Individual Download data transfer

Shared allotted data
transfer  with  group
members

Only if Cycle Type is
‘Non-cyclic’

Specify whether the allotted data transfer will be shared among all the
group members or not

Click to share

Policy Description

Specify full description of the policy

Restriction Details

Cycle Total Data

Transfer Limit (MB)

Only if Cycle Type is
not ‘Non-cyclic' and
Restriction is based on
‘Total Data Transfer’

Specify Cycle Total Data transfer limit

It is the upper limit of total data transfer allowed to the user per cycle. User
gets disconnected if limit is reached.

Cycle  Upload Data
Transfer Limit (MB)

Only if Cycle Type is

Specify Cycle Upload Data transfer imit.

It is the upper limit of uplead data transfer allowed to the user per cycle.
User will be disconnected if limit is reached OR if you do not want to

not ‘Non-cyclic’ and | restrict upload data transfer per cycle, click Unlimited Cycle Upload Data
Restriction is based on | fransfer

‘Individual Data

Transfer'

Cyele Download Data | Enter Cycle Download Data transfer limit.

Transfer Limit (MB)

Onlgrpif Cycle Type is
not ‘Non-cyclic’ and
Restriction is based on
‘Individual Data
Transfer’

It is the upper limit of download data transfer allowed to the user per cycle.
User will be disconnected if limit is reached OR if you do not want to
restrict download data transfer per cycle, click Unlimited Cycle Download
Data transfer

Total Data Transfer Limit
(MB}

Only if Restriction is

Specify Total Data transfer limit.

It is the data transfer allowed to the user and if the limit is reached user will
not be able to log on until the policy is renewed OR if you do not want to

hased on ‘Total Data | restrnct total data transfer, click Unlimited Total Data Transfer
Transfer’

Upload Data Transfer | Specify Upload Data transfer limit.

Limit (MB)

Only if Restriction is
based on ‘Individual
Data Transfer’

It is the total upload data transfer allowed to the user and if the limit is
reached user will not be able to log on until the policy is renewed OR if you
do not want to restrict total upload data transfer, click Unlimited Upload
Data Transfer

Download Data Transfer
Limit (MB)

Only if Restriction is
hased on ‘Individual
Data Transfer’

Specify Download Data transfer limit.

It is the upper download data transfer allowed to the user and if the limit is
reached user will not be able to leg on until the policy is renewed OR if you
do not want to restrict total download data transfer, click Unlimited
Download Data Transfer

Create button

Creates policy

Cancel button

Cancels the current operation and returns to Manage Data transfer policy
page

Table — Create Data transfer policy screen elements
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Group Management

Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

Group Management

« Group is a collection of users having common policies
that can be managed as a single unit.

¢ Its a mechanism of assigning various policies to a
number of users in one operation/step.

« It simplifies the user configuration.

* Users that belong to a particular group are referred to as
a group user.

www.cyberoam.com 3 Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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Group Management

A Group is a collection of users having common policies and a mechanism of
assigning access of resources to a number of users in one operation/step. Instead of
attaching individual policies to the user, create group of policies and simply assign
the appropriate Group to the user and user will automatically inherit all the policies
added to the group. This simplifies user configuration.

A group can contain default as well as custom policies. Various policies that can be
grouped are:

« Surfing Quota policy which specifies the duration of surfing time and the
period of subscription

« Access Time policy which specifies the time period during which the user will
be allowed access

* Internet Access policy which specifies the access strategy for the user and
sites

< Bandwidth policy which specifies the bandwidth usage limit of the user

« Data Transfer policy which specifies the data transfer quota of the user

Group types

Two types of groups:
1. Normal
2. Clientless

Normal A user of this group need to logon to Cyberoam using the Cyberoam Client
to access the Internet

Clientless A user of this group need not logon to Cyberoam using the Cyberoam
Client to access the Internet. Access control is placed on the IP address, which is
represented as Group name (C)

Use the below given decision matrix to decide which type of group will best suited for
your network configuration.
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DecIsi-::n matrix for creation of Group

Feature Normal Group  Clientless Group
Logon into Cybercam required Yes No
Type of User

Normal Yes Mo

Clientless MNa Yes
Apply Login restriction Yes No
Apply Surfing Quota paolicy Yes No
Apply Access Time policy Yes Mo
Apply Bandwidth policy Yes Yes
Apply Internet Access policy Yes Yes
Apply Data transfer policy Yes Mo

Table - Group creation - Decision matrix

To create a Normal group, select Identity - User - User Group - Add

Group Mame *

Group Type ® Normal
Policies
Web Fiter = [Web Fiter v| @
Application Fitter * |Applicatiun Filter L | 'ﬁ
Surfing CQuota * |5urﬁng Quota L | 6
Access Time * |Acc&ss Time Ad | @
Data Transfer |Nune ¥ | 'ﬁ'
QoS | None v | ﬁ
SEL VPN * | Mo Policy Applied ¥ | 6
SpamDigest * (0 Enable @ Disable
MAC Binding @ Enable © Dizable
LITP @ Enable ' Disable
PFTP @ Enable O Disable
Login Restriction® @ Any Node = Selected Nodes = Node Range
Lok | [cancer]
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Web Filter

Application

Filter

Surfing Quota

Access Time

Data Transfer

QoS

SSL VPN

L2TP
PPTP
Spam Digest

Simultaneous
Logins

Select the Web Filter Policy from the list.

You can also directly create policy from this page.
Select the Application Filter Policy from the list.

You can also directly create policy from this page.
Select the Surfing Quota Policy from the list.

You can also directly create policy from this page.
Select the Access Time Policy from the list.

You can also directly create policy from this page.
Select the Data Transfer Policy from the list.

You can also directly create policy from this page.
Select the QoS Policy from the list.

You can also directly create policy from this page.

Select SSL VPN policy from the dropdown list. If user is not to be
provided the SSL VPN access then select “No Policy Applied”.

Enable if user can get access through L2TP connection
Enable if users can get access through PPTP connection

Configure Spam Digest. Spam digest is an email and contains a list of
quarantined spam messages filtered by Cyberoam and held in the user
gquarantine area. If configured, Cyberoam will mail the spam digest every
day to the user. Digest provides a link to User My Account from where
user can access his quarantined messages and take the required action.

Available Options:

Enable — User will receive the spam digest daily and overrides Group
setting.

Disable — User will not receive spam digest and overrides Group setting.

Specify number of concurrent logins that will be allowed to user OR Click
‘Unlimited’ for allowing unlimited Concurrent logins.

The specified setting will override the global setting specified in the
eclient preferences.

MAC Binding Enable/disable “MAC Binding”. By binding User to MAC address, you are
mapping user with a group of MAC addresses.

MAC Address Specify MAC addresses for example 01:23:45:67:89:AB.

List Once you enable MAC binding, user will be able to login through pre-
specified machines only.
To configure multiple MAC addresses use comma for example
01:23:45:67:89:AB, 01:23:45:67:89:AC or specify each address in new
line.
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Login Select the appropriate option to specify the login restriction for the user.
Restriction

Available Options:

Any - Select to allow user to login from any of the nodes in the network

User Group Node(s) - Select to allow user to login only from the nodes
assigned to the group.

Selected Nodes - Select to allow user to login from the specified nodes
only. Specify IP address and click Add icon |*to add more nodes and
remove icon = to delete nodes.

Range — Select to allow range of IP Address. Specify IP Address range.
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Managing the Groups: Identity - User - User Group

(asa) [petete]

I 2 I N S

LI  Open Group Allow Al Allow All No Policy % @

Ll ciintiess Open Groun(C) Allow Al Allow Al No Policy % @

LI ' Finance Users General Corporate Policy Deny Al 258kbps link _Policy A 9 @

LI Menaging Directors(C} Alow Al Allow All 512kbps Ink._Policy A % @
(e (o=

Add Button: Add a new User Group.

Web Filter Policy:Web Filter Policy applied

Application Filter Policy: Application Filter Policy applied.
Surfing Quota Policy: Surfing Quota Policy applied.
Access Time Policy: Access Time Policy applied.

Data Transfer Policy: Data Transfer Policy applied.

QoS Palicy: QoS Policy applied.

SSL VPN: SSL VPN policy applied.

MAC Binding:
@ If MAC Binding Disabled
- If MAC Binding Enabled

L2TP
@ ifLoTP Configuration Disabled
- If L2TP Configuration Enabled

PPTP
Q. ppTP Configuration Disabled
- If PPTP Configuration Enabled

Spam Digest
Qi Spam Digest Disabled
- If Spam Digest Enabled

Login Restriction: Login Restriction applied — Any, Selected Nodes or Range.
Edit Icon: Edit the User Group.

Delete Button: Delete the User Group.
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Clientless Groups: Identity - User - User group > Add

Group Name *

Group Type * t}lientless El
Policies
Web Fiter * [Web Fiter v QO
Application Filter * |Ap|::|'|catiﬂn Filter ¥ | ﬁ
Surfing Quota * [ Surfing Quota ¥ | é
Access Time * |Acces-5 Time hd | ﬁ'
Data Transfer |Nune L | ﬂ
QoS | Mone hd | &
SSLVPN ¢ [No Policy Applied v | &
SpamDigest * ) Enable @ Disable
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User Management

Cyberoam Unified Threat Management
User Management
= Auditing and Security can be configured at more finer
granule
3 b = Isolation point can be identified immediately
g
4 J = Integration will identify access request based on User
F f names

- Generate reports based on Usernames

W DS SN Copyrote O 2005 Eviscorn Tachnologes Lid. A1 rights werved. Privecy Policy
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User Management:

Users are identified by an IP address or a user name and assigned to a group. All the
users in a group inherit all the group policies. Refer to Policy Management to define
new policies.

User types

Cyberoam supports three types of Users:
1. Normal

2. Clientless

3. Single Sign on

Normal User has to logon to Cyberoam. Requires Cyberoam client (client.exe) on
the User machine or user can use HTTP Client component and all the policy-based
restriction can be applied.

Clientless Does not require Cyberoam client component (client.exe) on the User
machines, which is represented as User name (C)

Single Sign On If User is configured for Single Sign On, whenever User logs on to
Windows, he/she is automatically logged to the Cyberoam, which is represented as
User name (S)

Use the given decision matrix below to decide which type of the user should be
created.

Decision matrix for creation of User

1

Feature Normal User  Clientless User Single Sign on User
User Login requirad Yes Mo No
Type of Group

Mommal Yes Mo Yes

Clientless Mo Yes Mo
Apply Login restriction Yes Yas Yes
Apply Surfing Quota policy Yes Mo Mo
Apply Access Time policy Yes Mo No
Apply Bandwidth policy Yes Yes Yes
Apply Internet Access policy Yes Yes Yes
Apply Data Transfer policy Yes Mo Yes

Table - Create User - Decision matrix

With External Authentication Server, there is no need to create the users locally on
the Cyberoam, username will be transparently created on the Cyberoam when users
authenticate for the first time. However, it's necessary to create the username when
Local database is selected under Authentication settings.
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User/MAC address binding
User MAC binding
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Cyberoam provides a way to bind one user to one computer so that only one user is allowed
to login to the network from a specific computer.

In other words, User can login to Cyberoam and use the internet only from his/her own
computer. User will not be able to login from any other computer and no one else will be able
to login from his/her computer.

This is a major security feature which prevents anyone from ‘impersonating’ someone else
even if they have changed their IP address.

By default, it is disabled and can be enabled from CLI console using “set usermac” command.
One is required to restart management services from CLI after making any changes. It is
possible to configure MAC addresses for individual users or group from Web Admin console
only after binding is enabled from CLI.

User/MAC binding is supported only with Windows Cyberoam Corporate Client and Windows
Single Sign On Client.

Username Specify username, which uniquely identifies user and will be used for
login.

Name Specify Name of the User

Password Specify Password

Confirm Specify Password again for confirmation. You must use the same

Password spelling. Password is case sensitive.

User Type Click User Type list to select the type of user.
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Profile

Email
Policies
Group

Web Filter

Application

Filter

Surfing Quota

Access Time

Data Transfer

QoS

SSL VPN

L2TP
PPTP
Spam Digest

Available options: User or Administrator

Select the Profile from the list. This option is only available for
Administrator user type.

Depending on user group type default Web Admin Console access
control will be applied.

You can create and manage profiles from System — Administration —
Profile. Alternately, You can directly create profile from this page too.

Specify Email ID.

Select Group in which user is to be added. User will inherit all the
policies assigned to the group.

Select the Web Filter Policy from the list.

You can also directly create policy from this page.
Select the Application Filter Policy from the list.

You can also directly create policy from this page.
Select the Surfing Quota Policy from the list.

You can also directly create policy from this page.
Select the Access Time Policy from the list.

You can also directly create policy from this page.
Select the Data Transfer Policy from the list.

You can also directly create policy from this page.
Select the QoS Policy from the list.

You can also directly create policy from this page.

Select SSL VPN policy from the dropdown list. If user is not to be
provided the SSL VPN access then select “No Policy Applied”.

Enable if user can get access through L2TP connection

Enable if users can get access through PPTP connection

Configure Spam Digest. Spam digest is an email and contains a list of
gquarantined spam messages filtered by Cyberoam and held in the user
gquarantine area. If configured, Cyberoam will mail the spam digest
every day to the user. Digest provides a link to User My Account from
where user can access his quarantined messages and take the
required action.

Available Options:

Enable — User will receive the spam digest daily and overrides Group
setting.

Disable — User will not receive spam digest and overrides Group
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Simultaneous
Logins

MAC Binding

MAC Address
List

Login
Restriction

setting.
Specify number of concurrent logins that will be allowed to user OR
Click ‘Unlimited’ for allowing unlimited Concurrent logins.

The specified setting will override the global setting specified in the
eclient preferences.

Enable/disable “MAC Binding”. By binding User to MAC address, you
are mapping user with a group of MAC addresses.

Specify MAC addresses for example 01:23:45:67:89:AB.
Once you enable MAC binding, user will be able to login through pre-
specified machines only.

To configure multiple MAC addresses use comma for example
01:23:45:67:89:AB, 01:23:45:67:89:AC or specify each address in new
line.

Select the appropriate option to specify the login restriction for the user.
Available Options:
Any - Select to allow user to login from any of the nodes in the network

User Group Node(s) - Select to allow user to login only from the nodes
assigned to the group.

Selected Nodes - Select to allow user to login from the specified nodes
only. Specify IP address and click Add icon |*to add more nodes and
remove icon | = to delete nodes.

Range — Select to allow range of IP Address. Specify IP Address
range.

User configuration is given precedence over Group configuration i.e. User
MAC binding and policies configuration is given priority over Group
sconfiguration.
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Add Clientless users

Clientless Users are the Users who can bypass Cyberoam Client login to access
resources. It is possible to add a single clientless user as well as more than one
clientless user at a time. When you add multiple clientless users, users are
represented by IP addresses and not by the name.

To create the clientless users, Identity - User - Clientless User

e e

Select Group Apply Group's Seﬁm@ —|

Username: Specify username, which uniquely identifies user and will be used for
login.

IP Address: Specify IP Address.

Group: Select Group for Clientless User.

Name: Name of the User.

Email: Specify Email ID.

Spam Digest:

Configure Spam Digest. Spam digest is an email and contains a list of quarantined
spam messages filtered by Cyberoam and held in the user quarantine area. If
configured, Cyberoam will mail the spam digest every day to the user. Digest
provides a link to User My Account from where user can access his quarantined
messages and take the required action.

Available Options:

Enable — User will receive the spam digest daily and overrides Group setting.

Disable — User will not receive spam digest and overrides Group setting.

Apply Group’s Settings -  User will receive Spam Digests as per configured for the
Group user belongs to.

Add Icon ' * Click the Add Icon to add a new Clientless User.

Remove Icon = Click the Remove Icon to delete a Clientless User
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NOTE
Duplicate Usernames cannot be created

Make sure that subnets or individually defined IP addresses do not overlap

Create Group before assigning it to a User. Refer to Create Groups to create new groups

Manage Users: Identity -> User

@ W w W Records perpage |20 [=] [efe] ¢of 1) [l
I S O N S 2 e e

o3 cyberoam cyberoam Administrator | Administrator | Open Group Allow Al o Policy

LIz B Administrator administr com  User = Open Group (=] Allow All Allowe All \ @

U e gLl fohn e . R lse Ul Ceneral Ciporila Py |- Demig W @

U e o ot Adiaishaty | Guest O Groap @  AlowAl Allow All 2 i
@ w @ W Records per page |20 [=] (1of1)

Add Button: Add a new Clientless User.

ID: User ID for Clientless User.

Username: Unique username to identify the User.
Group: Group Name to which user belongs.

Status: Status of the Clientless User

Q. Deactive. User is not is active.
- Active.

Name: Name of the user.
Spam Digest: Configured Digest Setting — Enable, Disable or Apply Group’s Setting.
Edit Icon: Edit the Clientless User

Delete Button: Delete the Clientless User

Manage Clientless Users
Select Identity - User - Clientless Users to view list of Users and click User
name to be modified.

=) H = Records perpage |20 [+] [wfc] ot [3)3)
nnm— e e N
Ll e Andrew Managing Directors. Andrew Casado Allaw Al Allowe All 512kbps link _Policy A

Ll 10 | Derec Clientless Open Group Cl Derec Brian Alow Al Allow Al No Policy ‘\ @
(ada) (Adamsnge | [petete | [Change status | s | dort R
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User My Account

User My Account gives details like Personal details and Internet usage of a particular
user. User can change his/her password using this tab.

1. Normal Users can view their My Account details from GUI.

-

Cyberoam

Unified Threat Management

st CYRISrOSIm.Com

Personal
Allows viewing and updating password and personal details of the user.

Change Password

Eyizoan

CR50ia Username o
A0.00.0121 r

. Current-Password '
aa  Personal

5 Hew-Password

» Personzl Detsils Re-enter Hew-Password *
o (Cli=nt
ﬁ‘ Account Status ”.'l

h‘b Cuzrantine Mails

In case of authentication with external server, changing the password doesn’t make
any sense as Cyberoam will not replicate the user password to the Server. This is
valid for normal users who are created locally on the Cyberoam database.
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Change Personal Details

-
Sybees

CR50ia | =
10.00.0121 ; Personal Information

l?.! Persanal Username John

Hame * Johin G

= Change Passworgd

= Persenal Details Ermnail ' johin.ciEake .com

ﬁ Cliznt

m Account Status:
% Quarantine Mails

Account Status
Allows viewing Internet usage of the user.

(@ bgoam-
ftbh

Kty Policy Information

10.00.0121
it Persanzl Lisertame Jdohn
& Clisat Graup Open Group

Time Allotted to User (HH: mm Unlimited

WI Account Status

a Uiser Expiry Date Unlimited

= Internet Usage |

Time uzed by User (HH:mm) 0:43

B Ousrantine Mais
Usage Information

e e

Upload Data Transfer M.A. 226 MB
Doenlogd Data Transfer A 14.27 MB

Tatal Data Transfer 1A 1653 MB

CCNSP Guide Page 192



Cyberoam Certified Network & Security Professional

Identity Based Firewall

Module 6: User Authentication

Bybaaldriteviddintity Based UTM

* Rule matching criteria
- Source address
- Destination address
- Service (port)
- Schedule

- Identity

» Action
- Accept
- NAT
- Drop
- Reject

*  Hoiliederpfails indDHAPR (Wi-Hieavifenrnent Criteria )
- IPS Policy
- Internet Access Policy
- Bandwidth Policy
- Anti Virus & Anti Spam
- Routing decision

www.cyberoam.com ¥ Copyright © 2008 Elitecore Technologies Ltd. Al rights reserved. Privacy Policy
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Identity Based Firewall

A firewall protects the network from unauthorised access and typically guards the
LAN and DMZ networks against malicious access; however, firewalls may also be
configured to limit the access to harmful sites for LAN users.

The responsibility of firewall is to grant access from Internet to DMZ or Service
Network according to the Rules and Policies configured. It also keeps watch on state
of connection and denies any traffic that is out of connection state.

Firewall rules control traffic passing through the Cyberoam. Depending on the
instruction in the rule, Cyberoam decides on how to process the access request.
When Cyberoam receives the request, it checks for the source address, destination
address and the services and tries to match with the firewall rule. If Identity match is
also specified then firewall will search in the Liv e Users Connections for the
Identity check. If Identity (User) found in the Liv e User Connections and all
other matching criteria fulfils then action specifi ed in the rule will be applied.
Action can be allow or deny.

You can also apply different protection settings to the traffic controlled by firewall:
* Enable load balancing between multiple links.
e Configure antivirus protection and spam filtering for SMTP, IMAP, POP3,
HTTP, FTP and FTP over HTTP traffic. To apply antivirus protection and
spam filtering, you need to subscribe for Gateway Anti Virus and Gateway

Anti Spam modules individually.

* Implement Intrusion Prevention System. To apply IPS policy you need to
subscribe for Intrusion Prevention System module.

« Configure Web content filtering policies. To apply content filtering you need to
subscribe for Web and Application Filter module.

« Apply bandwidth policy restriction.
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Create Firewall rule

Cyberoam'’s Identity based firewall allows you to create firewall rules embedding user
identity into the firewall rule matching criteria.

Firewall rule matching criteria now includes:
* Source and Destination Zone and Host
e User
* Service

One can attach the following policies to the firewall rule as per the defined matching
criteria:

e Intrusion Prevention System(IPS)

* Anti Virus

e Anti Spam

* Web & application filter
e QoS policy

* Routing policy i.e. define user and application based routing

To create a firewall rule, you should:
« Define matching criteria
e Associate action to the matching criteria
« Attach the threat management policies

For example, now you can:
* Restrict the bandwidth usage to 256kb for the user John every time he logs
on from the IP 192.168.2.22
¢ Restrict the bandwidth usage to 1024kb for the user Mac if he logs on in
working hours from the IP 192.168.2.22

Processing of firewall rules is top downwards and the first suitable rule found is
applied. Hence, while adding multiple rules, it is necessary to put specific rules
before general rules. Otherwise, a general rule might allow a packet that you
specifically have a rule written to deny later in the list. When a packet matches the
rule, the packet is immediately dropped or forwarded without being tested by the rest
of the rules in the list.
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Parameters
Zone

Attach ldentity
(Only if source zone is

Specify source and destination zone to which the rule
applies.

Attach identity allows you to check whether the specified
user/user group from the selected zone is allowed the access

LAN/DMZ/VPN) of the selected service or not.
Click to attach the user identity.
Enable check identity to apply following policies per user:
Web policy and Application policy for Content Filtering
(User’s policy will be applied automatically but will not be
effective till the Web and Application Filtering module is
subscribed)
Schedule Access
1PS (User’s IPS policy will be applied automatically but will
not be effective till the IPS module is subscribed)
Anti Virus scanning (User’s anti virus scanning policy will be
applied automatically but it will not be effective till the
Gateway Anti Virus module is subscribed)
Anti Spam scanning (User’s anti spam scanning policy will be
applied automatically but it will not be effective till the
Gateway Anti Spam module is subscribed)
QoS policy - User's QoS policy will be applied automatically
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Network/Host

Service/Service group

Schedule
Action

policy selected in the ‘Route through Gateway’ field is the
static routing policy that is applicable only if more then one
gateway is defined and used for load balancing.

limit access to available services.
Specify source and destination host or network address to
which the rule applies.

Host dropdown list also displays MAC based host and
dynamic hosts and host groups which are automatically
added on creation of VPN Remote Access
connections(IPSec and SSL). It will also display the default
hosts created for Remote Access connection - #ALL RW,
##ALL_IPSEC_RW, ##ALL_SSLVPN_RW

You can define new IP host, MAC host, host group and virtual
host directly from the firewall rule itself.

Services represent types of Internet data transmitted via
particular protocols or applications.

Select service/service group to which the rule applies.
If Virtual host is selected as Destination host, you will be able
to configure services only if the selected virtual host is not

port forwarded.

You can directly add custom service or service group from
firewall rule itself.

Protect by configuring rules to
block services at specific zone
limit some or all users from accessing certain services

allow only specific user to communicate using specific
service

Select Schedule for the rule
Select rule action

Accept — Allow access
Drop — Silently discards

Reject — Denies access and ‘ICMP port unreachable’
message will be sent to the source

When sending response it might be possible that response is
sent using a different interface than the one on which request
was received. This may happen depending on the Routing
configuration done on Cyberoam.

For example,
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Apply NAT (Only if Action
is ‘ACCEPT’)

Advanced Settings

If the request is received on the LAN port using a spoofed IP
address (public IP address or the IP address not in the LAN
zone network) and specific route is not defined, Cyberoam
will send a response to these hosts using default route.
Hence, response will be sent through the WAN port.

Select the NAT policy to be applied

It allows access but after changing source IP address i.e.
source IP address is substituted by the IP address specified
in the NAT policy.

This option is not available if Cyberoam is deployed as Bridge

Toggle Drill Down icon — Click to apply different protection settings to the traffic
controlled by firewall. You can:

Enable load balancing and failover when multiple links are configured. Applicable only
if Destination Zone is WAN

Configure antivirus protection and spam filtering for SMTP, IMAP, POP3, and HTTP
policies. To apply antivirus protection and spam filtering, you need to subscribe for
Gateway Anti Virus and Gateway Anti Spam modules individually. Refer to Licensing

section for details.

Implement Intrusion Prevention System. To apply IPS policy you need to subscribe for
Intrusion Prevention System module. Refer to Licensing section for details.

‘Configure content filtering policies. To apply content filtering you need to subscribe for
Web and Application Filter module. Refer to Licensing section for details.

Apply QoS policy
Security Policies
Web filter policy

Apply Web Category
Based QoS Policy

Select web filter policy for the rule. One can apply web filter
policy on LAN to WAN rule only.

It controls web access control and block access to
inappropriate web sites.

Click to restrict bandwidth for the URLSs categorized under the
Web category.

A three step configuration is required as follows:
Create QoS policy from menu item “QoS — Policy — Add”
/Assign above created QoS policy to the Web category from

menu item “Web Filter — Category”. Policy can be assigned
to the default as well as custom web categories.

Enable “Web Category based QoS Policy” from Firewall rule
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Application filter policy

IPS Policy

IM Scanning

AV & AS scanning

QoS and Routing policy
QoS Policy

Route Through Gateway

Backup Gateway

Above configured policy will be applicable, whenever the URL
falling under the Web category is accessed.

Select Web & Application Policy for the rule. One can apply
policy on LAN to WAN rule only.

It controls access to application like IM and P2P, VOIP.
Select IPS policy for the rule.

To use IPS, you have to subscribe for the module. Refer to
Licensing for more details.

Click ‘IM Scanning’ Checkbox to enable IM scanning. If
enabled, all the messaging applications’ traffic is scanned.

Click the protocol for which the virus and spam scanning is to
be enabled

By default, HTTP scanning is enabled.

To implement Anti Virus and Anti Spam scanning, you have
to subscribe for the Gateway Anti Virus and Anti Spam
modules individually. Refer to Licensing for more details.

Select QoS policy for the rule. Only the Firewall Rule based
QoS policy can be applied.

QoS policy allocates & limits the maximum bandwidth usage
of the user.

Select routing policy. Option is available only if more than one
gateway is configured.

This option is not available if Cyberoam is deployed as
Bridge

Specify the backup gateway.
The traffic will be routed through the configured gateway
incase gateway configured in “Route Through Gateway” goes

down.

This Option is available only if “Load Balance” is not selected
for “Route Through Gateway”

Log Traffic

Log Traffic Click to enable traffic logging for the rule i.e. traffic permitted
and denied by the firewall rule.

Description Specify full description of the rule
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Lab #14 Enforce Authentication

Cyberoam Unified Threat Management

Lab#16 ENFORCE AUTHENTICATION

LAB Activities:

Action Change in Default Firewall Rule
Mew Firewall rule incase Users are using ISP DNS

Lab #14 ENFORCE AUTHENTICATION
Lab Activities:
» Action Change in Default Firewall Rule

* New Firewall rule in case Users are using ISP DNS

Objective:

« With Cyberoam being an identity based appliance only authenticated user’s
needs to be allowed to access the Web resources. This practical lab enforces
the HTTP authentication page to the users who are not authenticated with
Cyberoam and requires access to web resources.
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Lab #14 ENFORCE AUTHENTICATION
(Activity#1 Action Change in Default Firewall Rule)

Go to Firewall -- > Rule

L) Enable

source Y Destination Y Service 1M Scanning
= | LAN -WAN (2 Rules}
|z =] Any Host Any Host Any Service Accept Y (8] [P] [x][H][F] SN
M| Cll Any Host Any Host Any Service Accept Y (8] [p][x][H][F] %\

[#] | LAN-LAN (2 Rules)

Edit the Default rule no. 1 -- > Make the action as Drop instead of Accept/Reject -- >
Save the Firewall rule.

General Settings

Source Destination
onar - O = WAl =1
Attsch identity ||
Hetwork /Host*  [Any v] Any v]
Services® Ay ]
Schedule  [Allthe time @
Action * @ Accept @ Drop|@ Reject
[ Apnly HAT  [Select NAT Palicy =]

Advance Settings (Security Policies, QoS, Routing Policy, Log Traffic)

S o] e | e

[=] LAN-WAN (2 Rules)

T Ay s ny Serve P Y SEEEE AW
| @ Any Host Any Host [5][@][x] 1] [¥] LN
LAN - LAN (2 Rules}

Any Service Drop ?
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Lab #14 ENFORCE AUTHENTICATION
(Activity#2 New Firewall rule in case Users are usi  ng ISP DNS)

In case users in the internal network are using Cyberoam as DNS then there is no
need to create this Firewall rule to allow the DNS Traffic. This Firewall rule is only
required if users in Internal network are using ISP/Public DNS in their System for
name resolving.

Note: Cyberoam forces authentication page only for HTTP traffic, and that's the
reason DNS traffic needs to be allowed unauthenticated.

Got to Firewall -- > Rule -- > Add

General Settings

Source Destination
Zone*  LAN [=] WAN =
Aftach ldentity [
Network | Host*  [Any v] Any ¥
| services*  [ons il |
[Allthe time v @
Action * @ pccept © Drop @ Reject
(| Apply HAT MASQ =l

Advance Settings (Security Palicies, QoS, Routing Policy, Log Traffic)

=

0ol e @ Any Host Any Host DNS Accept i [s][P][x](M|[¥] 9 9 ) [
M| 2 =] Any Host Any Host Any Service Accept ¥ |sl[p][x][H][¥] %)

| 1 @ Any Host Any Host Any Service Drop [s][p](x][n][¥] W
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Lab #15 How to Authenticate users through HTTP Logi  n Page /
Cyberoam Corporate Client (client.exe)

Lab Activities:

* Allow authentication on the Cyberoam Interface
* Authenticating the user with HTTP Login Page
* Authenticating the user with Cyberoam Corporate Client (client.exe)

Objective:

e This practical lab will explain the different method of authenticating the users
with Cyberoam in case SSO is not configured. Users can authenticate
themselves with Cyberoam by any of the method as per the choice.
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Lab #15 How to Authenticate users through HTTP Logi  n Page / Cyberoam
Corporate Client (client.exe)
(Activity#1 Allow authentication on the Cyberoam In  terface)

Go to Firewall -- > Local ACL -- > Check the Authentication services

Admin Services Authentication Services Hetwork Services Other Services
Zone
¥ ] ¥ ¥ Il vl 1] b

LAN ¥ 1]

vl

Similarly it needs to be checked for DMZ users.
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Lab #15 How to Authenticate users through HTTP Logi  n Page / Cyberoam
Corporate Client (client.exe)
(Activity#2. Authenticating the user with HTTP Logi n Page)

If users are using Cyberoam as DNS and Default rule no. 1 has the action as “Drop”,
or users are using ISP DNS and Firewall rule is created to allow the DNS traffic
unauthenticated to Internet, then in both these scenarios, the HTTP login page will
automatically popup asking for credentials.

Note: Please follow the Lab#16 for more details about the configuration for getting
the HTTP login page automatically popup.

Cyberoam will give the HTTP login page in case user is not authenticated and trying
to access the web resources.

7§ about:blank - Microsoft Internet Explorer

File® Edit Miew Favorites Tools  Help

|
| Qe - - (%] (&) Ty
J
J

3 _p”L . |
! 5 A |
.-""I. Search Tt Fawvarites {

Address | A, google. com

GDI.Ig]E|'C;v ;IGD +qif'1 ﬂ - | ©F Bookmarl

it View Favorites Tools Help
gz Favarites [ Cyberoam il

Cybe‘roam Cyberoam Captive Portal

User Name

Password

Login

Done @ Internet | Protected Mode: Off v Ri0% v

Alternatively, users can open the HTTP login page in their browser for authentication
purpose, if for some reason the HTTP Login page doesn’t popup.
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Open the web browser and type http://Cyberoam-ip:8090 i.e. http://172.16.1.1:8090

Cyberoam Certified Network & Security Professional

Note: HTTP login page works over TCP/8090.

Cybe?oam Cyberoam Captive Portal

You have successfully logged in
User Name

tim

Password

Once logged on to the HTTP login page, don't close this window and keep it upon
until the time you want to do the web browsing.
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Lab #15 How to Authenticate users through HTTP Logi  n Page / Cyberoam
Corporate Client (client.exe)
(Activity#3 Authenticating the user with Cyberoam C  orporate Client)

The Cyberoam corporate client can be downloaded from the Cyberoam website
http://www.cyberoam.com/cyberoamclients.html

Once installed, it will be available in windows Program menu and can be minimised

in Task bar. Right Click on the and click on preferences and configured
the IP address of Cyberoam as Server address.

EAclient Preferences x|

Cyberoam Server
|VSEI'-.-'EI Address: |1 F21611 Check |
¥ Show Motification Messages 0K |
[T Ask on Exit
™| Dizplay Floating Digital Clock Canecel |
v Awte Login

After configuration, log on with the users credentials to access the web resources.

X

Corporate Client

Cyhﬁ?’)}am

Call Administrator User name Iiustin

Password | ”””””

Save Fassword

Mot Connected copyrightby c L1 TElINJcorE

Lab #16 Create Custom Policies

Lab #16 Create Custom Policies
Lab Activities:

e Create Time Schedule

» Create Surfing Quota policy

» Create Access Time Policy

» Create Internet Access Policy
e Create Bandwidth Policy
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» Create Data Transfer Policy

Objective:

e This practical lab will explain the different policies which can be applied to the
individual user / groups.
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Lab #16 Create Custom Policies
(Activity #1 Create Time Schedule)

Go to Objects -- > Schedule -- > Add

Add Schedule

®
Hame * | LunchHours
Description
Type* | © Recurring|© One Time
Start Date * | ic]
End Date * _ |C ]

Start Time Stop Time:

WeekDays  [v] | 12:00

Types of Schedules:

» Recurring — use to create policies that are effective only at the specified times of the
day or on specified days of the week.

» One-time - use to create firewall rules/policies that are effective once for the period
of time specified in the schedule.

Schedule is all days of week and between 12:00-1400. Add the schedule and Save it.
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Lab #16 Create Custom Policies
(Activity #2 Create Surfing Quota Policy)

Go to Identity - Policy - Surfing Quota - Add
Surfing quota policy:

* Allocates Internet access time on cyclic or non-cyclic basis
« Single policy can be applied to number of Groups or Users

X

Create Surfing Quota Policy

Name * | CCNSPquuta

Cycle Type @ cyclic ' Non-Cyclic

Cycle Hours * _ 2 | hour{s) per! Da}r
validity* | 30 ' Day(s) [_| Uniimited
Maximum Hours * 60 [ || Unlimited
Description

Surfing Quota is defined as Cyclic 2 hrs a day for next 30 days.

FEile e i e N e N

[l Unlimited Internet Access Unfimted Unlimited Non-Cyclic Mo restriction of time and days

[l 1 Month Unlimited Access Unfimited 30 Non-Cyciic - % ﬁ
[ 2 month 100 hours 100 0 Non-Cyclic - 9 @
] Monthly 100 hours Cyclic Unlimited Uniimited MONTHLY 100 %
| Daily 1 hour Cyclic Uniimited Unlimited DALY 1 %
] Weekty 7 hours Cyclic Unfimited Unlimited WEEKLY 7 % @@
[]  ccHsPousta Unfimited 30 DALY 2 9 @

(asa) (Bsiete)
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Lab #16 Create Custom Policies
(Activity #3 Create Access Time Policy)

Go to Identity - Policies -- > Access Time - Add

Create Access Time Policy

Xl

Name * | CCNSN&C::_&_S.S
Strategy @ Allow @ Deny

Schedule * I i_un chHours E[

Description

Access time policy strategies:

Allow strategy - By default, allows access during the schedule
Deny strategy - By default, disallows access during the schedule

Schedule is selected between 12:00-14:00 with strategy as allow to provide the web

resources access. Before 12:00 and after 14:00, web resources will not be available
to the user.

n““
Allowed all the time Allow All the time Allow Ing on access to Cybercam all the time

L| Denied allthe time Deny Al the time: Deny log on access to Cyberoam all the time '\ [—m

|| Allowed onty during Work Hours Allow Work hours (5 Day week) Allow log on access to Cyberoam only during Work Hours ‘\ @

||  Denied during Work hours Deny Work hours (5 Day week) Deny log on access to Cyberoam only during Work hours ‘\ m

[ CCHSNaccess Allow LunchHours 9% @

i
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Lab #16 Create Custom Policies
(Activity #4a Create Web Filter Policy)

Go to Web Filter > Policy > Add

Name CCNSPweb
Template | Allow Al
[/ Enable Reporting
|¥| Enabie certificate based categorization for HTTPS
Download File Size Restriction” 0 MB (Enter 0 for No Restriction)
Description
I o T TR TR
No records found.

Policy types:

« Allow - By default, allows user to view everything except the sites and files specified
in the web categories. E.g. To allow access to all sites except Mail sites

« Deny - By default, prevents user from viewing everything except the sites and files
specified in the web categories. E.g. To disallow access to all sites except certain
sites

It is not possible to allow Application categories in “Deny All” policy

HTTPS Categorisation is checked. It can be unchecked if you don’t want the HTTPS
based sites to be categorised.

Edit Web Filter Policy
Name ‘CCNSPweb 1
[¥| Enable Reporting

|| Enable certificate based categorization for HTTPS

Download File Size Restriction* | 0 | MB (Erter 0 for No Restriction)
Description
o]
e
o Cr s T N
[ | Audio Files File Type All The Time Deny ﬁﬁ
LI Video Files File Type AllThe Time Deny i

Internet access policy is selected where Web based Email, Video and Audio Files, All
Chat applications, P2P applications and Streaming media is not allowed all time
during the day.
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(Activity #4b Create Application Filter Policy)
Go to Application Filter - Policy - Add
Name * CCNSPapplication|
Description
Template  Allow Al [+]
[Cance |
Press OK to create the custom policy.

Two strategies based on which Application Filter Policy can be defined:

Allow: By default, allows access to all the categories except the specified categories.

Access to the specified categories depends on the strategy defined for each
category.

Deny: By default, denies access to all the categories except the specified categories.

‘Access to the specified categories depends on the strategy defined for each
category.

Recordsperpage 20 [=] [wefe] (1oft) [5)B)

n““
Allow All Allowe Allow All Policy.

Ll penvar Deny Deny All Policy.

O | Temn Allow 9

[l ccnsPappiication Allow 3

([eete) Records per page 20 |x] toft) Bl

Click on the policy to edit and add the categories to deny.
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Add Application Filter Policy Rules ®
Select Categories* | Gaming
L
| select all
|| Half-Life2 [+ quake-halfiife
Select Application® || Team-Fortress2 Ll doom3
Action* ) allow @ Deny
Schedule* | Al the Time [=]
Name * _C;N%ngpll_?_(_\_nn
Description
(ada] (oeete ]
I NS A N
| Half-Life2, quake-halfiife ‘Gaming All the Time Deny ‘\ @
(asa)
[ancet)
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Lab #16 Create Custom Policies
(Activity #5 Create QoS Policy)

Go to QoS - Policy > Add

Create a QoS Policy with strict bandwidth of 2KB fo  r online games

Add Qo5 Policy

Name * 2K8B for Online Games
Policy Based On 2 user © Firewal Rule @ Web Category
Policy Type @ strict © commited
Implementation On @ Total (Upload + Download) Individual (Uplead / Download)
Priority * 7 (Lowest) El
Total Bandwidth {in KB) * 2 {Must be a number between 2 and 4086)
Bandwidth Usage Individual @ Shared
Description

Policy can be defined/created for:

« Web Category — It restricts the bandwidth for the URL categorized under the
Web category. To implement restriction, policy is to be assigned through
firewall rule.

* User - It restricts the bandwidth of a particular user.

e Firewall Rule - It restricts the bandwidth of any entity to which the firewall
rule is applied.

There are two types of bandwidth restriction
e Strict - In this type of restriction, user cannot exceed the defined bandwidth
limit.
« Committed - In this type of restriction, user is allocated the guaranteed
amount of bandwidth and user can draw bandwidth up to the defined
burstable limit, if available.

Priority — 8 different priority levels can be selected for the user with 0 being the
highest and 7 being the lowest priority.

Bandwidth can be assigned to individual or shared level.
Create an Online Games web category and apply the QoS Policy of 2KB to it.

To create a custom web category, go to Web Filter > Category - Add
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X

Add Web Category

Hame * | Online Games

Classification * I_Nuanrkmg Budl

IQGS Policy | 2KB for Onine Games  |=] |
Do in [ K d
PR EI IEI

farmville facebook.com farmville

‘ Advanced Settings

) (cancal

Now apply the policy of all internal users in LAN

General Settings

Source Destination
Zone' |LAN = L =
Attach identity  [v]
Identity*  [Any v|
Network (Host®  [Any v Any v
Services®  [Any ]
[Allthe time v @
Action * @ Accept © Drop © Reject
¥l ApPIY NAT  [masa

Advance Settings (Security Policies, QoS, Routing Policy, Log Traffic)

Security Policies
Web Filter  [Select Web Filter Policy Ll ] [¥] Apply Web Category based QoS Policy
Application Filter [ Select Application Fiter Policy LAk i ]
IPs  [Select IPS Policy ¥]

1M Scanning |w| Enable

AV & AS Scanning || SMTP[_| POP3[_| MAP[ | FTP[¢| HTTP

Lab #16 Create Custom Policies
(Activity #6 Create Data Transfer Policy)

Go to Identity > Policy - Data Transfer

Create Data Transfer Policy

Name* CﬂNSPdata
Restriction based on * @) Total Data Transfer () Individual Data Transfer (Upload & Download)
Cycle Type @ cyclic 7' Non-Cyclic
Cycle Period | Day

Cycle Data Transfer® 50 |MB
Maximum Data Transfer® 10000  |MB (] Unlimited
Description

X
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Data transfer policy:

« Limits data transfer on a cyclic or non-cyclic basis.
* Single policy can be applied to number of Groups or Users.

vt Absolute Limit (MB) Cycle Limit (MB) e
¥ Lk Up Down Total Up Down Total =
100 9 @

Ll 100 MB Total Data Transfer policy Non-Cyclic Unlimited Unlimited Unlimited Unlimited Unlimited
Ll Daiy 10 MB DAILY Unlimited Unlimited Unlimited Unlimited Unlimited 10 * m
LI  ccnspdata DALY Uniimited Unlimited 10000 Unlimited Unlimited 50 '\ “Ib-

Data Transfer is configured for the user with maximum allowed limit of 50MB per day
till it reaches 10000 MB.
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Lab #17 Create Group, User and apply Custom Policie s

Lab Activities:

« Create Normal Group

» Create Normal User

* Place User in Newly Created Group

» Assign all the 5 Policies to the Group Level
Objective:

e This practical lab will explain the Creation of Group, Users and how to assign
policies at Group/user Level.

Lab #17 Create Group, User and apply Custom Policie s

(Activity #1 Create Normal Group)

Go to Identity > User - User Group - Add

We can use all the policies (Created in LAB#18), and apply to the group level.

Group Name ©  CCHSPgroup
Group Type * | Normal =
Policies
Web Fiter * [CCNSPweb | @
Application Fiter * [ CCNSPapplication v | @
Surfing Quota * [ CCNSPauota v | i@
Access Time * [CCHSPaccess v| &
Data Transfer [CCNSPdats v | &
QoS [256kbps link _Policy... v @
SSLVPN * [No Policy Applisd v | @
SpamDigest* () Enable @ Disable
MACBinding @ Enable & Disable
LZTP @ Enable O Disable
PETP @ Enable 2 Disable
Login Restriction® @) Any Nods ® Selected Nodes @ Node Range

(petete ]

= o v I T
L

Open Group Alow Al Allow Al No Policy
LI  Clientless Open Group(C]| Allow All Allow All No Policy
|  Finance Users General Corporate Policy Deny All 258kbps link _Policy A
LI Manaqing Directors(C} Sl ft e ol Fibpe ok Scr A
L  CCNSPgroup CCNSPweb CCNSPapplication 256kbps link _Policy A
(ada) (ootete )

Lox ) (cancet)
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Lab #17 Create Group, User and apply Custom Policie s

(Activity #2 Create Normal User)

Go to Identity -- > User -- > Add

Username *

Mame *

Password *
Confirm Password *
User Type *

Profile =

Email *

tim

. Tim.l.;:E.lrne.r

@' User @ Administrator

[ Profile

v

| ctim@cyberlite. com

Policies

Group *

Web Filter *
Application Fitter *
Surfing Quota *
Access Time *
Crata Transfer
QoS

S5L VPN *

LITE *

PPTP *

Spam Digest *

[=]

. 'CEN%F‘QFI.JUF.I

| CCNSPweb

| CCNSPapplication

| CCNSPguota

| CCNSPaccess

| CCNSPdata

| 256kbps fink _Policy...

[No Policy Applied

@ Enable @ Dizable
@ Enable ) Dizable

@ Enable @ Disable

Normal user is created and placed in the group (Created in the last activity Lab#19-
Activity#1).

8] (ot impon] o] (chnge s e[ ] @D 071 G
nm-m e

3 cybernsm cyberoam Administrator | Administrator  Open Group @ Allow Al Mo Policy
Ll s Administrator administrator@cybsroam.com  User Open Group [@ Allow All Allowe Al * iﬂ'
(it John Mac john User Finance Users ;0' ‘General Corporate Policy | Deny All ‘\ @
L e st et S [ Glest OpenGun @ Dlow o D 1 % @
[ (12 Tim Carner tim User CCNSPgroup @l CCNSPweb CCNSPapplication LY @
ﬁ ﬁ w o w Records per page |20 [ (1of1)
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Lab #18 Monitor User Activities
Lab Activities:

e Check Manage Live Users
« Check Reporting Section

Objective:
e This practical lab will explain the monitoring of user activities who
authenticated with Cyberoam.
Lab #18 Monitor User Activities

(Activity #1 Check Manage Live Users)

Go to Identity - Live User

Concurrent Sessions: 3

@ Records per page | 10 (1 of1)
R e e B
L |9 Andrew Clientless. 172.16.16 200 - 2010-2-28 23:55 0.00 KB 0.00 KB 000K %
L 10 Derec Clientless 172.16.16.221 = 2010-2-26 23:55 0.00 KB 0.00 KB 0.00K \
Ll |42 fim Web Client 172.16.1.10 2010-3-1 16:48 0.00 KB 0.00 KB 0.00K ‘

Records per page| 10 E 1 of1)

Use Live users page to

e view list of all the currently logged on Users
* modify user details

* send message to any live user

e disconnect any live user
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..... Report Columns Description
Concurrent Sessions Displays currently connected total users (Mormal, Clientless,
and Single sign on client Users)
Current System time Displays current system time in the format -  Day, Month
Date, HH:.MM
1D and User name Displays ID and name with which user has logged in

Click fo change the display order Click User name link to View/Update user details
Mame Displays User name

Click Mame link to view Group and policies details attached to

the User

Connected from Displays IF address of the machine from which user has logged
in

Click to change the display order

Fublic IP Displays Public IP address if User has logged in using public IP
address

Start time Displays login ime

Click to change the display order

Time (HH:mm) Displays total time used in hours and minutes

Upload Data transfer Displays Data uploaded

Click fo change the display order

Download Data transfer Displays Data downloaded

Click to change the display order

Bandwidth (hits/sec) Displays Bandwidth used

Select Select User for sending message or disconnecting

More than one User can be selected
Send Message bution Sends message o the selected User(s)
Disconnect hutton Disconnects the selected User(s)

Table — Manage Live User screen elements
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Lab #18 Monitor User Activities

(Activity #2 Check On-Appliance Reporting Section)

Go to Logs & Reports - View Reports, iView will open. Provide admin username
and admin password, and see the usage reports by user.

g

DASHBOARDS v

 liteb Usage
- TopWeb Users
- TopCategories
- Top Domains
- Top Content
- TopWeb Hosts
- Top Applications
» Mail Usage
» FTP Usage
» Biocked Web Attempts
» Attacks
» Spam
» Virus

Welcome, admin

= Home | Hebp | Logout

Start Date[2010-03-01 00:0¢ [&

End Date[2010-03-01 23:5¢ €

il

Web Usage > Top Web Users

Show records per page

TIENE3 ]

Page 1 0f 1

From: 2010-3-1 00:00:00
To: 2010-3-1 23:50:50

Gotopage: [ |[Go| [Hide Grapnl  [Hide Tabkel

User
g

| sysTEm v

User
tim

T Hits »

850

467

Hits

Bytes
144 MB

701
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Lab #19 Single Sign On Implementation with Active D  irectory
(Optional)

Lab #19 Single Sign on Implementation with Active D irectory (Optional)
Lab Activities:

e Pre-requisites

* Create ADS user groups

« Define Authentication parameters

» Configure Cyberoam to use Active Directory
e Add Domain Query

e Test Active Directory integration

* Single Sign on Implementation

* Checks if SSO is installed properly or not

Objective:

» This practical lab will explain Single Sign on Configuration with Active
Directory. After the Setup, there is no need to create any user locally on the
Cyberoam and users also need not to authenticate anywhere manually to
access the web resources.
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Lab #19 Single Sign on Implementation with Active D  irectory
(Activity #1 Pre-requisites)

Cyberoam — ADS integration feature allows Cyberoam to map the users and groups
from Active Directory for the purpose of authentication.

¢ NetBIOS Domain name - CCNSPLAB

FQDN Domain name - CCNSPLAB.COM

» Search DN - DC=CCNSPLAB, DC=COM

» Active Directory Server IP address - 172.16.1.100

* Administrator Username and Password (Active Directory Domain) —
administrator/admin

* |P address of Cyberoam Interface connected to Active Directory server
Subnet
* Active Directory Groups on the Cyberoam —172.16.1.1

Determine NetBIOS Name. FODN and Search DN

On the ADS server:

* Go to Start=Programs > Administrative Tools > Active Directory Users and Computers
* Right Click the reguired domain and go to Properties tab

* Search DM will be based on the FQDMN. In the given example FODMN is ccnspLae.com  and Search DM will be
DC=CONSPLAB, DE=CONR

|<{;~;um Window _.-_|£|_
| debion  Mew | 9=

rr=e|

elitecore.com Properties

Goneral | Managed By | Gioks

NelBIOS

Domain

Mame

<2 Actrvs Dmnctoe Users a1 td ellreres com
= WocnspLap.com . \
= Tt
# [ Computars Doman nams {peWindows 20001 [CCNSPLAE
#- |2 Domain Controle
=) FoesigrSeoriyF | [hescephon
= 8 managament !
] Users
Dramamn opershion mocde: )
corksoles].
Domasn made
¥y Tochangs the doman o natre mods, chel Changs Made.
"3 memmmmfumwm
doman modes. see Hap
Lhange Mode
]
I | | - = | Bl
Hhistart| | 1 @ < |[Sactive Directory Users... Tikh  eerm
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Lab #19 Single Sign on Implementation with Active D  irectory
(Activity #2 Create ADS Groups)

Create ADS user groups
Please check Cyberoam version before you continue as this is version specific step.

All Versions below 9.5.3 build 14
Go to Group> Add Group and create all the ADS user groups

For mapping the ADS user groups with the Cyberoam user groups, create all the
ADS user groups into Cyberoam before ADS users log on to Cyberoam for the first
time. If the ADS groups are not created in Cyberoam, all the users will be assigned to
the Default group of Cyberoam.

If all the ADS user groups are created in Cyberoam before users log on to Cyberoam
then user will be automatically created in the respective group when they log on to
Cyberoam.

Version 9.5.3.14 or above

Instead of creating groups again in Cyberoam, you can import AD groups into
Cyberoam using Import Wizard. One can import groups only after integrating and
defining AD parameters into Cyberoam.
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Lab #19 Single Sign on Implementation with Active D  irectory
(Activity #3 Define Authentication Settings)

Define Authentication parameters
Go to Identity --> Authentication - Auth Settings

User Authentication process initiates, when the client tries to login with the
login credentials. Cyberoam provides an authentication mechanism where in
users registered with two different servers can be validated.

Previously, a single authentication was provided to access the firewall rules as
well as VPN connections and thus users generally belonged to only a single
server. So with multiple authentications, cyberoam allow users from two
different servers to have different authentication for Firewall rules and VPN
connections. A same server cannot be chosen as primary as well as
secondary server but two ADS or LDAP servers can be used for configuration.

Primary Server Secondary Server

Local ADS, LDAP, RADIUS

ADS Local, ADS, LDAP, RADIUS
LDAP Local, ADS, LDAP, RADIUS
RADIUS Local, ADS, LDAP, RADIUS

Auth Setfings Authentication Server

Firewall Authentication

Primary Authentication Method * [Local AD Server v]

Secondary Authentication Method [Local v]

Default Group | Open Group
Maximum Session Timeout * Minutes (Between 3-1440} %] Unlimited

Keep Alve Request For Captive Portal @ Enable ©) Disable

®

User Inactivity Timeout Minutes (Between 3-1440)

Data Transfer Threshold | 100 Bytes

VPN (IPSeci L2TP/ PPTP) Authentication

Primary VPN Authentication Method * |VPN RADWS Server v ‘

Secondary VPN Authentication Method [Local v]

SSL VPN Authentication

Primary SSL VPN Authentication Method * |Lm:a\ v ‘

Secendary S5L VPN Authentication Methed [Nons v]
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Lab #19 Single Sign on Implementation with Active D  irectory
(Activity #4 Configure Cyberoam to use Active Direc  tory)

Go to Identity - Authentication - Authentication Server - Add

Click Add to configure Active Directory parameters and Specify IP address of Active
Directory.

Edit External Server %

Server Type | Au:t'r!.re Dh’ev;tnr'_.r =

Server Name = ADS
Serverlp® 172.16.16.100
Port * 389
HetBIOS Domain * CYBEROAM

ADS Uzername * administrator

Pazsword * ( IITITT]

Integration Type * ) oose integration with Cyberoam
@ Tight integration with Cyberoam

Domain Name * c:.rbaruan:l.mm
de=cyberoam, de=com -

Search Queries *

e —

Specify TCP/IP port number in Port field. It is the port on which ADS server listens for
the authentication requests. On Cyberoam appliance, the default port for ADS traffic
is 389. If your AD server is using another port, specify port number in Port field.

Click “Test Connection” to check whether Cyberoam is able to connect to the Active
Directory or not. If Cyberoam is able to connect to the Active Directory, click Add to
save the configuration.
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Lab #19 Single Sign on Implementation with Active D  irectory
(Activity #5 Test Active Directory integration)

Open the browser and browse to http://cyberoam-1P:8090

The Cyberoam captive portal will open.

Cyberoam Cyberoam Captive Portal
You have successfully logged in
User Mame
tim@cyberoam.com
Password
_Logout
Concurrent Sessions: 3
Records per page | 10 | .. 1 of1) ..
L P e N e N = I
Andrew Clientless 172.16.16.200 2010-2-26 23:55 0.00 KB 0.00 KB 0.00K
L 10 Derec Clientless 172.16.16.221 - 2010-2-28 23:55 0.00 KB 0.00 KB 0.00K \
) 12 tim Web Client 17216110 2010-3-1 16:48 0.00 KB 0.00 KB 000K ‘\
Records per page| 10 {of1)

Username will be displayed on Identity >User > Live Users page if user is able to log
on to Cyberoam successfully.

This completes the AD configuration.
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Lab #19 Single Sign on Implementation with Active D  irectory
(Activity #6 Single Sign on Implementation)

Use the following procedure for implementing Single Sign On (SSO) for ADS if the
SSO Client is to be installed on Windows 2000, Windows XP or Windows 2003:

Download SSCyberoamAutoSetup.zip from
http://cyberoam.com/cyberoamclients.html

Create directory SSOsetup and unzip SSCyberoamAutoSetup.zip.

Following files will be extracted:
1. SSCyberoamSetup.exe

2. SSCyberoamConfigSetup.exe
3. SSCyberoamConfig.ini

4. ElitecoreAdmin.exe

5. ElitecoreRun.exe

Run ElitecoreAdmin.exe to create Admin.ini file to store the user account credentials
which has administrative rights (local administrative rights) for all desktop computers.
Administrative right is required to run SSCyberoam setup and install Client on the
user machine.

Specify username, password, and windows domain name (NetBIOS Domain Name)
from where users will log on.

This will create Admin.ini file in the SSOsetup directory.

Fd Create Administrative Privileges X
s Misina Admereritalon
Paswoid - :’_:_-____.‘H;t-{;!l'lslulr;a;r; =
S CCNSPLAB |

Admin.ini file is passed as a parameter to Elitecorerun.exe to run SS Cyberoam
setup.

Setup your configuration in SSCyberoamConfig.ini file using following syntax:

Domain Name=CCNSPLAB.COM
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Server=172.16.1.1
Domain Controller=ADS

Copy following files to “cyberoam” directory under “NETLOGON?" of the domain
controller:

1. SSCyberoamSetup.exe
SSCyberoamConfigSetup.exe
SSCyberoamConfig.ini
Admin.ini

ElitecoreRun.exe

ok wn

You can access NETLOGON directory using: W172.16.1.100\netlogon

Configure logon script

Log on script is executed every time user logs on to the local computer. Each user
could have an individual log on script or all users could share the same logon script.

Default location of logon script: NETLOGON directory

Update logon script (If logon script is already cre ated)

Edit the existing logon script by using any Text Editor and add the lines specified in
the batch at the end of the script.

Batch File:

\\172.16.1.100\netlogon\cyberoam\ElitecoreRun.exe
\\172.16.1.100\netlogon\cyberoam\Admin.ini -c
"\\172.16.1.100\netlogon\cyberoam\SSCyberoamSetup.exe"

\\172.16.1.100\netlogon\cyberoam\ElitecoreRun.exe -p
\\172.16.1.100\netlogon\cyberoam\Admin.ini -c
"\\172.16.1.100\netlogon\cyberoam\SSCyberoamConfigSetup.exe 0
\\172.16.1.100\netlogon\cyberoam\SSCyberoamConfig.ini"

If all users share the common logon script then, you need to update only the common
script else you need to update all the scripts created for each user.

Create logon script (If logon script is not already created)

Edit the above batch file in text editor and save as “cyberoam.bat” in the NETLOGON
directory

Define logon script - cyberoam.bat as a default logon script for all the users using
following method:

Log on to Cyberoam Web Admin Console

Go to User -> Migrate Users and click "User Logon Script Updation Utility" from to
download updatelogonscript.bat file
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Execute this script file from the domain controller itself or any other machine which is
part of the domain as follows: updatelogonscript.bat cyberoam.bat

Please note you will require administrative privilege to run the script

When the user logs on for the first time after the above configuration, logon script
runs SSCyberoamSetup.exe and installs Cyberoam Single Sign On Client
(Cyberoam SSO Client) on the user machine. Cyberoam will authenticate user based
on the details specified in SSCyberoamConfig.ini and Windows username.

Note:

On every log on attempt, SSCyberoamSetup.exe is exe  cuted which installs
Cyberoam SSO Client if Client is not available on u  ser machine.
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Lab #19 Single Sign on Implementation with Active D  irectory
(Activity #7 Checks if SSO is installed properly or not)

Check whether Cyberoam SSO Client is installed and configured properly from any
of the local machine.

a) Check for “Single Signin Cyberoam Client” folder from Start Programs. If client is
installed properly, Single Signin Cyberoam Client folder will be created.

g ;
&2 Google Tak
E-mmail
Mol L igb. ) AWOne ALMP Correerber (8} ]
) Feal ¥
Microsaoft word
Ackoken Acrobat 6.0 A :
Professina | S el Sghe Saonie Cyeroas
E Merosolt Excel ) Omedtiet '
D) Ursgua Tadhnokge ] !
@ﬂ-ﬂ&hﬂl ) Maoosoft Office ]
) FOF Paspword Remorver v2.5 ’
| Snaglt 7 Eddbor ) Cybewnam Chert foe Corporate "
) Googis Deshbop ¥
@ hctopad
) HTML Help Wirkshop ]
) CorelDRAW Graphics Sultw 12 ]
Al Prograns B | R ISR ¥
) Softerry LDAP Browier 2.6 L]

b) Check SSO version and server IP address from
HKEY_LOCAL_MACHINE/SOFTWARE/eLitecore/Cyberoam of the registry of the

local machine.

£ Reghiry Editor

Bl Edt e Fpodte belb
# ] collan wfteare gadiy s ] Tvoe Dt

&5 Owifort s F— RS2 /ﬁ-_rh\
L] Ctree Dt Cortroles  BEG S s

% 8 e Sioomanhme  ®EeS CCNSPLAB.COT
- T B retet REG_DwORD dhdR00n0a] (1)
! _|WH'-P*W e apgfr } 172.16.1.1
# ] e Dt sitband Gndik
# ] Cybernam
# O Cypre Solipavd
= ) witeore
i 120 Cybornam

& £ NI i e ]
iy ConpateFEEY LDCRL PACHINESOR TWasRE sl BcooriCyber namiSS 0 athentication ClentPrelerences
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Lab #20 Customise Cyberoam Captive Portal

Lab Activities:
« How to Customise the page
Objective:
e This practical lab will explain you the customization of HTTP Client login

page.

Lab #20 Customise Cyberoam Captive Portal
(Activity #1 How to Customise the login page)

Cyberoam provides flexibility to customise the HTTP Client Login page. This page
can include your organisation name and logo.

Cyberoam has included a fully integrated Template Editor to design the page. It
supports numerous placement and arrangement options for each field and a
provision to add a personalized message or inserting logo or any other image.

Cyberoam also supports Customised page in languages other than English.

Cyberoam provides a default template that can be modified to customise the HTTP
Client login page.

Go to System -- > Options -- > Captive Portal

Before Editing:

[ pashboard @ Wizard [=|Reports Cun:nle‘ © Q@ @‘ Logout(F)

Cybe?oam- e

Unifed Thves Management

CR50ia
10.00.0121

Al
Oz0%=% ,
|| Fomat | [[-] Font | [-] s Fi%-&-i®

Cybgom Cyberoam Captive Portal

User Name

Password

Login

FIREWALL

E’é VPN

S sswen

5 ws

E7 weRTER

@ APPLICATION FILTER
(;" M

ok QoS

& ANTIVIRUS

b anmsoam
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)
: el
Z
¥ 5]

After Editing:

[ Dashboard @D Wizard =] Reports Conxuh| ©Q @‘ Logouti®)

Cybg)am-

Messages Captive Portal User Portal

Unfiod Thres Hamsgement
'CR50ia |
10.00.0121
[ svstem Welcome to CCNSP labs
sration User Name
Password

IDENTITY

]
oy
&
L
o
%
% s
Ld
bt
)
i
%

£
E

WEB FILTER
APPLICATION FILTER

gz

o (Aos ] [eset]
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Module 7: Content Filter

Cyberoam am Certified Network & Security Professional (CCNSP)

Module 7: Content Filter

Agenda:
« Basics of Content Filter
* Cyberoam Content Filter Features
 Content Filter Categories
» Content Filter Policies
e Custom Category
» Custom Denied Message
» Upgrade
*Safe Search capability to filter Adult Content

www.cyberoam.com ¥ Copyright © 2008 Elitecore Technologies Ltd. Al rights reserved. Privacy Policy

Cyberoam Unified Threat Management

Basics of Content Filter

AR
\ \

L

W\

A\
\

www.cyberoam.com &) Copyright © 2005 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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Basics of Content Filter

In today’s competitive business, everyone relies on the Web for access to information
and resources. As the Web is continuously and increasingly being used as a source
of variety of attacks, using rapidly evolving and dynamic interactive web applications,
enterprises face heavy financial damage as it leads to entry of viruses, malware,
worms, Trojans, spyware, and more through malicious websites. Phishing, pharming
and spyware may lead to theft of passwords, identity theft and loss of other
confidential information. Indiscriminate Internet surfing by internal users leaves
enterprises vulnerable to legal liabilities, besides loss of productivity. Unrestricted use
of file-sharing applications like IM and P2P and multimedia downloads cause risk of
data loss or leakage as well as bandwidth choking, draining the enterprise resources.
The answer to this is a Comprehensive Content Filtering Solution that determines
what content will be available on a particular machine or network. The motive is
often to prevent persons from viewing content which the computer’s owner(s) or the
authorities may consider objectionable. This results in increased productivity of the
employees, prevents loss of confidential data and reduce legal liabilities for the
business.
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Module 7: Content Filter

Web and Application Filtering Features
=Database of millions of sites in 82+ categories
=Blocks phishing, pharming, spyware URLs
=Data Leakage Prevention (HTTP upload control & reporting)

= Block & Control Applications such as P2P, Streaming, Videos/Flash

= Local Content Filter Database to reduces latency and dependence

on network connectivity.

www.cyberoam.com ¥ Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

Cyberoam Content Filter Features

The web content filtering solution offered by Cyberoam is based on a combination of
categories, keywords, URLs, domain names and file types, making it a
comprehensive filtering mechanism. Cyberoam Content Filtering is Checkmark
certified service. It offers comprehensive protection to enterprises against spyware,
pharming, phishing, malicious site content and much more with its internet content
filtering solution. Cyberoam’s internet content filtering solution plays a critical role in
ensuring CIPA certification to school districts and libraries.

Comprehensive Site Database

Cyberoam delivers dependable content filtering through WebCat, Cyberoam’s web
Categorisation engine. With a comprehensive database of millions of region-specific
popular sites across the globe, grouped in 82+ categories, it delivers great
dependability. The comprehensive database ensures the safety and security of
minors’ online, supporting CIPA compliance for schools and libraries.

HTTPS URL Filtering

Cyberoam can also control access to websites hosted over HTTPS by categorising
the domain names using the comprehensive website database. This feature helps
the administrator to block access to unauthorised and unsafe websites like
anonymous proxies and malware hosting websites, hosted over HTTPS.
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Granular Control

Cyberoam breaks free from static IP-based and blanket policies with its granular,
user-identity based policy capabilities to apply pre-defined surfing policies to any
user, anywhere in the network. Enterprises can define and apply user, group and
application based policies by hierarchy, department or any combination with access
restriction to certain sites during specific time of the day.

Application Filtering

Cyberoam'’s surfing security extends beyond standard web traffic to include
applications like IMs (Instant Messaging) including Yahoo, MSN, AOL, Skype as well
as P2P (peer to peer) exchanges. It offers a complete view and user based controls
to match the dynamic threat scenario.

Cyberoam Unified Threat Management

Content Filter Categories

Categories database consists of three types of

categories:

*  Web Category : Grouping of domains &
keywords

* File Type Category : Grouping of file extensions

*  Application Protocol : Grouping of protocols

www.cyberoam.com ) Copyright © 2005 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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Web Filter Categories

Web Filter in Cyberoam consists of two categories: Web Category and File Type
Category. Both category types have default categories defined, and we can create

Custom categories as well.

Web Category

Web category is a group of Domains and URL keywords used for Internet site
filtering. Cyberoam has 82+ default categories enabling to filter more than 40 million
URLs. Each category is grouped according to the type of sites.

The below screen shot displays the default categories:

To see default web categories, go to Web Filter > Categories

Records per page | 20 E| i v Gl

n—
Custom Productive
Ll custom Custom Productive ‘\ ﬁ
Ll fest Custom Productive L]
Ll ALLWebTraffic Default Neutral %
I | Activex Default Mon Working LY
L1 AduttContent Default UnHeafthy \
Ll  Advertisements Default Mon Working %
Ll AlcoholandTobacco Default MNon Working i!
[ | Applets Defautt Mon Working LS
Ll  ArtsAndHistory Default Mon Working LY
Ll  Astrology Defaut Mon Working LY
Ll  AudioSearch Default Hon Working LY
=l  Biogs Default Hon Working LY
Ll BusinessAndEconomy Default Neutral LY
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i e A ety

Furthermore, each category is classified into four types specifying whether the
categories are considered as:

* Productive

¢ Non Working
* Neutral

¢ Unhealthy

This classification can be modified according to the nature of business, as shown
below:

Edit Web Category ®
Hame * AdultContent
Classification*  :UnHeatthy i=|
Productive
QoS Policy Non Working
Neutral
Advanced Settings ﬁ i
e A1
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File Type Category

File type category is a grouping of file extensions. Cyberoam has default categories
that categorised most commonly used file types:

* Audio Files

* Dynamic Files

» Executable Files
¢ Image Files

* Video Files
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Application Filter

Application Filter menu in Cyberoam allows to configure and manage filtering on
various applications. The traffic coming from the web is filtered by various policies
and categories.

Below is how the default application protocol categories look like:

Go to Application Filter - Category

File Transfer File Transfer

Gaming Gamig

‘General Internet General Internet

" Instant Messengers

Internet Protocol Internet Protocol

Network Services Network Services

P2p F2P

Proxy Proxy

Remote Access Remote Access

Streaming Media Streaming Media

VoP Vo
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Content Filter Policies: Web Filter, Application Fi Iter & IM

*  Web Filter Policy controls user’s web access. It specifies which user has
access to which sites and allows defining powerful security policies based on
almost limitless policy parameters like:

Individual users, Groups of users, Time of day, Location/Port/Protocol
type, Content type, Bandwidth usage (for audio, video and streaming content)

* Application Filter Policy controls user’s application access. It specifies which
user has access to which applications and allows defining powerful security
policies based on almost limitless policy parameters like:

Individual users, Groups of users, Time of day

« IM (Instant Messaging) allows to configure and manage restrictions on
instant messaging services provided by the Yahoo and MSN messengers.
The traffic coming from the web in form of files and chat is filtered by various
rules and content filtering strategies. You can add an IM contact or IM contact
group for configuring rules.

You can edit the existing default policies to add more categories, remove / change
the behaviour of existing ones, turn off/on the reporting and also check for HTTPS
access. To edit the existing policies, you need to create a new policy and use the
existing default policy as template, as shown below:

Add Web Filter Policy

Name | NewCorporatePolicy
I Template Qen gral (;Dr_pnrate PDI\cy E[ I
(¥l Enable Reporting
|¥| Enable certificate based categorization for HTTPS.
Download File Size Restriction® 0 MB (Enter 0 for No Restriction)
Description 'Edrtrﬁgm'e exisﬁngdefau& pn\icy|
Lo
n—
L1 | Porn All The Time: Deny
[ | Hudity Web All The Time Deny
Ll | AdultContent Web All The Time Deny
L1  URLTranslationSites Web All The Time: Deny
Ll | Drugs Web Al The Time: Deny
Ll  CrimeandSuicide Web All The Time: Deny
Ll  Gambing Web All The Time Deny
Ll MiltancyandExtremist Web Al The Time: Deny

Records perpage (20 [w] [edfc] Coft) B

(ada] [peiete
S I N S
Ll Alow All Allow Enabled Allow all Internet Access
Ll Denyan Deny. Enabled Deny Internet Access \
il cea Aliow Enabled Internet Access Policy for Children’s Internet Protection Act "‘
||  General Corporate Policy Allow Enabled This is 8 standard security policy for corporates 3y
]  cchsPweb Allow Enabled 9, @
Ll MNewCorporatePolicy Allow Enabled Editing the existing default policy. % W
Records per page | 20 toft) Bl

Now, you can add/remove the categories by editing the new policy.
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Cyberoam has the flexibility to create custom Web Filter Policy to be applied to users
or group of users. While creating a custom policy, you can either use an existing
policy as a template or start from a blank policy as shown below:

The policy type defines the default action for the policy. You can enable / disable
HTTPS blocking and reporting for the policy.

Once you create the policy, you will be shown the below screen to add categories to
the policy.

On clicking “Add”, all the categories will be listed to be selected for the policy. You
also need to select the action for each category — either “Allow” or “Deny” along with
the schedule:

CCNSP Guide Page 244



|
&
 :

| e}
; el
1 7
o

Cyberoam Certified Network & Security Professional

Custom Category

For the URLs and file extensions not listed under the default database, you can
create custom web category to include the URLs and custom file type category to
include file extensions that needs to be blocked.

Web Filter - Category -> Add

Add Web Category ®

‘ Name * ':CCNSPCLrstDm

| Classification* | Neutral

| QoSPolicy | None

Dt = >~ (o] ks (o

| ipc.org = international =

| yahoo.co.uk = yahoo mail [=]
cyberoam.com =] cyberoam [=]

‘ Advanced Settings ﬁ |

With custom web category, you can block domain names and URL containing the
keywords defined in the category. The keyword has higher priority over domain
names. Also, if you add a domain name already present in an existing category,
custom category will take priority over the default one. The search URL feature is
used to know if an URL is already present in any category.

File Type Category

For custom file type applications, file extensions can be added by creating a new
custom file type category.

Objects -> File Type - Add

FileTypeCategoryEdit.AddTitle =

FileTyvpeCategoryEdit MName* DatFiles

dat
FileTvpeCategorvEdit FileExtensions*

FileTypeCategoryEdit FileExtensionHslgp
For DAT files
FileTypeCategoryvEdit . Description
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Safe Search capability to filter Adult Content

As soon as enabled, web sites containing pornography and explicit sexual content
are blocked from the Google and Yahoo search results. This will be applicable only
when access to Porn, Adult Content and Nudity categories is denied in Internet
Access policy.

Go to Web Filter - Settings

Enabling this option would enforce safe search in search engines when Porn, AdulContent and Nudtty categories are denied in Intemnat

Enforce Safe Search (¥
Access Policy

On Enabling this option Cyberoam would protect users against pharming by re-resolving the domain name of the website using the DNS

=l
Enable Pharming Protection L] configured on the appliance
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Cyberoam Unified Threat Management

Content Filter Upgrade

www.cyberoam.com {3 Copyright © 2005 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
Cyberoam Unified Threat Management

Upgrade:

The Web Category database is automatically updated twice a
week. The latest database version can be checked with the
Cyberoam Security Center website at http://csc.cyberoam.com.

Upgrade Methods:

=  Auto Upgrade

L] Manual Upgrade through CLI

=  Manual Comprehensive Upgrade through CLI

www.cyberoam.com ) Copyright © 2005 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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Upgrade

The Web Category database is automatically updated everyday for models CR25ia
to CR1500i and twice a week for CR15i. The latest database version can be
checked with the Cyberoam Security Centre website at http://csc.cyberoam.com.

File Edit  Miew History Bookmarks Tools  Help

&

] '@ ‘El http:ffesc.cybernam. comjcyberoamsupportfwebpagesfcommon/cschomepage. jsp

Elb) G =

E Latest Headlines ’ Getting Started

aboForm - |3arth

Real-time Dutbreak monitor =

Monitar real-time Spam outbreak across
the globe

Recent Spam Outbreak monitor 31
et
Top 10 Spam-sending domains 3

Il-!-q

Top Spam-sending countries E

‘Wiewve statistics on the spam outbreak in
the last 100 Days

Kniow the top 10 damains listed For
sending out spam

Weh Categorization & version Information

To submit @ website for categorization or to know the  Cyberoam
site category, please click here Version: 9.5.4,60
More 3| Release Dabsrfre0g,

&b Category Database
CR25i

Database Yersion: 1.1.0.7
Release Date:Aug 18, 2008
CR50i - CR1500i
Qatabase Yersion: 1.0.0.255
ase Date:aug 21, 2008

B Submit Spam & False positives

To report False positives or false negatives in spam,
please dlick here

More 31

B Online File Scanner
IDP Signatures

Version: 2.4.16

Release Date: Aug 06, 2008

Stan a suspicious filz you have downloaded from the
Inkernet, please dick here

Check the top 10 countries known Far
SIS UK S0n 12:09 | Indis: 500 23:38  Perth: Man O

e
:}fwebcatupgrade. cyberoam, comjdocuments/uparade cyberoam. webcat
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You can also manually upgrade the Webcat database through the CLI Option 5 >
Option 7.

Cybercam Corporate Version CRS0ia_WP01_10_00_0121.. buld
Main Menu

Network Configuration
System Configuration
Route Configuration
Cyberoam Console
Cyberoam Management
Upgrade Firmware
Bandwidth Monitor

VPN Management
Shutdown/Reboot Cyberoam
Exit

F:'ﬂ_ﬁﬂ‘-.lﬂlm-hl.dl‘dl—l

Select Menu Number [0-9]: I

Cybercam Corporate Version CRG0ia.WPO1_10 00 0121.. build
Cyberoam Management

Reset Management Password
Remove Firewall Rules
Download Backup
Restore Backup
Check and Upgrade Cyberoam New Version
Cyberoam Auto Uparade Status
Check and Upgrade Webcat Latest Database
Check and Upgrade to Latest IPS Signatures
Reset to Factory Defaults

. Custom Menu
Exit

Saom~mn bwN e

Select Menu Number [0-11]: l

A manual comprehensive upgrade is also available through Cyberoam GUI. This will
allow you to upgrade Webcat directly to the latest version.

For example, if the latest released Webcat version is 1.0.0.255 and current Webcat
version in your Cyberoam is 1.0.0.42, then with this upgrade you will be able to
directly upgrade to the latest version 1.0.0.255 instead of upgrading each
intermediate version individually.
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The procedure is:

1. Download Upgrade from CSC website: http://csc.cyberoam.com

2. Upload upgrade file from Web Console
Log on to Cyberoam Web Console
Go to Help>Upload Upgrade
Upload the above downloaded file
Log out from Web Console

Categories
Rolicies

Group

User

Anti Vieus

Anti Spam
Traffic Discovery

Reports

Help

\Web Category Database

CR15i - CR25i
Database Version: 1.1.0.112
Release Date:Febk 26, 2010

CRA0i - CR1500i
Database Version: 1.0.0.516
Release Date:Feb 27, 2010

Upload Upgrade

Uplsad upiorade for new versian
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3. Upgrade from Telnet Console
Log on to Telnet Console

Select Option 6 Upgrade Version and press ‘y’ followed by ‘1'.
Successful message will be displayed if Engine is upgraded
successfully

Log out from Telnet Console

BN Telnet 75.150.64.169 ;!E x|

Cyberoam Corporate UVersion 2.5.4 build 72
Main Menu

Restart Management Services
Metwork Configuration
Suzten Conf iguration
Route Conf iguration
Cyberoam Console
Cuhawosam Management
Upgrade Uersion
Bamdwidcir foiitor

UPH Management
Shutdown-Rehoot Cuyheroam
Exit

Select Menu MNumber [B-21: 6

Upgrade Cyberoam to Latest Uersion (ysn>: Mo (Enter> > y

B Telnet 75.150.64.169 ;!Ei!

Cuberoam Corporate Uersion 2.5.4 build 72

Upgrade from :
1. Uploaded Upgrade
. CDERON

8. Exit
Zelect Menu Mumber [6-21: 1

M

IM (Instant Messaging) allows to configure and manage restrictions on instant
messaging services provided by the Yahoo and MSN messengers. The traffic coming
from the web in form of files and chat is filtered by various rules and content filtering
strategies. You can add an IM contact or IM contact group for configuring rules.

*|M Contact
*|M Rules
*Content Filter
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IM Contact

IM Contact is used to register various Yahoo and MSN messaging application users.
A Contact can be created for a user having access any of the two IM applications.
Along with the contacts, IM Contact Groups can also be created. Once the users are
registered, various IM rules can be created for monitoring them. The rules can be set
on groups as well as users individually.

*|M Contact
*|M Contact Group

IM
IM = IM Contact=> Add

Add IM Contact x

Protocol® ) yahoo @ MSN

I User Mame* el'rt&u:qrg.t&u:hﬂ-i@!:r.r&._curf £.q. jacki@vahoo.com

M Group | Select Group v |

Protocol: Select the application used for instant messaging.

Available Options: Yahoo or MSN

IM Username: Username to identify the IM contact. The username can either be an
email address or name of the user.

IM Group: Select the IM group to which the IM contact will be assigned.

Records perpage| 20 [w] [ed[x] (1ol [33]
I S
LI | SN eltecore.tech84@live.com ‘\ W
@ W Records perpage 20 [w] [edl] (1ofh) (3]

To manage IM contact groups, go to IM — IM Contact — IM Contact Group.
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Add IM Contact Group ®
Group Mame*® C.hatte_rs.

IM Contact List Selected IM Contact

{2

L eltecore techB4@live.com ,a andrew smith{@hotmail.com

L| nancy_2Z@yahoo.com f:g.::;jessica@:yahuu.cum

Select M Contact”
| andrew.smithi@hotmail.con

¥| jessica@yahoo.com

Description

IM Rules

IM Rule controls user’s instant messaging access. It specifies which users have
access to IM applications. Individual rules for Conversation (chats), File Transfer,
Webcam access and Login can be defined based on parameters like:

* One-to-One Conversation — One-to-One conversations can be
allowed/denied between individual contacts or contacts within groups.

e Group Conversation — Group conversations between multiple users can be
allowed/denied between individual contacts or contacts within groups.

e Content Filtering
e Virus Scanning

e Archiving

* Maintaining Logs

Allow/deny access can be set for an IM contact or entire IM contact group, or even
normal users or user groups. For example, you can define a rule that blocks access
to all one-to-one conversations between an IM contact group and a user group.

If IM access between contacts is restricted by configuring rules, an access restriction
message is displayed in the conversation window.

Conversation
*File Transfer
*Webcam

eLogin
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Add Conversation Rule

Between User / IM contact * | Any ¥ | And |eltecore techB4@iiv... ¥ |
One to-One Conversation * ) aow @ Deny
Group Conversation * @ Aligw O Deny

Content Filter * [«| Enable

Logging * #| Enable

Logging Level * | FullData = |

FullData

Between User / IM Contact : Select the Participants between whom the
Conversation Rule is to be defined.

Available Options:

IM Contact

IM Contact Group
User

User Group

You can also add above contacts from the Add Conversation Rule Page itself.

One-to-One Conversation: Specify Action for the one-to-one conversation - Allow OR
Deny

Group Conversation: Specify Action for the group conversation or chat - Allow OR
Deny

Content Filter: Enable Content Filtering,
Logging: Enable Logging, if the log has to be maintained for the conversation.

If logging is enabled, the logs can be viewed from Logs & Reports — Event Viewer.
Select ‘Conversation’ from ‘Event Modules’ list

Logging Level: Select the Logging Level if the Logging is enabled.
Available Options:

e Full Data — Full Data contains the entire information about conversation
including the content of the chat, the Login time, logout time. Name of User or
Groups between whom the conversation happened and duration of the
conversation.

* Meta Data — Meta Data contains the information about the Login time, logout
time. Name of User or Groups between whom the conversation happened
and duration of the conversation.
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Conversation 7 File Transfer Webcam i
(aca)
I S N S T A
| | eltecore tech84@iive com Any Allmw on MetaData LS ﬁﬁ

| Ll Any Any Allow off FullData LS |

[Dstmut ]

IM Rules: File Transfer

« File Transfer page allows to configure and manage file transfer rules between
any of the two identities. The files transfers between these two identities is
monitored and logged.

» Iffile transfer access between contacts is restricted and contact tries to
transfer a file, an access restriction message is displayed in the conversation
window.

Go to IM — IM Rules — File Transfer

Add File Transfer Rule

Between User / IM contact * |nan5.‘,r@yahuu.cu.uk ¥ | And |jﬂck smith@yahoo. com¥ |

Action * ® alow ) Deny
Virus Scanning * #| Enable
Archiving * ¥| Enable
Logging * | Enable

Logging Level * Fulll:ata El

oK |

Virus Scanning: Enable Virus Scanning, if the file transferred between contacts is to
be scanned.

Archiving: Enable Archiving, if the files are to be archived for further information.
Logging: Enable Logging, if the log has to be maintained for the transfer of files.

If logging is enabled, the logs can be viewed from Logs & Reports — Event Viewer.
Select ‘File Transfer’ from ‘Event Modules’ list

Logging Level: Select the Logging Level if the Logging is enabled.

Available Options:

Full Data — Full Data contains the entire information about conversation including the
content of the chat, the Login time, logout time. Name of User or Groups between
whom the conversation happened and duration of the conversation.

Meta Data — Meta Data contains the information about the File Transferred including

Login time, logout time, file transfer action defined and name of User or Groups
between whom the file transfer happened.
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Ll  eltecore techB4@live.com Deny FullData

‘L_.I Any Any Allow off off off FullData i\ ‘

(sa) (Deee) Default Rule

IM Rules: Webcam

« Webcam page allows to configure and manage webcam rules between any of
the two identities.

« If video conversation access between contacts is restricted and the contact
tries to use the webcam, an access restriction message is displayed in the
conversation window.

Go to IM = IM Rules »> Webcam

Add Webcam Rule

Between User /IM contact® | Any ¥ | And |jack smith@yahoo.cond¥ |

Webcam * ) Allow @ Deny
Logging * |¥*| Enable

Logging Level * | Full>ata E[

Once the rule is created, it can be view as per below screen:

n
LI | jack_smith@yahoo.com nansy@yahoo.co.uk FullData

| Ll Any Any Allow off FullData \ ‘
(asa) Default Rule

e Login page allows you to configure and manage login rules for IM Contact, IM
Contact Group, User and User Group.

Go to IM = IM Rules = Login

User/IM contact® | Contact v|

Login * ' Allow @ Deny
Logging * || Enable
Logging Level ® | Fulbata E

Privacy Disclaimer * [_| Enable

(oc) (camel]
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I AN
] jack_smith@yahoo.com Allow % @
[l Any other MSN Contacts Deny %
[l | Any other Yahoo Contacts Deny 9
Default Rules

IM Content Filter

« Content Filtering feature in Cyberoam is applied to Instant Messaging
applications wherein content can be removed from the conversation if
encountered.

« Content Filter page allows you specify list of keywords and regular
expressions to be blocked, if encountered in any of the chat conversation.
These configured keywords are removed and an error message is displayed
for the same.

Go to IM = Content Filter

Content Filter

L |

RegEx Settings

RegEx List for Content Filter n

Secret =
Football [=

]

Keyword Seftings.

Keyword List for Content Filter n

Email ID =]
Password =]
Sex 2

(avpty

RegEXx Settings : Specify Regular Expressions to be removed from the IM
applications

You can add multiple regular expressions. Click Add icon | * to add more
expressions and remove icon = to delete expressions.

Keyword Settings : Specify Keywords to be removed from the IM applications

You can add multiple keywords. Click Add icon ' *to add more keywords and remove
icon | =to delete keywords.
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Applying the IM scanning on Firewall rule:

« After the IM Contacts, Rules and Content Filter are configured, we need to
enable IM Scanning on the Firewall rule, so that all the messeging
applications’ traffic is scanned.

Advance Setiings. (Security Policies, 0035, Routing Policy, Log Traffic)

Security Policies
Web Filter | Select Web Fiter Policy v| &
Application Filter | Select Application Fiter Policy v| &
IPs | Select IPS Policy v]

IM Scanning [w| Enable

AV & AS Scanning ] SMTP[] POP3 [ | MAP[ | FTP[##| HTTP
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Module 8: Gateway Anti-Virus / Anti-Spam

Cyberoam Unified Threat Management

S

/1 Gateway Anti-Virus / Anti-Spam

www.cyberoam.com & Copyright © 2005 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

Agenda:

e Gateway Anti-Virus Features

e Basics of Virus / Spyware / Malware / Phishing
¢ Web Anti-Virus Configuration

e Mail Anti-Virus Configuration

e FTP Anti-Virus Configuration

* Gateway Anti-Spam Features

* Basics of Spam

e Basics of Anti-Spam Technologies
e Cyberoam RPD Technology

e Anti-Spam Policies

* Anti-Spam Rules

e Upgrade

* Reports
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Cyberoam Unified Threat Management

Gateway Anti- Virus Features

* Comprehensive & up-to-date
Emayy virus protection over

all protocols
Frp
¥ | -

ypload

ﬁ Down'mad

= Scans WEB, FTP, Pop3, SMTP & IMAP traffic

» Self-service quarantine area

» Signature update ever 30 Mins

» |dentity-based HTTP virus reports

= Disclaimer Addition to outbound emails

» Spyware and other malware protection including “Phishing” emails
» Block attachment based on Extensions (exe, .bat, .wav etc)

www.cyberoam.com &) Copyright © 2005 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

Gateway Anti-Virus Features

Cyberoam Anti Virus is a part of unified solution and along with Anti Spam and IPS
(Intrusion Prevention System), provides real time virus scanning that protects alll
network nodes — workstations, files servers, mail system from known and unknown
attacks by worms and viruses, Trojan, Spy ware, AD Ware, spam, hackers and all
other cyber threats.

Cyberoam Gateway Anti Virus provides a powerful tool for scanning and detecting
infection and spam in the mail traffic (SMTP, POP3, and IMAP) as well as web
(HTTP) traffic that passes through Cyberoam. Cyberoam UTM has an OEM with
Kaspersky Labs and it uses Kaspersky’'s Gateway AV

It guards users against infected messages, and delivers only the clean or disinfected
messages, along with information on scanning results for every message. Additional
filtration of messages from configured IP address and URL decreases the load on the
server when scanning email traffic for viruses.
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Cyberoam Anti Virus scans:

« HTTP
- FTP

. SMTP
- POP3
« IMAP

Cyberoam Anti Virus allows to:

¢ Scan email messages for viruses

» Detect infected, suspicious, and password-protected attachments and
message

e Stop users from sending/receiving messages with any type of attachments

» Perform anti-virus processing of infection revealed in email messages by
scanning

« Define policies to take appropriate action based on the protocol i.e. define
action policy on how to handle for SMTP, POP3, FTP traffic and HTTP traffic
if infection is detected

* Notify senders, recipients, and the administrator about messages containing
infected, suspicious, or password protected attachments

« Quarantine messages - Quarantine feature allows to isolate and move
infected and suspicious mails in a quarantine directory defined by a network
administrator.

e Customise the anti virus protection of incoming and outgoing e-mail
messages by defining scan policies.

¢ Cyberoam Gate way Anti Virus is fully compatible with all the mail systems
and therefore can be easily integrated into the existing network.
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Cyberoam Unified Threat Management

Basics

« Virus

* Spyware
* Malware
« Phishing

www.cyberoam.com 4% Copyright © 2005 Elitecore Tect ies Ltd. All rights d. Privacy Policy
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Basics of Virus / Spyware / Malware / Phishing

Virus is a self-replicating malicious code that spreads by attaching itself to an
application program, any executable system component, or documents and leaves
no obvious signs of its presence. Viruses are hard to detect, easy to propagate, and
difficult to remove.

With the number of computer users growing and the exchange of information via the
Internet and email increases in volume, virus scares are becoming an almost
everyday occurrence. Real mass attacks have become common place, and the
consequences are serious, resulting in financial loss for individuals and corporations
alike.

The number of threats and frequency and speed of attacks is increasing every day.
Antivirus protection is therefore a priority for anyone who uses a computer.

Although viruses are transmitted mainly through emails or attachments to an e-mail
note and Internet download, a diskette or CD can also be a source of infection.
Therefore, the task of comprehensive protection against potential threats now
extends beyond simple regular virus scans to real time anti virus protection.

CCNSP Guide Page 263



Cyberoam Certified Network & Security Professional _

Spyware is computer software that is installed surreptitiously on a personal computer
to intercept or take partial control over the user's interaction with the computer,
without the user's informed consent.

Spyware programs can collect various types of personal information, such as Internet
surfing habit, sites that have been visited, but can also interfere with user control of
the computer in other ways, such as installing additional software, redirecting Web
browser activity, accessing websites blindly that will cause more harmful viruses, or
diverting advertising revenue to a third party. Spyware can even change computer
settings, resulting in slow connection speeds, different home pages, and loss of
Internet or other programs. In an attempt to increase the understanding of Spyware,
a more formal classification of its included software types is captured under the term
privacy-invasive software.

In response to the emergence of Spyware, a small industry has sprung up dealing in
Anti-Spyware software. Running Anti-Spyware software has become a widely
recognised element of computer security best practices for Microsoft Windows
desktop computers. A number of jurisdictions have passed anti-Spyware laws, which
usually target any software that is surreptitiously installed to control a user's
computer.

Malware , also known as “Malicious Software”, is software designed to infiltrate or
damage a computer system without the owner's informed consent. The term is a
combination of the words malicious and software . The expression is a general term
used by computer professionals to mean a variety of forms of hostile, intrusive, or
annoying software or program code. Software is considered Malware based on the
perceived intent of the creator rather than any particular features. Malware includes
computer viruses, worms, Trojan horses, most root kits, Spyware, dishonest adware,
and other malicious and unwanted software

In computing, Phishing is the criminally fraudulent process of attempting to acquire
sensitive information such as usernames, passwords and credit card details, by
masquerading as a trustworthy entity in an electronic communication.
Communications purporting to be from Pay Pal, eBay, Youtube or online banks are
commonly used to lure the unsuspecting. Phishing is typically carried out by e-mail or
instant messaging, and it often directs users to enter details at a website. Phishing is
an example of social engineering techniques used to fool users. Attempts to deal with
the growing number of reported Phishing incidents include legislation, user training,
public awareness, and technical security measures.

Anti Virus General Configuration
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Configuration I SMTP Scanning Rules POP/IMAP Scanning Rules Address Group

SMTP Mails greater than size* 1024 KB should not be scanned. Enter 0 for defaut size restriction of 51200 KB
SMTP Oversize mait ) accept @ Reject @ orop
POP3 / IMAP Mails greater than size* | 1024 KB should not be scanned, Enter 0 for defaut size restriction of 10240 K8
Administrator Email Address*® admm@r_‘ybgruam.cum

From Email Address’ cyberite@cyberoam.com

Add Signature to all Emails

The anti virus general configuration page displays the Anti Virus Engine status, the
Anti Virus definitions data base version installed and being used. It also displays the
date when it was last updated. Cyberoam detects viruses and disinfects using the
antivirus definition database that contains definitions of all currently known viruses. It
is extremely important to update your anti-virus definition database periodically
because new viruses appear every day. By default, database updates are
automatically downloaded and installed on your computer every 30 minutes.

Under the Notifications Settings option you can specify email address which will be
used to send the action notification messages to mail receiver/sender along with the
administrator email address and Mail Server IP/Port Number which would be used by
the Cyberoam relay emails.

The File Size Restriction option specifies maximum size (in KB) of the file to be
scanned. Files exceeding this size received through SMTP will not be scanned. Also
specify the action to be taken on oversize files. If ‘Accept’ action is specified, all the
oversize mails will be forwarded to the recipient without scanning.

The “POP3 and IMAP Mails Greater than size ” specifies the maximum size (in KB)
of the file to be scanned. Files exceeding this size received through POP3/IMAP will
not be scanned and forwarded to the recipient without scanning.

The “Add Signature to outgoing emails " option helps to add a signature or
disclaimer at the end of each outgoing email message. Please refer screens hot
below:

NOTE: While anti-virus settings can be configured for system-wide use, they can also
be implemented with specific settings on a per user basis. The firewall module on
Cyberoam is used to enabling AV and AS scanning for particular traffic.
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Web Anti-Virus Configuration

Cyberoam Unified Threat Management

How does Cyberoam HTTP AV work?

Blocks all virus infected files being downloaded

Cyberoam Virus Definition includes
- Viruses
- Worms
- Trojans & Spyware
- Hacker Utilities
- Malware

How does it help?
- Blocks spyware not only from spyware sites but also
from innocent sites
- Malware being stopped at gateway level

4F) Copyright © 2005 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

www.cyberoam.com

Cyberoam Unified Threat Management

HTTP Configuration

Two Modes of Scanning

¢« Batch Mode

, J
f * ¢ Real Time Mode
A

43 Copyright © 2005 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

www.cyberoam.com
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Cyberoam can be configured for real time or batch mode scanning for HTTP traffic.
Anti virus scan modes can be defined on the Cyberoam (i.e. real time or batch mode
scanning for HTTP traffic). In batch mode virus scanning will start only after the
complete file is downloaded. This would mean that large files would take some time
to scan. Thus, configuring in real mode is the best option you have while
downloading bulky files.

You can configure the maximum file size that can be buffered to the memory for
scanning. This will also prevent the unintentional download of virus file hidden in the
fragmented files.

By default, Cyberoam will not scan any HTTP traffic (i.e. you have to enable HTTP
traffic scanning by defining HTTP rule). Define HTTP rule specifying from which
source and destination IP address HTTP traffic should not be allowed to pass without
scanning. If virus scanning is enabled and viruses detected, receiver will receive a
notifying message as shown below.

Cyberoam Anti virus Alert

The URL you are trying to access has been blocked as it contains the wirus "Constructor. BAT BVGHH.11"

UEL . vx.netlhix.org/dl/vir/Constructor. BAT. BVGHH. 11 zip?x=13&y=17

Scan Mode* © Real Time @ Batch
File Size Threshold® 1024 KB

Audio & Video File Scanning® @ Enable © Disable

To Configure Anti Virus Scanning for HTTP, select Anti Virus -> HTTP ->
Configuration. The screen elements are described below:

Scan Mode : We can define anti virus scan modes on Cyberoam (i.e. real time or
batch mode scanning for HTTP traffic). In batch mode virus scanning will start only
after the complete file is downloaded. This would mean that large files would take
some time to scan. Thus, configuring in real mode is the best option you have while
downloading bulky files.

File Size Threshold : This option is used to specify file size threshold for Anti Virus
scanning for the HTTP protocol. Files that exceed configured threshold will not be
scanned.

(a0a) [poite]

T T S R N
- = % * Scan

[ada] [poiste ]
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Also we can define HTTP rule to scan/bypass web pages based on URLs, Source IP
and destination IP. To add an HTTP rule you've got to navigate to Anti Virus -> HTTP
-> Scanning rule. The screen that comes up is shown below:

Source IP Address *
Destination IP Address *
URL Regex.*®

Action * @ gean O Bypass

Add HTTP scanning Rule Page

In the screen above, Scanning can be enabled /bypassed based on the Source IP,
Destination IP, and URL Regex using the Rule Action drop down menu.

With HTTP scanning rules, you can customise levels of protection. For example,
while traffic between internal and external IP addresses might need strict protection,
traffic between trusted internal addresses might need moderate protection. Rules are
ordered by their priority. When the rules are applied, they are processed from the top
downwards and the first suitable rule found is applied. Hence, while adding multiple
rules, it is necessary to put strict rules before moderate and general rules.

Also the HTTP rule scanning order can be changed and Customised as per
requirement. The tabs at the bottom namely “Move up”, “Move Down”, “Update order”
are used for changing the HTTP rule scanning order.

Mail Anti-Virus Configuration

The Mail Anti-Virus Configuration can be done for three protocols on Cyberoam UTM
namely SMTP, IMAP and POP3.
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ﬁg SMTP Scan Policy

e Default SMTP policy is applicable for all SMTP traffic
defined in the Scan Rules.

-

o \

Vjﬁﬂ( ¢ Cyberoam allows you to define multiple policies for
/ i ,.)
1
-

instead of one blanket policy
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Cyberoam gives you an option to create custom scan policies along with the default
scan policy which is preconfigured on the appliance. With custom scan policy you
can define whether to quarantine the message or not, the action to be taken if a malil
is infected, whether to block the message containing a specific file type or with any
type of file attachment and finally whether to send notifications to the sender, receiver
and the administrator about the receipt of an infected message

Antivirus Configuration for SMTP (Anti Virus - Mail - SMTP)

Configuration SMTP Scanning Rules POP/IMAP Scanning Rules Address Group
Hame* \
Sender [Email Address ¥|
Recipient* | Email Address v |

Protocol SMTP

Scanning [_| Enable

Notify Sender || Quarantine [_| Notify Sender
vope [
Al 3
Block File Types® Video Files |ﬂ

Audio Files
Executable Files .

Action When Infected

Suspicious Protected Attachment
RecicverAckion Don't Deliver [=] | Don't Deliver [=] Don't Deliver [=]
Notify Administrator Don't Deliver [=] Don't Deliver [=l Don't Deliver [&]
b

As soon as you register Cyberoam Gateway Anti Virus; default SMTP policy is
applicable to all inbound and outbound email traffic. The default policy is the general
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E

policy and not fit-for-all policy and hence might not fit in your network requirement.
Cyberoam allows you to define multiple policies instead of one global policy, as per
your requirements. You can fine tune the policies as per the network requirements.

Configuration SMITP Scanning Rules POP/IMAP Scanning Rules Address Group

Records per page 20 [v] (1of1)

O e e A e N e e

Infected : Don't Deliver Infected : Don't Deliver

Ll default Any Any SMTP Enabled Disabled None Suspicious : Don't Deliver Suspicious : Don't Deliver "‘
Protected : Deliver Original Protected : Don't Deliver
) (Eem) Records perpage |20 [+ [xele] (1of 1) [5]p3)

Address Groups

To create, go to Antivirus - Mail - Address Group - Add

Create List

Hame

Group Type @ reL @ 1P Address @ Email Address / Domain

Email Addres=(s) | Domain{s)

Description

The scanning rules described above can either be applied to an individual or group of
email addresses, IP address or network (can be applied to anti spam rule only), RBL
(Real-time Black List) applied to anti spam rule only. This is done using the email
scanning rules and the email IDs, IP addresses or RBL are grouped using Address
Groups . Address group is the group of email addresses, network or IP addresses, or
RBL. When the policy is applied to the address group, policy is applied to all the
addresses included in the group.
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Email Scanning Rules

Go to Antivirus = Mail > SMTP Scanning Rules - Add

Configuration

SMTP Scanning Rules POP/IMAP Scanning Rules Address Group
Name* Cyberlite
Sender*  [Any v]
Recipient  [Any v]
Protocol* SMTP
Scanning ] Enable
Notify Sender |¥| Quarantine [w] Notify Sender
None -
|?
Block File Types* Video Files =
Audio Files
Executable Files -
Action When Infected Suspicious
Reciever Action Remove and Deliver E| Don't Deliver El
Notify Administrator Dont Deliver = Dont Deliver [=]

Configuration SMTP Scanning Rules POP/IMAP Scanning Rules

Address Group

Protected Attachment
Don't Deliver

[l
Don't Deliver El

I e P e ) e e

Reciever Action

Infected : Remove and Deliver
[ | Cyberite Any Any SHTP

Enabled Enabled All Suspicious : Don't Deliver
Protected : Don't Delfiver
Infected : Don't Deliver
|  defaut Any Any SHTP Enabled Disabled None

Suspicious : Don't Deliver
Protected * Deliver Original

) (e

Records per page| 20 [=] (1of1)

Infected : Don't Deliver

Suspicious - Dol Defiver 2
Protected : Don't Deliver

Infected : Don't Deliver

Suspicious : Don't Deliver LS
Protected : Don't Deliver

Records per page | 20 E| (1of1)

Finally scanning rules defines which scanning policy is to be applied to which pair of
sender-recipient email address i.e. map scanning policy with the email
address/address groups. Cyberoam provides the default email scanning rule which

cannot be deleted.
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Antivirus Configuration for POP3

Unified Threat Management

POP3 Scan Policy

Cyberoam

e Strips the virus infected attachment from the message

* The message body is replaced with a notification
message

* Provides an option to delete the mail from the server

www.cyberoam.com 43 Copyright © 2005 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

Cyberoam allows individual action policy for POP3, SMTP, IMAP and HTTP traffic.

POP3 policy is applied to the POP3 traffic only i.e. when the virus is detected in
POP3 traffic, POP3 policy is applied. When the message containing virus is detected,
depending on POP3 policy, Cyberoam deletes message from the POP3 server or
simply sends the notification to the receiver stating that mail was not delivered
because it was infected. POP3 configuration allows you to enable or disable the
deletion of the infected message from the POP3 server. Go to Anti Virus -> POP3 ->
Configuration to configure POP3 policy.

Below is a sample message sent to the recipient :

Subject: **VIRUS FOUND MAIL REJECTED™

Virus infected attachment(s) have been removed from this mail.
Virus Name(s): "Virus name list"
Attachment Name(s): "File names list" [From > sender name] [Date]
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Antivirus Configuration for IMAP

Unified Threat Management

IMAP Scan Policy

Cyberoam

e Strips the virus infected attachment from the message

¢ The message body is replaced with a notification
message

www.cyberoam.com 4| Copyright © 2005 Elitecore Technologies Ltd. Al rights reserved. Privacy Policy

Cyberoam allows defining the individual action policy for POP3, SMTP, IMAP and
HTTP traffic. IMAP policy is applied to the IMAP traffic only. When the message
containing virus is detected, infected message is replaced with a message notifying
the receiver that mail was not delivered because it was infected.

Below is a sample message:

Original Subject: Calculating staffing needs
Subject: “*VIRUS FOUND MAIL REJECTED**

Virus infected attachment(s) have been removed from this mail.
Virus Name(s): "Virus name list"
Attachment Name(s): "File names list" [From > sender name] [Date]
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FTP Anti-Virus Configuration

Unified Threat Management

FTP Scan Policy

Cyberoam

File Size Threshold

* Files that exceed configured threshold will not be scanned

www.cyberoam.com 4¥ | Copyright © 2005 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

Cyberoam detects a virus and removes the infected file from FTP download or from
an email message. You can configure the maximum file size for scanning.

The mails greater then the specified size will not be scanned as shown in the figure
below:

Go to Antivirus > FTP

Files greater than size® 1024 KB

(oply |
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Cyberoam Unified Threat Management

Gateway Anti-Spam

www.cyberoam.com ¥ Copyright © 2005 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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Gateway Antispam Features

Cyberoam Unified Threat Management

Gateway Anti-Spam Features

= Spam filtering with (RPD) Recurrent Pattern Detection technology
= Virus Outbreak Detection (VOD) for zero hour protection
= Self-Service quarantine area

= Content-agnostic

» Change recipients of emails —_——

= Scans SMTP, POP3, IMAP traffic
Product -B
Product - A
B'I'HERIMII RPD

blocks Spm real-time

JERRH]

We, of Gpam mails

EHRH]

SPAM ATTACK
LAUMCHED

v

Signature Updates Reloazed
Tima in hatirs

www.cyberoam.com &) Copyright © 2005 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

Gateway Anti-Spam Features

Cyberoam Anti Spam as a part of unified solution along with Anti Virus and IPS
(Intrusion Prevention System), provides real time virus and spam scanning. Anti
Spam module is an add-on module which needs to be subscribed before use.

Cyberoam Gateway Anti Spam provides you with powerful tools for scanning and
detecting spam in the e-mail traffic. Cyberoam Gateway Anti Spam inspects all
incoming emails - SMTP, POP3 and IMAP traffic - before the messages are delivered
to the receiver's mail box. If spam is detected, depending on the policy and rules set,
emails are processed and delivered to the recipient unaltered, reject and generate a
notification on the message rejection, add or change subject or change the receiver.

Cyberoam Gateway Anti Spam is fully compatible with all the mail systems and
therefore can be easily integrated into the existing network.
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Cyberoam Anti Spam allows to:

¢ Scan email messages for spamming by protocols namely SMTP, POP3 and
IMAP

« Monitor and proactively detect recurrent patterns in spam mails and combat
multi-format — text, images, HTML etc. and multi-language threats

* Monitors mails received from Domain/IP address

» Detect spam mails using RBLs.

« Accept/Reject messages based on message size and message header

e Customise protection of incoming and outgoing e-mail messages by defining
scan policies

» Set different actions for SMTP, POP and IMAP spam mails

* Configure action for individual email address

* Notify receivers about spam messages

Basics of Spam

Cyberoam

Unified Threat Management

What is Spam ?

Spam refers to unsolicited, unwanted, inappropriate bulk email.

Why Anti Spam?

e Eats up a lot of network bandwidth.
« Affects employee productivity.

* Becomes a nuisance sometimes.

e Deletion of spam is a time consuming task.

Anti spam protection is therefore a priority for anyone who uses
emails.

www.cyberoam.com 4Y) Copyright © 2005 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

Basics of Spam

Spam refers to electronic junk mail or junk newsgroup postings. Some people define
spam even more generally as any unsolicited e-mail.
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Spamming is to indiscriminately send unsolicited, unwanted, irrelevant, or
inappropriate messages, especially commercial advertising in mass quantities. In
other words, it is an inappropriate attempt to use a mailing list, or other networked
communications facility as a broadcast medium by sending the same message to a
large number of people who did not ask for it.

In addition to being a nuisance, it also eats up a lot of network bandwidth. As the
Internet is a public network, little can be done to prevent spam, just as it is impossible
to prevent junk mail. However, the use of software filters in e-mail programs can be
used to remove most spam sent through e-mail to certain extent.

With the number of computer users growing and the exchange of information via the
Internet and email increases in volume, spamming has become an almost everyday
occurrence. Apart from network bandwidth, it also affects the employees productive

as deletion of such mails is a huge task. Anti spam protection is therefore a priority
for anyone who uses a computer

Basics of Anti-Spam Technologies

Cyberoam Unified Threat Management

Spam Identification

To recognize suspicious content, word statistics and collocations, message content
fingerprints and other methods are employed. Cyberoam identifies spam by following
methods:

Heuristics Method:

Linguistic heuristics, based on special term databases and “fuzzy” mathematics.
Cyberoam heuristic engine identifies it as “Spam” or “Probable Spam”. Cyberoam verifies
email content based upon spam signatures.

Rules Based Method:
Set of formal rules based on the analysis of mail message headers, size, sender etc.

Real-time Blackhole Lists

Usage of so-called blacklists that are based on checking message sender IP against
several conventional real-time blacklists located on the Net. Cyberoam maintains two
RBL Lists — Premium Lists and Standard Lists.

www.cyberoam.com 42) Copyright © 2005 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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Cyberoam RPD Technology

Cyberoam Unified Threat Management

Cyberoam RPD (Recurrent Pattern Detection) Technolo gy

T oo
E % i Real Time "
. Detection Center !

Analyzing Internet Traffic OEM Partner

» Protects against Image-based Spam and spam in different languages
» The spam catch rate of over 98%
» 1 in Million false positives in spam

» Local cache is effective for >70% of all spam resolution cases

www.cyberoam.com &) Copyright © 2005 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

Cyberoam RPD Technology:

Cyberoam’s spam protection strategy is based on the most fundamental
characteristic of all spam and Malware — their mass distribution over the Internet.

Cyberoam customers worldwide, query the Spam Detection Centre and receive
message classification in real-time. The result is instant protection from new
outbreaks — far ahead of signatures or software updates.

Cyberoam focuses on detecting patterns in spam attacks, rather than on a lexical
analysis of the contents of individual email messages. It is content-agnostic and can
detect spam in any language, format or encoding method.

RPD (Recurrent Pattern Detection) technology  responsible for proactively probing
the Internet to gather information about massive spam outbreaks from the time they

are launched. This technology is used to identify recurrent patterns that characterise
massive spam outbreaks.
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Cyberoam Unified Threat Management

Spam Detection Process

Cyberoam
Aclions:

=  Accept
« Change

Recipient
» Prafix

Spammer Actions:

= Reject
= Drop

Massive Spam
Cutbreak

Spam Delection Center

www.cyberoam.com 1Y Copyright © 2005 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

Cyberoam Spam detection process

1.

Spammer sends the massive spam attack over the Internet. Mail arrives at
Cyberoam.

Cyberoam Anti Spam Engine sends Message Pattern Characteristics to its
Local Cache. Local cache stores the spam patterns of all the recent attacks. If
a message pattern characteristic is found, Engine performs step 5.

If the matching pattern is not found in Local Cache, Message Pattern
Characteristics is send to the remote Spam Detection Centre.

Within few milliseconds, Detection Centre classifies the message and sends
reply to Anti Spam Engine.

Anti Spam Engine forwards message to the mail recipient if it is not spam else
it will reject the mail.

Cyberoam stores the newly classified pattern in its local cache for future use.

IP Reputation
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Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

IP Reputation

« It dynamically classifies and reclassifies the reputation of each source IP
and maintains a database of addresses used spammers and legitimate
mailers.

« It fights the unwanted mail at the perimeter, reducing the incoming spam
messages at the entry-point, before these messages enter the network
resulting into reduced system resources and bandwidth usage.

www.cyberoam.com 3 Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
Enabling IP Reputation

» Feature available as “Verify Sender’s IP reputation” (Anti Spam ¢
Configuration) in the Web Admin Console.

» If enabled, Cyberoam dynamically checks the sender IP address and rejects
the SMTP connection if IP address is found to be responsible for sending
spam mails.

« Asitis a global option, if spam scanning is enabled, all the mails will be first
subjected to IP reputation filtering followed by filtering based on actions
configured in spam policy.

« If above mentioned option is not visible in the Web Admin console , one is
required to purchase a new license of Gateway Anti Spam module and re-
subscribe the module with the key. The new key enables both RPD & IP
Reputation filtering.
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Anti Spam -> Configuration

Configuration Address Group

Bypass Spam Check for SMTP authenticated Connections [}

I Verify Sender's IP Reputation i} I

SMTP Mails greater than size * 1024 KB =hould not be scanned.Enter 0 for default size restriction of 51200KB

SMTP Oversize mail action * @ Accept @ Reject ') Drop
POP3 i IMAP Mails greater than size. * 1024 KB should not be scanned. Enter 0 for default size restriction of 10240KB
Header to Detect Recipient for POP3IMAP E
Delivered-To =
Header to Detect Recipient for POPJIMAP -
Received =]
XRCPT-TO =

Anti Spam Configuration
Scanning rule can be defined for individual or group of

+« Email address
* |P address
* RBL (Real-time Black List)

Address group is the group of email addresses, IP addresses, or RBLs. Whenever
the policy is applied to the address group, policy is applied to all the addresses
included in the group. RBL is a list of IP addresses whose owners refuse to stop the
proliferation of spam i.e. are responsible for spam or are hijacked for spam relay.
This IP addresses might also be used for spreading virus.

Address Groups
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Create List

Hame

Group Type D RBL ) 1P Address @ Email Address / Domain

it aciressiervomaney TN -

Description

Configuration SMTP Scanning Rules POP/IMAP Scanning Rules Address Group

()
I S S S
RBL -\ ﬂ‘n’

Ll  Premium RAL Services Premium REL=. No false alarms expected.

| Standard RBL Services RAL Wore RBLs. False alarms are possible 3
Ll Blackisted Email Address { Domain Blackisted Email Address. 2 @
| Blackisted P IP Address Blackisted IP addresses. 3 @

Cyberoam will check each RBL for the connecting IP address. If the IP address
matches to the one on the list then the specified action in policy is taken.
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i e A ety

Anti-Spam Rules
Antispam = Spam Rules

The default rule:

Action i
Sender T Recipient POP3IMAP o

LI  Any Cyberoam Anti-Spam has identified mail as Virus Outbreak Prefix Subject "Virus Outbreak:”

To edit the default rule, press * icon:

Recipient Email* [Any ¥]

Sender Emai [Any v]

@ Cyberoam Anti Spam identifies mail as | Virus Qutbreak
@ From IP address belongs to  Select P Group =]
© Sender P address blacklisted by REL | Select RBL Group =
© Message sz e
© | Select Message Header =l T [conmins [<]

@ Nothing

SMTP Action [Drop = To| ] (] Quarantine

POP3 / MAP Action | Prefic Subject To[ViusOubreak |

To Add a new spam rule, go to Antispam - Spam Rules > Add

‘Recipient Email* [any v]

Sender Email* Cyberlite ¥

©® Cyberoam Anti Spam identifies mail as | Wirus Outbreak

@ FromP address belongs to | Select IP Group =]

© Sender P address blacklsted by RBL | Select RAL Group.

© Message size s G_fgﬁﬁg'ﬂﬂz E ‘_D KB

© [ Select essage Header -] o [foonmns 5] [vius |
@ MNothing

SNTP Action D-mb . To| | [ aQuarantine

POP3 / IMAP Action | Prefix Subject =] To| Vinus infected 1

This new rule will be added on above the default rule:

Action
Scede Wy Retipicod smTP BOPIIMAR i

Ll | cyberite Cyberoam Anti-Spam has identified mail as Virus Outbreak Drop Prefix Subject "Virus Infected:”

LI Any Any Cyberoam Anti-Spam has identified mail as Virus Outbreak Drop Prefix Subject "Virus Outbreak:” ‘\ m

(asd] [pelete]
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Quarantine: Spam Digest & Quarantine Area

Spam digest is an email and contains a list of quarantined spam messages filtered by
Cyberoam and held in the user quarantine area. If configured, Cyberoam mails the
spam digest as per the configured frequency to the user. Digest provides a link to
User My Account from where user can access his quarantined messages and take
the required action.

Spam Digest Settings:

Digest service can be configured globally for all the users or for individual users.
Cyberoam mails the spam digest as per the configured frequency to the user.

The Spam Digest provides following information for each quarantined message:
*Date and time: Date and time when message was received

*Sender: Email address of the sender

*Recipient: Email address of the receiver

*Subject: Subject of the message

To manage spam rules, go to Anti Spam — Quarantine — Spam Digest Settings.

Spam Digest Settings

|| Enable Spam Quarantine Digest

Email Frequency * @ Hourly @ Daity © Weekty

Send Email daiyat |10 [ Hour(s)| 00 [=] Minute(s)

From Email Address * cyberite@cyberoam.com
Display Name * cyberoam

Reference "My Account” IP * Port& E|

Allow Override * L Aliow user to override digest setting

@ Change User's Spam Digest Settings

Enable Spam Quarantine Digest: Enable Spam Quarantine Digest to configure
digest service for all the users.

Email Frequency: Specify the spam digest mail frequency.

Digest can be mailed every hour, every day at configured time or every week on the
configured day and time.

Click “Send Test Spam Digest” and specify the email address to send the test spam
digest mail.

From Email Address: Specify email address from which the mail should be sent.
Digest mail will be send from the configured mail address.

Display Name: Specify mail sender name. Digest mail will be send with the
configured name.

Reference “My Account IP”:  Select Interface/Port IP from the ‘Reference
“MyAccount” IP’ dropdown list.
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User My Account link in Digest mail will point to this IP address. User can click the
link to access his quarantined messages and take the required action. The users not
falling under the specified Interface will have to access the quarantine mail directly
from their MyAccount.

Allow Override : Enable “Allow user to override digest setting”, if you want each user
to override the digest setting i.e. user can disable the digest service so that they do
not receive the spam digest.

Change User’s Spam Digest Settings : Click “Change User’'s Spam Digest Settings”

button to change the digest setting of the individual users. It allows to select group
and update the spam digest setting of group members.

Change User’s Spam Digest Settings:

Click “Change User’s Spam Digest Settings” button to change the digest settings of
the individual users. It opens a new page which allows you to search groups and
users for updating the spam digest settings of group members.

You can individually search for user and user groups.

Records per page | 20 [«ll<] wofy [5]p]

I 2 S T S
L1 | cyberoam cyberoam Open Group

L1  administrator@cybercam.com Administrator Open Group

»l | john John Mac Finance Users

[0 guest guest Open Group

il tim Tim Carner CCNSPgroup

Records per page| 20 [ (10f1) [EJ@

Quarantine Area: Under Quarantine Area, Quarantined mails can be searched
based on sender email address, receiver email address, and subject.

Cyberoam reserves 5GB for Quarantine area. To maintain the total size of
Quarantine area, Cyberoam removes older mails once the repository is filled by 80%
i.e. once the repository level crosses 4GB, Cyberoam automatically deletes the
oldest quarantined mails.

Use ‘Filter Result’ section to search for mails from the list of Quarantined Mails. To
view and release the quarantined mails go to, Anti Spam — Quarantine —
Quarantine Area.

Enable Scanning:
Enable anti-spam scanning using firewall rules. While anti-spam settings can be

configured for system-wide use, they can also be implemented with specific settings
on a per user basis.
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You can enable anti spam scanning by creating firewall rule for:

e Zone
e User/User Group
e Host/Host Group

By enabling scanning through firewall, you can customise levels of protection. For
example, while traffic between LAN and WAN might need strict protection, traffic
between trusted internal addresses might need moderate protection. Hence you can
enable/disable scanning for particular combination of source and destination IP
address or domain.

Upgrade

Cyberoam Unified Threat Management

Anti Virus Upgrades

Firavesh « WP

» IoF = Arkir

us « Al Soam v + Bandwidih Mansgement

Cyberoan] Comprehensive Metwork Security |search | <o

Real-time Duthreak momitor 5 wish Uategorization M version Infarmation

Moniar resl-time Spam outbresk " To submi & webdite for categorigbon or to know the  Cyberoam
across the globe ske cobegary,please click hore WErsions 9.5.4.80
Morm (3 Release Dabe: fug 05, 2008
Recent Spam Outbreak monitor
Wit statistice on the spaen cutbeeakin || BE Suslunik Spenn & False Pl

Web Category Database
the lact 100 Dy o =

RZ:
To repork False pastives or False negatwes inospam, Dotabass Vesson: L1LOLF
please dick hera Release Datehug 18, 2008

Tap 10 Spam-sending domaiy CRS506 - CR 1 500

Ence the bop 10 damans ksted For ll
LT
¥

Mere (¥

Database Version: |0, 0,255

= X Release Date:bug 21, 2008

cending ouk span AR Ondine File Scanmer N
IDF Signature

Top Spam-sending countries Scan a Suspaious Fil: o have downloaded from the versJ;:?nz.q.lu' "

vk the bop 36 cbes o far * Iricernet, pleass ckck here Releass Dabe: dug 06, 2006

serding Fpam Anti Virus Definitions
B ecnR test for Vicos protection wersion: 121152645
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Cyberoam automatically updates its Anti Virus definitions every 30 minutes.

You can check the database version used by your Cyberoam from Web Admin
Console Antivirus>Mail>General Configuration page. You can also check the latest
available database version from http://csc.cyberoam.com

Cyberoam is using signature less technology c&liecurrent Pattern Detection
(RPD) forAnti Spam. Periodic definition update concept is not ther€yberoam.
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Module 9: Intrusion Prevention System (IPS)

Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

Intrusion Prevention System (IPS)

Agenda:
* IPS Basics
* Cyberoam IPS Features
* IPS Signatures
* IPS Policies
*Reports

www.cyberoam.com 1 Copyright © 2008 Elitecore Technologies Ltd. Al rights reserved. Privacy Policy

IPS Basics:

Role of an IPS
4 B ]
Role of Firewall Role of IDP IPS is the Second layer of
defense, It scans the traffic
D that has been allowed by
— — the firewall for threats

Denied b

Traffic 5 ]

Detect. 1

Notfy 3

| Take Action ;

Allow Rules: 1
Allowed | SMTP, FTP,
Traffic | .71p pns,

Traffic
www.cyberoam.com 43 Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

CCNSP Module 9: Intrusion Detection & Prevention (IDP)

CCNSP Guide

Page 290



Cyberoam Certified Network & Security Professional _

Intrusion Detection System (IDS):

An Intrusion Detection System (IDS) is designed to monitor all inbound and
outbound network activity and identify any suspicious patterns that may indicate a
network or system attack from someone attempting to break into or compromise a
system. IDS is considered to be a passive-monitoring system, since the main
function of an IDS product is to warn you of suspicious activity taking place — not
prevent them. An IDS essentially reviews your network traffic and data and will
identify probes, attacks, exploits and other vulnerabilities. IDS can respond to the
suspicious event in one of several ways, which includes displaying an alert, logging
the event or even paging an administrator. In some cases the IDS may be prompted
to reconfigure the network to reduce the effects of the suspicious intrusion. An IDS
specifically looks for suspicious activity and events that might be the result of a virus,
worm or hacker. This is done by looking for known intrusion signatures or attack
signatures that characterise different worms or viruses and by tracking general
variances which differ from regular system activity. The IDS is able to provide
notification of only known attacks.

Intrusion Prevention System (IPS):

An Intrusion Prevention System is a null computer security device that monitors
network and/or system activities for malicious or unwanted behaviour and can react,
in real-time, to block or prevent those activities. Network-based IPS, for example, will
operate in-line to monitor all network traffic for malicious code or attacks. When an
attack is detected, it can drop the offending packets while still allowing all other traffic
to pass. Intrusion prevention technology is considered by some to be an extension of
intrusion detection (IDS) technology.

Firewall works as privilege that is provide the host or the user to access particular
resources, IPS is the second layer of defence that scans the traffics that has been
allowed by firewall for threats.
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Cyberoam IPS Features:

Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

Cyberoam IPS Features

* Cyberoam has more than 4500 signatures in its database.
* One can create custom IPS signatures
» Possible to create multiple IPS policies.

» Signatures in the database are organized in categories such as DNS,
Finger, SMTP, DDOS, etc.

* One can customize the IPS policy by enabling/disabling individual signatures
or categories. Hence reducing the load on Cyberoam.

» Possible modes (action) for each IPS Signature: Drop OR Detect. With Drop
mode the IPS engine can be configured to act as a IDS (Intrusion detection
system).

www.cyberoam.com ) Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

Cyberoam IPS also uses Signatures to identify the malicious activity on the network
but instead of providing only one policy (global) for managing multiple
networks/hosts, allows to tailor the policy per network/host i.e. allows to defining
multiple policies for managing multiple networks/hosts.

Cyberoam IPS consists of a signature engine with a predefined database of
signatures. Predefined signatures are not editable.

As per your network requirements, Cyberoam allows you to define multiple policies
instead of one global policy, to decrease packet latency and reduce false positives.

Policy allows you to view Cyberoam predefined signatures and customise the
intrusion prevention configuration at the category as well as individual signature level.
Categories are signatures grouped together based on the application and protocol
vulnerabilities.

Each IPS policy contains a set of signatures that the Cyberoam searches for, and log
and block and allows to:

* Enable or disable category from IPS protection

* Enable or disable individual signature in a category to tailor IPS protection based
on your network environment

« Define the action to be taken when the matching traffic pattern is found.
Cyberoam can either detect or drop the connection. In either of the case,
Cyberoam generates the log and alerts the Network Administrator.
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To enable the Intrusion Prevention System functionality, apply the policy using
firewall rule.

You can create rule to apply

e Single policy for all the user/networks
» Different policies for different users/networks or hosts

As firewall rules control all traffic passing through the Cyberoam, and decides
whether to allow or drop the connection, IPS policy will be applied to only that
traffic/packet which firewall passes.

IPS Signatures

Cyberoam has more than 4500 signatures in its database. One can create custom
IPS signatures, for the one that is not included in our database. Signatures are
organised in categories such as DNS, Finger, DDOS and many more.

One can disable the particular category or a signature inside it. Moreover, in a
particular Category, Cyberoam has two IPS modes:

« Drop
+ Detect

Drop mode - If IPS is enabled in Drop mode, Cyberoam-IPS automatically drops and
resets the connection and prevents the traffic to reach its destination, if detects any
traffic that matches the signature.

Detect mode - If IPS is enabled in Detect mode for a signature, Cyberoam-IPS
detects and logs any traffic that matches the signature, but does not take any action
against the traffic and the connection proceeds to its intended destination.

Cyberoam provides alert in both the IPS modes and notify the action taken by it and
the user who was trying to access to.

These signature categories are listed in the policy.

You will find IPS signature under, IPS - Policy = Create/Manage policy
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IPS Policies:
Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

Default IPS Policy
IPS = Policy

Name * | generalpolcy
Descripton A GeneralPoicy

[ enave[catgoryame
dns

FrREgRrErlEERERERE
EEEEEEEEEEEEEEE

Cyberoam offers four pre-defined policies to choose from. General Policy, LANtoWAN strict,
LANtoWAN general & DMZ policy. Seen above are the signature categories.

www.cyberoam.com 3 Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

IPS policy consists of signature categories. Signature categories can be enabled or
disabled as per traffic requirement.

Cyberoam provides following default IPS policies:

1) generalpolicy

2) lantowan policy
3) lantowan general
4) dmzpolicy

IPS policies can be customised as per need. Default policies are located under IPS
- Policy

(ada] [oete ]
e =

Ll generaipoicy A General Policy 9, i

L lantowan strict A Strict policy for LAN to WAN Traffic Q‘ @

Ll mntowan general A General policy for LAN to VAN Traffic 2 i

L/ dmzpolicy A General policy to scan traffic flowing to DMZ !\ @
(ada] [poreto]

IPS Policy can be applied to firewall rule for protection. Below example shows you
how to apply IPS policy in firewall rule:
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Create custom IPS policy and select set of categories based on application / user

requirement.

Custom IPS Signature:

Custom signatures provide the flexibility to Customise IPS for diverse network
environments. Default signatures included in Cyberoam cover common attacks while
custom signatures protect your network from uncommon attacks that are due to the
use of proprietary server, custom protocol, or specialized applications used in the
corporate network.

Create custom signature to define custom IPS signatures for your own network and
use to allow or block specific traffic.

Select IPS — Custom Signature — Add

Name *
Protocol *

Custom Rule *

Severity *

[Select Here

| Select Here

Defautt Mode*
generalpoiicy
lantowan_strict
lantowan_general

dmzpolicy

) Detect @) Drop @ OFF

® Detect ® Drop @ Off
® Detect ® Drop @ Off
() Detect & Drop g Off

(&) Detect @ Drop @, Off
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Refer Cyberoam knowledge based article for more information about custom IPS
signature: http://kb.cyberoam.com/default.asp?id=393&SID=&Lang=1

Upgrade

Cyberoam IPS gets upgraded automatically once in a week, no manual assistance is
required.

One can check the status of the upgrade from System - Maintenance - Updates

The detail includes version number, last update attempt and last update status.

[ Dashboara @ wizard [=|reports [ console () @) (@) Lo
Cyberoml Backup & Restore Firmware Licensing Services

CRS0ia Auto Updates.
10.00 build 0227

SYSTEM Enable Signature Updates
4} A Defintion

[v] PS Sigrature

1 | Wieb Catagory Database

- i o

= PacketCapture

W=
& oo [ e | verson | Lescesme | Lsssenione | smeiow |
9 FIREWALL Anti Virus Defintion - Success Automatic m
L ‘ PS Sigrature 302 Iatest_version - @
g? :::B FILTER Wieh Category Database 06 Success Automatic m

With the use of Signature Identification (SID), one can get the detail idea about the
alerts.

Go to IPS - Policy > Open the policy - Enter the SID or Signature Name in search

Signature Name Category Actions

Set common action Select Al Select 4l () Detect (7yDrop () Dizable

WEB-MIZC POCE mysgl database admin tool access Detect weh access @ Detect O Drap O Disakle
WWEB-CGI wonewy-30| access Detect weh access ® petect O Drop O Disable
WWEB-PHP PHPLIB remote command attempt Detect web access @ Detect {:} Drop O Dizakle
WEB-MIZC mod-plegl administration access Detect weh access @ Detect O Drop O Dizable

WEB-MISC basilix mysglclass access Detect weh actess @ Detect O Drop O Disakle

MES-SGQL version overflow attempt Detect sl rules '@' Detect O Crop {:} Dizakle

WWEB-PHP phiphdy Acmin db_details _importdocsgl.php
access Detsct wehaceess (@ petect O Drop O Disable

WEB-PHP WebChat dib_myselphp file include Detect webacoess (8 petect (U Drop O Disable
WEB-MISC Oracle iSGLPIUS sid overflowy sttempt Detect weh access @ Detect {:} Drop O Dizakle
WWEB-MIZC Cracle iZGLPIus username averflow attempt weh access ® petect O Drop O Disable

The detail report on IPS is provided while navigating from Reports > IPS.
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Module 10: Virtual Private Network (VPN)

Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

Virtual Private Network (VPN)

Agenda:

* Cyberoam VPN Features

» Cyberoam VPN Technology Comparison
*Cyberoam SSL VPN

sLabs

www.cyberoam.com 4 Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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Cyberoam Unified Threat Management

VPN Basics

What is VPN?

¢ AVirtual Private Network is a tunnel that carries private
network traffic from one endpoint to another over a public
network such as the Internet.

e The traffic is unaware about the intermediate hops between
the endpoints.

« Similarly the intermediate hops are unaware that they are
carrying the network packets that are traversing the tunnel.

¢ The tunnel may optionally compress and/or encrypt the data,
providing enhanced performance and a measure of security.

Advantages:

¢ To extend communications to regional and isolated offices

e To establish secure links with business partners

¢ To significantly decrease the cost of communications for an
increasingly mobile workforce.

¢ To transform the daily method of doing business faster than
any other technology.

www.cyberoam.com &’} Copyright © 2005 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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VPN Basic

A virtual private network (VPN) is a network that uses a public telecommunication
infrastructure, such as the Internet, to provide remote offices or individual users with
secure access to their organisation's network. A virtual private network can be
contrasted with an expensive system of owned or leased lines that can only be used
by one organisation. The goal of a VPN is to provide the organisation with the same
capabilities, but at a much lower cost.

A VPN works by using the shared public infrastructure while maintaining privacy
through security procedures and tunnelling protocols. In effect, the protocols, by
encrypting data at the sending end and decrypting it at the receiving end, send the
data through a "tunnel” that cannot be "entered" by data that is not properly
encrypted. An additional level of security involves encrypting not only the data, but
also the originating and receiving network addresses.

.\H__\‘- - e ':.;-{ ™ o
Remote I\\"—.-__«".,_ﬁ-'-"“""f:—"_"'«‘—\ I\-_N__J v

i ~— - 5
e - ot L

' e
kl\“\-._ — .-l"' '
Business
Pariner Mickile _
Warkir © -

A typical VPN might have a main LAN at the corporate headquarters of a company,
other LANs at remote offices or facilities and individual users connecting from out in
the field.

In a similar term, VPN is a private network uses public network (i.e. the internet to
connect to remote sites to access the resources.)

Points to Summarise;:

« VPN extends communications to regional and isolated offices

e It establish secure links with business partners

» It significantly decreases the cost of communications for an increasingly
mobile workforce.

e To transform the daily method of doing business faster than any other
technology

CCNSP Guide Page 301



-
cc N si3

i e v b

Cyberoam Certified Network & Security Professional

Cyberoam Unified Threat Management

IPSec Protocol Basics

www.cyberoam.com 4 Copyright © 2005 Elitecore Technologies Ltd. Al rights reserved. Privacy Policy
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IPSec Protocol Basics

IPSec is framework that is built into various security products to provide end-to-end
security in wide area networking communications. Using strong encryption, and
public key cryptography, IPSec can secure data links that would otherwise be
insecure and susceptible to exploitation.

IPSec is a bundle of protocols and algorithms and is a flexible framework that allows
vendors who build it into their products to select the algorithms, keys, and
authentication methods they want to use. One should assume that two different
implementations of IPSec are not necessarily the same as far as protocols and
algorithms go.

Cyberoam uses the following bundle of protocols, hashing, and encryption algorithms
in IPSec:

* IKE [Internet Key Exchange protocol]

* ISAKMP [Internet Security Association and Key Management Protocol]
* ESP [Encapsulating Security Payload]

* AH [Authentication Header protocol]

* ESP [Encapsulating Security Payload protocol]

* TwoFish/BlowFish

* HMAC [Hash Message Authentication Code]

* MD5 [Message Digest 5]

* SHA-1 [Security Hash Algorithm]

* 3DES [Triple Data Encryption Standard]

* Serpent

* XAUTH [Extended Authentication]

* AES [Advanced Encryption Standard]
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To understand IPSec better, the two protocols worth understanding first are AH and
ESP. AH is used to authenticate users, and ESP applies cryptographic protections
that provide authentication, integrity, and confidentiality of messages.

There are two modes of operation for IPSec: transport mode and tunnel mode. In
transport mode, only the payload of the message is encrypted. In tunnel mode, the
payload, the header, and the routing information are all encrypted. Needless to say,
using IPSec is transport mode is far more risky that using it in tunnel mode.

There are three types of Tunnels:
1) Host to Gateway (Remote Access)

2) Gateway to Gateway (Site-to-Site)
3) Host to Host

Three Types of Tunnels

() ® =

Cratearay o Cratetaray
O ———
Ho st to Cratesaray
2 s
Hostto Host

Transport mode only supports Host to Host connectivity.

IPSec VPNs are network connections that are based on public and private key
cryptography. Users of IPSec implementations are issued public keys and private
keys that are associated with their respective identity. When a message is sent from
one user to another, it is automatically signed with the user's private key. The
receiver uses the sender's public key to decrypt the message. VPN endpoints
essentially act as databases that manage and distribute keys and security
associations in similar ways that a Certificate Authority (CA) does.
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How IPSec Works

IPSec negotiates between two machines on a connection using the UDP protocol
from port 500 and port 4500 if IPSec NAT traversal is used.

IPSec involves many component technologies and encryption methods. Yet IPSec's
operation can be broken down into five main steps:

1. "Interesting traffic" initiates the IPSec process. Traffic is deemed interesting
when the IPSec security policy configured in the IPSec peers starts the IKE
process.

2. IKE phase 1. IKE authenticates IPSec peers and negotiates IKE SAs during
this phase, setting up a secure channel for negotiating IPSec SAs in phase 2.

3. IKE phase 2. IKE negotiates IPSec SA parameters and sets up matching
IPSec SAs in the peers.

4. Data transfer. Data is transferred between IPSec peers based on the IPSec
parameters and keys stored in the SA database.

5. IPSec tunnel termination. IPSec SAs terminate through deletion or by timing
out.

Benefitsof IPSec

IPSec is typically used to attain confidentiality, integrity, and authentication in the
transport of data across insecure channels. Though, it's original purpose was to
secure traffic across public networks, it's implementation are often used to increase
the security of private networks as well, since organisations cannot always be sure if
weaknesses in their own private networks are susceptible to exploitation. If
implemented properly, IPSec provides a private channel for sending and exchanging
vulnerable data whether the data is email, ftp traffic, news feeds, partner and supply
chain data, medical records, or any other type of TCP/IP based data.
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Cyberoam Unified Threat Management

L2TP Protocol Basics
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L2TP Protocol Basics

L2TP acts like a data link layer (layer 2 of the OSI Model) protocol for tunnelling
network traffic between two peers over an existing network (usually the Internet).
L2TP is in fact a layer 5 protocol sessions and uses the registered UDP port 1701.
The entire L2TP packet, including payload and L2TP header, is sent within a UDP
datagram. It is common to carry Point-to-Point (PPP) sessions within an L2TP tunnel.
L2TP does not provide confidentiality or strong authentication by itself. IPSec is often
used to secure L2TP packets by providing confidentiality, authentication and integrity.
The combination of these two protocols is generally known as L2TP/IPSec.

The two endpoints of an L2TP tunnel are called the LAC (L2TP Access Concentrator)
and the LNS (L2TP Network Server). The LAC is the initiator of the tunnel while the
LNS is the server, which waits for new tunnels. Once a tunnel is established, the
network traffic between the peers is bidirectional. To be useful for networking, higher-
level protocols are then run through the L2TP tunnel. To facilitate this L2TP session
is established within the tunnel for each higher-level protocol such as PPP. Either the
LAC or LNS may initiate sessions. The traffic for each session is isolated by L2TP, so
it is possible to set up multiple virtual networks across a single tunnel. MTU should
be considered when implementing L2TP.

The packets exchanged within an L2TP tunnel are categorised as either control
packets or data packets. L2TP provides reliability features for the control packets, but
no reliability for data packets. Reliability, if desired, must be provided by the nested
protocols running within each session of the L2TP tunnel.

L2TP, Layer 2 Tunnelling Protocol, is used to provide IP security at the network layer.
A L2TP based VPN is made up by these parts:
 Point-to-Point Protocol (PPP)
« Authentication Protocols (PAP, CHAP, MS-CHAP v1, MS-CHAP v2)
 Microsoft Point-To-Point Encryption (MPPE)

L2TP uses UDP to transport the PPP data; this is often encapsulated in IPSec for
encryption instead of using MPPE.

Note: Cyberoam L2TP VPN only supports PAP for authentication.
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PPTP Protocol Basics
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PPTP Protocol Basics

PPTP is a network protocol used in the implementation of Virtual Private Networks
(VPN). RFC 2637 is the PPTP technical specification.

PPTP works on a client server model. PPTP clients are included by default in
Microsoft Windows and also available for both Linux and Mac OS X. Newer VPN
technologies like L2TP and IPSec may replace PPTP someday, but PPTP remains a
popular network protocol especially on Windows computers.

PPTP technology extends the Point to Point Protocol (PPP) standard for traditional
dial-up networking. PPTP operates at Layer 2 of the OSI model. As a network
protocol, PPTP is best suited for the remote access applications of VPNSs, but it also
supports LAN internetworking.

PPTP, Point-to-Point Tunnelling Protocol, is used to provide IP security at the
network layer.
A PPTP based VPN is made up by these parts:

« Point-to-Point Protocol (PPP)

« Authentication Protocols (PAP, CHAP, MS-CHAP v1, MS-CHAP v2)

» Generic Routing Encapsulation (GRE)

« Microsoft Point-To-Point Encryption(MPPE)

PPTP uses TCP port 1723 for its control connection and GRE (IP protocol 47) for the
PPP data. PPTP supports data encryption by using MPPE.

Note: Cyberoam PPTP VPN only supports PAP for authentication.
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Cyberoam Unified Threat Management

Cyberoam VPN Features

www.cyberoam.com & Copyright © 2005 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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Cyberoam VPN Features

Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

Cyberoam VPN Features

= Cyberoam supports SSL-VPN, IPSec, L2TP & PPTP

= Threat Free Tunneling (TFT)
= VPN Firewall Management
= VPN Bandwidth Management

= VPN Protection — Antivirus / Antispam / IPS / Web & Application Filtering / DoS
= VPN Topologies:

= Remote Access, Site to Site

= Hub & Spoke

= Branch Office Internet Traffic Tunneling over VPN
= Inter Branch Office Communication
= VPN Failover

= Main Mode / Aggressive Mode
= |dentity based VPN control using xAuth

= Local digital certification authority (CA) and support external CA

www.cyberoam.com 3 Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

CCNSP Module 10: Virtual Private Network (VPN)

VPN - Firewall Integration
e Entire VPN traffic can be controlled through firewall
e Virus and spam scanning
e Intrusion check i.e. apply IPS policy

e VPN access can be configured and restricted to Networks, IP address ,Services and
Users.

e Content Filtering

¢ Bandwidth Management

www.cyberoam.com ) Copyright © 2008 Elitecore Technologies Ltd. Al rights reserved. Privacy Policy
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With the threat free tunneling, firewall rules can be applied even to the VPN traffic resulting
into the clean VPN traffic. In other words, VPN traffic coming in or out of the tunnels will be
Threat Free since it would have been scanned for viruses, spam, intrusion attempts,
inappropriate web content and unwanted network applications.

The major features of TFT-VPN are:

Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

TFT- Threat Free Tunneling

e IPSec/L2TP / PPTP VPN traffic can be controlled through firewall
* Virus and spam scanning
* Intrusion check i.e. apply IPS policy

e VPN access can be configured and restricted to Networks, IP address ,Services and
Users.

e Content Filtering

¢ Bandwidth Management

www.cyberoam.com 7 Copyright © 2008 Elitecore Technologies Ltd. Al rights reserved. Privacy Policy

Cyberoam Default VPN zone:

[ Dashboard @ Wizard [ Reports (:nnsnle| © Q@ ®| LogoutEF)

Interface

Records perpage[ 20 [=] [<q] E. oty )
nm-
LAN HTTP HTTPS Telnet, SSH Windows/Linux Client \Web Proxy,DNS,Ping,SSL VPN Captive Portal

L omz PoriC DMZ HTTP Telnet 5SH,S5L VPN -\

Ll | LocaL LOCAL
I VPN VPN I

bl | wan PortD, Portg WAN HTTP.HTTPS, S5H,Ping, S5L VPN LS
@ W Records per page | 20 Iz[ (1of 1)

Cyberoam creates VPN zone which is used for simplifying secure, remote connectivity. It is
the only zone that does not have an assigned physical port/interface. Whenever the VPN
connection is established, port/interface used by the connection is automatically added to this
zone and on disconnection; port is automatically removed from the zone.
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To implementing threat free tunneling, one has to apply following policies to the VPN zone
from firewall rule to:

e Virus and spam scanning i.e. apply virus and spam policy to block viruses from
entering your network
e Intrusion check i.e. apply IPS policy

General Settings

Source
Zone* ! LaN B
Attach identity [
Network | Host*  [Any v Any v
Services*  [Any ]
[t the time v @

Action * @ accept @ orop @ Reject

[ Apply HAT | Select NAT Policy [=]

Advance Seftings (Security Poficies, QoS, Routing Policy, Log Traffic)

Security Policies
Web Fiter  [None v @ 4
Application Filter  [None v | @
1Ps  [generaipolicy v|

IM Scanning | Enable

AV & AS Scanning [¥] SMTP [v| POP3 [ IMAP | FTP [w] HTTP

CCNSP Module 10: Virtual Private Network (VPN)

Cyberoam creates hosts for Road Warrior

Manage Host Nizard
TS I
#Port F 10.105.11255.255.255.255
#Port E 10.10.4.1/255 255.255.255
#PortD 10.10.3.1/255 255.255.255
#Port C 10.10.2.1/255 255.255.255
#PortB 38.108.192.19/255.255.255.255
#Port A 192.168.1.19/255.255.255.255
HHALL_RW Default Host for all Road Warrior Connection
#HALL_IPSEC_RW Default Host for all IPSec Road Warrior Connection

www.cyberoam.com ¥ Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

Host list displays dynamic hosts and host groups which are automatically added on creation
of VPN Remote Access connections. It will also display the default hosts created for Remote
Access connection - ##ALL_RW, ##ALL_IPSEC_RW.
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Default VPN Firewall Rules:

Rule

e B e e e S

[=]  VPH-VPH (2Rules)

O 1. @ Any Host Any Host Any Service Accept

7 5] [P] (] ] (¥] 2 ¥ 8) {
¥ si(p][x][n](¥| 9 ) 0

15 ("] Any Host Any Host Any Service Accept
VPN - DMZ (2 Rules)
14 @) Any Host Any Host Any Service Accept % |s||p]|2][n] ¥ LX)
13 @ Any Host Any Host Any Service Accept 7 (5| [p][x](n][F] 9 )
VPN - VAN (2 Rules)

12 C) Any Host Any Host Any Service Accept

7 (| [p] ] m](¥] B =
7 L] [PI (x][m] [F] Rl

at [*] Any Host Any Host Any Service Accept
VPN - LAN (2 Rules)
DWZ - VPN (2 Rules)
WAN-VPN (2 Rules)
LAN - VPN (2 Rules)
LAN - WAN (2 Rules)
LAN- LAN (1 Rules)

. (. (G

FEFEFFED OO OO

Cyberoam provides following two types of VPN connec tions:
Remote Access

A Remote Access is simply a machine that is out on the internet somewhere, which
may or may not have a static IP address, and wishes to communicate back to the
office. The most common example of this situation is that of a laptop dialled up to
some ISP. This is perhaps the simplest case, and is not very hard to setup.

IPSec, L2tp and PPTP VPN technologies support Remote Access deployment.

Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

Basic VPN Deployments

Remote Access

* It is a user-to-internal network connection via a public or shared network.

« Connection is made by field agents using remote computers and laptops
without static IP address.

« All (IPSec, L2TP and PPTP) VPN technologies support this deployment.

172.16.16.16 182.7.7.254
Internet |9
Cyberoam VPN N~

202.55.135.15
Server Dial-up User

Private Network

172.16.16.3

www.cyberoam.com 3’ Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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Site-to-Site

Site-to-Site VPN is a secure form of communication between computer networks. It
provides confidentiality of the data in transit through the use of encryption.
Additionally, it allows the user on one side to have a high confidence level in the
identity of the user on the other side through the use of authentication mechanisms.

The technology also provides data integrity, ensuring that the data received is exactly
the same as data sent. This type of VPN does not require client software to be
loaded on either end of the VPN. Since the technology is embedded on Cyberoam,
neither user accounts nor logging in is required.

This can be only achieved through IPSec.

Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

Basic VPN Deployments
Site-to-Site (Intranet/Extranet)

* Used to extend a company’s existing network to other buildings & sites so that
these remote employees can utilize the same network services.

« Used to establish secure network connection between two or more companies
in order to share a computing environment.

* Only IPSec VPN technology supports this deployment.

0

192.168.1.1 192.168.21

192.168.2.254

192.168.1.254 182.7.7.254 125.16.7.254 . i ]
| | @

Private Network

Internet

i

Cyberoam VPN VPN Server 192.168.2.2

Server

192.168.1.2

Private Network

J

192.168.1.253 192.168.2.253

www.cyberoam.com 3 Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

CCNSP Guide Page 315



-~
cc N si3

Cyberoam Certified Network & Security Professional

Cyberoam VPN Technology Comparison

Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

Cyberoam VPN Technology Comparison Matrix

e The following table compares all VPN Technologies supported by Cyberoam and will
help to make decision which VPN Technology to be used

VPN Security level Deployment Requirement
Technology
IPSec High This can be deployed in Remote Access and Site-to-Site scenario.

In case of Remote Access, Cyberoam VPN Client is required and it's
a licensed product.

In case of Site-to-Site, Cyberoam is compatible with all major VPN
Gateways those supports standard IPSec architecture.

SSL-VPN High This can be deployed in Remote Access or can be used as a
web based portal without installing any SSL-VPN client
SSL-VPN client is free of cost.

L2TP High This can be deployed in Remote Access scenario only.
No third party VPN client required as Windows 2000 onward all OS
have inbuilt L2ZTP VPN Client.

PPTP Moderate This can be deployed in Remote Access scenario only.
No third party VPN client required as all windows OS have inbuilt
PPTP VPN Client.

www.cyberoam.com 3 Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

SSL VPN:

The VPN feature is extended to include SSL VPN functionality within Cyberoam to provide
secure access for the remote users. It delivers set of features and benefits to make them
easier to use and control to allow access to the corporate network from anywhere, anytime.

It provides the ability to create point-to-point encrypted tunnels between remote employees
and your company’s internal network, requiring combination of SSL certificates and a
username/password for authentication to enable access to the internal resources.

In addition, it offers a secure web portal, which can be accessed by each authorized user to
download a free SSL VPN client, SSL certificates and a client configuration.

It offers granular access policies, bookmarks to designated network resources and portal
customization.

To restrict the access to the Corporate network, it operates in two modes: Full Access and
Web Access mode.

Web access — for the remote users who are equipped with the web browser only and when
access is to be provided to the certain Enterprise Web applications/servers through web
browser only. In other words, it is a clientless access.

Full access — for the remote users who are to be provided with the Corporate network access
from laptops, Internet cafes, hotels etc. It requires an SSL VPN Client at the remote end.
Remote users can download and install SSL VPN Client from the End-user Web Portal.

The basic and common administrative configuration for both the modes of operation can be
configured from the Global settings and portal settings.
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Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

On-Appliance SSL VPN
e Cyberoam VPN includes SSL VPN functionality within the appliance to provide
secure access for the remote users.

» Easier to use and control to allow access to the Corporate network from anywhere,
anytime.

e Any device that has browser can access SSL VPN.

* It provides the ability to create point-to-point encrypted tunnels between remote
employees and your company’s internal network.

* It requires a combination of SSL certificates and a username/password for
authentication to enable access to the internal resources.

* To restrict the access to the Corporate network, it operates in two modes: Full
Access and Web Access mode.

e User’s access to private network is controlled through his SSL VPN policy while
Internet access is controlled through his Internet Access policy.

www.cyberoam.com 3 Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

Cyberoam SSL-VPN Features

= Client and Location independent access

= Authentication - AD, LDAP, RADIUS, Cyberoam

= Multi-layered Client Authentication - Certificate, Username/Password
= User & Group policy enforcement

= Network access - Split and Full tunneling

= End user Web Portal - Clientless access

= SSL VPN Tunneling Client - Granular access control to all the Enterprise
Network resources

= Administrative controls: Session timeout, Dead Peer Detection,
= Portal customization

¢ The SSL VPN feature would not be a chargeable module and would be enabled by
default in all appliances 25i, 50i,100i, 200i, 300i, 500i, 1000i and 1500i.

www.cyberoam.com 3 Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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SSL VPN Global Settings: SSL VPN - Global Settings

Tunnel Access Settings

Protocol *

55L Server Certificate *

Per User Certificate

§5L Client Certificate *

@) Upp @ TCp (Select UDF for better performance)
S5LServer E[

Select Client Certificate [+ |

IP Lease Range * 10.81.2345 |- | 10.81.234.55 | (Should be from Frivate | ranges. First IP in the range will be used by the server.)
SubnetMask * | 2552552550 |
Primary DNS | 172.16.16.16
Secondary DNS | 3888
Primary WINS
Secondary WINS |
Dead peer detection * |¥*| Enable
Check Peer after every * | 6[} | Seconds (B60-3500)
Disconnect after * | 31}0 | Seconds (300 - 18000}
Idle Timeout * 1_5_ Winutes (15-50)
Web Access Settings
idle Time = | 10 | Minutes (10-60)
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SSL VPN — Global Setting page allows you to configure certain parameters globally for
both the type of Access.

Select SSL Server certificate from the dropdown list to be used for authentication. If you do
not have certificate, generate certificate signing request (CSR) using the default CA from
Objects — Certificate — Add

The selected certificate is bundled with the Client installer and is downloaded when remote
users install SSL client. Remote users/SSL Clients represent the selected certificate to the
server for authenticating themselves. Same certificate can be used for both SSL Server and
Client.

Bookmarks: SSL VPN - Bookmark - Add

‘Add Bookmark ®
Bookmark Hame * Intranet

Type * @ HTTP © HTTPS

URL * http:/fintranet. eltecore. com

De=scription

Lok ] (cancel |

Bookmarks are the resources whose access will be available through End-user Web portal.
These resources will be available in “Web Access” mode only and is to be configured in SSL
VPN Policy.
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Cyberoam

Cyberoam Certified Network & Security Professional (CCNSP)

SSL-VPN Modes

Web Access & Full Access Mode

— Web Access mode ( Web based or clientless )
« Does not require any client to be installed
« Can be accessed using browser
* Limited to use on web resources only
— Full Access mode ( Client mode )
* Require client to be installed
* Works in two modes
— Split Tunnel
» Allows access to only defined network resources in the policy
— Full Tunnel
» Routes all traffic to Cyberoam, internet through HO

» Allows access to only defined internal network resources
» Full access to WAN

www.cyberoam.com ¥ Copyright © 2008 Elitecore Technologies Ltd. Al rights reserved. Privacy Policy

| Add SSL VPH Palicy

Name *

Access Mode * || Tunnel Access || web Access

Description

| Tunnel Access Settings

Tunnel type * @ Spit Tunnel = Full Tunnel

|| #Porta | [%|MailserveriP
| #Poric [ T internaniet
Accessible Resources * || #rerin %] VoP
Ll

|| Mailserverip -
<[ [ "

Advance settings (DPD & idle imeout)

-]
|
Web Access Settings
Accexsibie Resoliices || Enable Arbitrary URL Access
ks Selected Boc k:
Groups Groups
| Intranet
Advance settings (DPD & idie timeout)

Select the access mode by clicking the appropriate option

Available options

Full Access mode — for the remote users who are to be provided with the Corporate network
access from laptops, Internet cafes, hotels etc. It requires an SSL VPN Client at the remote
end. Remote users can download and install SSL VPN Client from the End-user Web Portal.
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Web access — for the remote users who are equipped with the web browser only and when
access is to be provided to the certain Enterprise Web applications/servers through web
browser only. It provides clientless network access using any web browser through End-user
Web Portal. Remote users are authenticated by Cyberoam and redirected to the End-user
Web Portal through which Enterprise Web applications/servers can be accessed.

By default, only Full access mode is enabled.

Under Full Access Setting:

Select tunnel type. Tunnel type determines how the remote user’s traffic will be routed.

Split tunneling ensures that only the traffic for the private network is tunneled and encrypted
while in full tunneling private network traffic as well as other Internet traffic is also tunneled
and encrypted.

By default, split tunnel is enabled.

Accessible Resources allows restricting the access to the certain hosts of the private network.
User's access to private network is controlled through his SSL VPN policy while Internet

access is controlled through his Internet Access policy.

‘Available Host/Network’ list displays the list of available hosts and network. All the hosts
added from Firewall, Add Host page will be displayed in the list.

End Client SSL VPN access:

Remote users can download SSL VPN client, and Configuration file from the portal. All the
downloadable components will be displayed only if the remote user is allowed the “Full”
access

Remote user will be displayed the list of all the bookmarks. User will also be displayed the

URL Address bar if allowed in the User SSL VPN policy. User can type the URL in the
Address bar to access other URLs than bookmarks.

The user logs in through the client login page:
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SSL-VPN Portal

Cybehroam-

Welcome to the Cyberoam SSL VPN Portal!

Usemame:

Password:

SSL-VPN users authenticate on the portal with their username/password. If
Cyberoam is integrated with external authentication server, the user needs to enter
the credentials accordingly.

www.cyberoam.com 3 Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

SSL VPN User Portal:

User can access the resources allotted to him:

Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

SSL-VPN Portal (Welcome Page)

Help Logout

SSL VPN User Portal

Cybe%oam

SSL VPN Client (Full Access Mode) ¥

d Bundled S5 VPH Chient (Installer bundled with Configuration)
VPN Client ion  (C Only)

Configured Bookmarks

I |Imenlorv | = = ) & {HTTPS
12 |intranet |t L & TP

Once logged into the portal the users get access to the bookmarks & the link to
download the configuration file required for tunnel mode access.
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Lab #22 IPSec Remote Access Configuration using Pre

Objective:

-Shared Key
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Setup Cyberoam IPSec Remote Access connection configuration using pre-shared
key.

IPSec Remote Access VPN client is license product. One can download the 30 days
evaluation copy of this software from http://www.cyberoam.com/vpnhelp.html.

Lab activities:

IPSec Remote Access Connection Configuration
Export IPSec Connection Parameters

Activate Connection

VPN Client Configuration

Establish the Connection

S
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We are going to setup IPSec Remote Access connection under below Lab setup:

Cyberoam Gateway

192 168.0.1M18

192.168.1.1"gy/ 16216821 1921683 1
172.16.1.1/24
72.16.2.1124 172.16.3.1/24

F i

& 18

Below table shows VPN configuration parameter for IPSec connection:

gggﬁ:{:ﬁ?n Cyberoam Cyberoam VPN Client

IPSec Connection | Local Network details Local Network details

(Remote Access) | cyberoam WAN IP address — VPN Client IP address — *
192.168.1.1
Local Internal Network — Local Internal Network — 0.0.0.0/0

172.16.1.0/24
Preshared Key - 0123456789 Preshared Key — 0123456789

Remote Network details Remote Network details

Remote VPN server — IP Remote VPN server — IP address —
address — * 192.168.1.1

Remote Internal Network — Remote Internal Network —
0.0.0.0/0 172.16.1.0/24
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Lab #24 IPSec Remote Access Configuration
Activity 1: IPSec Remote Access Connection Configur  ation

Create IPSec Remote Access connection from:
VPN = IPSec Connection => Create Connection

Select default IPSec Remote Access policy “DefaultRoadWarrior ” and specify
parameters as per below screen shot

General Settings

| StudentRw
poticy
Action on VPN Restart * :Respnnd Orw E
Made * @ Tunnet © Transpurl
Connection Type * | Remote Access
Authentication Type * Presnared Key
Key *
Local Server * | PortB - 1.1.1.10 Remote Gatewsy IF address for the Remote peer
Local LAN Address * [local_netwark " a| Remote LAN Address for the Remote peer
Local ID Select Local D " i | Remote ID for the Remote peer
Remote Netwaork Details (Local Hetwork details for Remate peer)
Remote Host * ' * for any |P Address
Allow NAT Traversal ¥] Enable
Remote LN Hetwor
Remote ID | Select Remote D = | | Local 1D for the Remate peer

User Authentication (X-Auth)

User Authentication Mode * (@ Disabled Enable as Client ) Enable as Server

CQuick Mode Selectors (Traffic to be tunneled)

Protocol * [
Local Port * ]7 | forany Port
Remote Part * [ | “torany Port
I |
Description ‘
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Lab #24 IPSec Remote Access Configuration
Activity 2: Export IPSec Connection Parameters

Go to VPN - IPSec and click Export against the connection whose detail is to be
exported and used for connection. Cyberoam will prompt to save the connection
parameter in the tgb format. Save and mail the saved file to the remote user.

e Status M
uthentication Type Active | Connection =

L|  Houston NewYork DefaultHeadOffice Preshared Key

¢ ZO’ ‘\t‘lﬁ
O] %

| Houston NewYork Backup DefaultieadOffice Preshared Key

Ll StudentRW DefaultRoadWarrior Preshared Key Export

Lab #24 IPSec Remote Access Configuration
Activity 3: Activate Connection

Goto VPN = IPSec

To activate the connection, click e button under Connection Status against the
Student1RW connection

A ithoatceton v Status
HIESEEIGNES Active | Connection

|  Houston MewYork DefaultHeadOffice Preshared Key

|| Houston NewYork Backup DefaultHeadOffice Preshared Key ] (] ‘\ @
L] studentaw DefauttRoadWWarrior Preshared Key Export @ % @
(add ] [oetete]

At a time only one connection can be active if both the types of connection - Digital
Certificate and Pre-shared Key - are created with the same source and destination.
In such situation, at the time of activation, you will receive error ‘unable to activate
connection’ hence you need to deactivate all other connections.
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Lab #24 IPSec Remote Access Configuration
Activity 4: VPN Client Configuration

Launch Cyberoam VPN client and go to File>Import VPN Configuration to import
connection parameter file (.tgb) received from the remote end. (Step 3)

Note
* Importing VPN configuration will over-write the existing VPN configuration.
* VPN Client creates one phase 1 policy based on the VPN connection.

* VPN Client creates phase 2 policy for each internal network specified in the
VPN connection.

= Cyberoam¥PHClient

WPM Configuration  Tools 7

Impart YPH Configuration
vt WPR Configuration
YPM Configuration File, ..

Unified Threat Management VPN Client

Preferences...
P t -
@ Parameters Configuring a%PM tunnel:
= i
=5 Connections |i| Right click on Configuration, and select "Mew Phase 1"

onfiguration Phase 1 specifies the IKE Key negotiation parameters

@ Right click onthe selected Phase 1 and select “Add Phase 2

Phaze 2 defines the |IPzec securnty parameters for a single
IPsec Tunnel

Ay Phaze 1 Configuration may contain several Phase 2
Configurations.

@ Click an "Save and Apply" to apply the changes vou made.

Save & Apply

= |[WPM ready Tunnel: @
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= CyberoamVYPHClient
File WPM Caonfiguration  Toals

£

P
Cyberoam Unified Threat Management VPN Client
Phase 1 (Authen
,ﬁ%ﬁs Conzaole
G Parameters Name | Studentl RW
% Connections Interfau:e|.-’-‘-.n_|,| j
=& Corfiguration Remote Gateway [192 168,11
- Stadent] B
®) Student I RW1 & PresharedKey |
Eanlrm HHHNMNHNMN
i~ Certificate
IKE

Encryption | 2DES - P1 Advanced...
Authentication m
KeyGroup |DH1024 =

4 | & Save & Apply

= WPM ready Tunnel: &
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= CyberpamVPHC lient

File %PW Configuration Tools @

Gaalthe

B Corsole
8 Parameters

% Connechions

= @- Configuration
~1 iZE Student IRW
I = tudent 1 FIAT1

Unified Threat Management

Phase 2 [IPSec C

VPN Client

First Internal network

Mame |StadentlRW

WPM Client address | 0 . 0

Addreszs type | Subret address

Aermaote LAH addreszs | vz . 16 .

Subnet Mazk | =5 . 255

ESP

Encryption  |3DES - |
Authentication  |MDA - |
Mode |Tunnzl = |

] 1]
1 ¥ 0
=

P2 Advanced...

W PFS  Growp |DH1024 vl Open Tunnel |

4 | % Save &Apph |

= YPN ready Tunkel: &
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Case I: Private IP address assigned to Cyberoam WAN interface

This situation occurs when Cyberoam is deployed behind any firewall or ADSL
device and ADSL device port forwards the request to the Cyberoam.

In this case, specify the public IP address of firewall or ADSL manually in the
Remote Gateway field in Phase 1 of VPN Client as connection parameter file will
forward private IP address to the VPN Client.

= Cyberoam¥PHClient

File %PM Configuration Tools #

&l
Cyberoam Unified Threat Management VPN Client
Phase 1 (Auth

}%}, Conzole

{8 Parameters Mame |Student] RV

% Connections Interface |,-i'-,n_|,| ﬂ
=& Configuration Remote Gateway |192.168.1.1

SR
':E:' Stadent1 B ' Pf fEd KE_'.-' KERRRENRRE
Canfirm | xxxxxxxxxx
Eeplace remote o
gateway [P with ™ Certificate
ATISL / Firewall KE
WAN TP m case F1 Advanced
-t E ki JDES v|
when Cyberoam is bzt
behind NAT device Authertication | MDS -
Fey Group  |DH1024 v|

£ | > Save & Apply
= WP ready Turnel: &
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Case Il: Dynamic IP address assigned to Cyberoam WA N interface

= Cyberoam¥PHClient

File YPM Configuration  Tools

"
Cyberoam Unified Threat Management VPN Client

é%'}: Conzaole 'f f-?t'

<
38 Parameters Mame |Student] W
% Connections Interface 1,.-:-.,n_|,| L]
= @' - Femote Gateway | student] dvndns org

ERAS Student IRV
~{#) StadentlRW1

xxxxxxxxxx

xxxxxxxxxx

Replace remote " Ceificate

Gateway IF with

i IKE

FQI}N if C }']:TE'I'IZI?IIH | BT P1 Advanced..,
WAN 15 getting

[l}‘llﬂlt'u!_“ IF Authentication  |MD5 vl
Key Group  |DH1024 v|

£ | L Save & Apply

=] VPN ready -Tunnel: -]

When Cyberoam WAN interface is assigned IP address dynamically via DHCP or
PPPoE and Dynamic DNS is used to map dynamic IP address with a static FQDN,

specify FQDN name manually in the Remote Gateway field in Phase 1 of VPN
Client.

CCNSP Guide Page 331



Cyberoam Certified Network & Security Professional _ .. __

Lab # IPSec Remote Access Configuration
Activity 5: Establish the Connection

VPN Client automatically opens tunnel on traffic detection. Status bar displays green
light for “Tunnel” if connection is successfully established.
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Lab #23 IPSec Site-to-Site Configuration using Pre-  Shared Key

Objective:

Configure IPSec Site-to-Site connection using pre-shared key so that private
networks can communicate.

Lab activities:

IPSec Site-to-Site Connection Configuration on Sitel (Gateway-A)
Activate Connection on Sitel (Gateway-A)

IPSec Site-to-Site Connection Configuration on Site2 (Gateway-B)
Activate Connection on Site2 (Gateway-B)

Establish the Connection

arwNE

We are going to setup IPSec Site-to-Site connection under below lab setup:

Gateway A connects the internal LAN 172.16.1.0/24 to the Internet. Gateway A's
LAN interface has the address 172.16.1.1/24, and its WAN (Internet) interface has
the address 192.168.1.1.

Gateway B connects the internal LAN 172.16.2.0/24 to the Internet. Gateway B's
WAN (Internet) interface has the address 192.168.2.1. Gateway B's LAN interface
address, 172.16.2.1/24, can be used for testing IPSec but is not needed for
configuring Gateway A.
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Cyberoam Gateway
192.168.0.1/18
192.168.1 1 Gateway & 192.168.2.1 102.168.3.1
Gateway B
172.16.1.1/24 172.16.2.1/24 172.16.3.1/24

Below table shows VPN configuration parameter for IPSec connection:

Configuration
Parameters

Sitel (Gateway-A)

Site2 (Gateway-B)

IPSec Connection

Local Network details

Local Network details

Cyberoam WAN IP address —
192.168.1.1

Cyberoam WAN IP address —
192.168.2.1

Local Internal Network —
172.16.1.0/24

Local Internal Network —
172.16.2.0/24

Preshared Key - 0123456789

Preshared Key - 0123456789

Remote Network details

Remote Network details

Remote VPN server — IP
address 192.168.2.1

Remote VPN server — IP address
192.168.1.1

Remote Internal Network —
172.16.2.0/24

Remote Internal Network —
172.16.1.0/24
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Lab #23 IPSec Site-to-Site Configuration using Pre-  Shared Key
Activity 1: IPSec Site-to-Site Connection Configura  tion on Sitel (Gateway-A)

Create IPSec Site-to-Site connection from:
VPN = IPSec Connection => Create Connection

Select default IPSec Head Office policy “DefaultHeadOffice ” and specify parameters
as per below screen shot

General Settings

Name = 5|te1t05|te2
Policy * DefaultHeadOffice ¥
Action on VPN Restart * ‘Respond Only
Maode * @ vunnel © Transport
Connection Type * Site to 5ite
Authentication Details
Authentication Type * Presnared Key =
Key *
Local Netwark Details {Remote Netwark details for Remote peer)
Local Server = Port3 -182.188.1.1 =] Remote Gateway IF address for the Remote peer
Local LA Address * local_network | Remote LAN Address for the Remote peer
| (el
NATed LAN | Same as Local LAN address |
4
Local 1D Select Local I =l [ | Remote 10 far the Remote peer

Remote Network Details (Local Network details for Remote peer)

Remote VPH Server * 192.1682.1 | = for any 1P Address ‘
Allow NAT Traversal L=
Remote LAN Network * Local LAN Address for the Remote peer
Remote ID "SW'EI |i Locsl 1D for the Remaote pesr

User Authentication (X-Auth)

User Authentication Mode * @) Disabled &) Enable as Client (=) Enable as Server

Quick Mode Selectors (Traffic to be tunneled)

Protocol * Al =

Local Port * [ | *torany Port
Remote Port * | | *forany Port
Description
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Lab #23 IPSec Site-to-Site Configuration using Pre-  Shared Key
Activity 2: Activate Connection on Sitel (Gateway-A )

Go to VPN - IPSec Connection - Manage Connection

To activate the connection, click e under Connection Status against the
Site1toSite2 connection

n“ Srmionive m Acthier Geatechion m

LI StudentRW DefauttRoadWarrior Preshared Key s m
[l sieltoSite2 DefaultHeadO ffice Preshared Key ¥ @ 9
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Lab #23 IPSec Site-to-Site Configuration using Pre-  Shared Key
Activity 3: IPSec Site-to-Site Connection Configura  tion on Site2 (Gateway-B)

Create IPSec Site-to-Site connection from:
VPN = IPSec = Add

Select default IPSec Head Office policy “Default Branch Office ” and specify
parameters as per below screen shot

General Settings

Name * | steztositer |
Policy * DefaultHeadOffice i
Action on VPN Restart * Respond Only.
Made * @ Tunnel @ Transport
Connection Type * _Site 1o Site:
Authentication Details
ARtnentication Types LEesisre ey
Key =
Local Network Details {Remote Network details for Remote peer)
Local Server * [Ports - 192.188.2.1 =] Remote Gatewsy IP address for the Remote peer
Local LAN Address * local_network | Remote LAN Address for the Remote pesr
NATed LAH | Same as Local LAN address =
Local 1D Select Local D =l | Remote 10 for the Remote peer

Remote Network Details (Local Network details for Remote peer)

Remote VPN Server * 18218811 | = for sny 1P Address ‘
Allow NAT Traversal |l Eral
Remote LAN Network * Local LAN Address for the Remote peer
Remote ID "SW'EI |i Local 1D for the Remote pesr

User Authentication (X-Auth)

User Authentication Mode * @) Disabled &) Enable as Client (=) Enable as Server

Quick Mode Selectors (Traffic to be tunneled)

Protocol * Al =

Local Port * [ | *torany Port
Remote Port * | | *forany Port
Description
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Lab #23 IPSec Site-to-Site Configuration using Pre-  Shared Key
Activity 4: Activate Connection on Site2 (Gateway-B )

Go to VPN - IPSec

To activate the connection, click under Connection Status against the SiteltoSite2
connection

(ada] (pctete]
i Poli Authentication T SoutiE
e oy e on e Active | Connection

[l StudentRw DefauttRoadWarrior Preshared Key v @ 9

Ll sitedtoSite1 DefauttHeadOffice Preshared Key ¥ ) %@

(o)
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Lab #23 IPSec Site-to-Site Configuration using Pre-  Shared Key
Activity 5: Establish the connection

Goto VPN = IPSec

To establish the tunnel, click » under Connection Status against the SiteltoSite2
connection.

Generally Branch Offices act as a tunnel initiator and Head Office act as a responder
due to following reasons:

1. Mostly Branch Offices will have dynamic IP so Head Office will not be able to
initiate the connection. If remote site is on dynamic then Head Office will not
be able to initiate the connection.

2. This will reduce the load on Head Office as Branch Offices will keep retrying
the connection instead of one Head Office to keep retrying all Branch Office
connections.

In this Lab scenario, both are having static IP, so connection can be initiated by any
site.
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Lab24# Create L2TP Tunnel allowing the tunnel users  to access
only web services of Intranet in LAN enablingthe D  MZ IPS policy.

Go to VPN-> L2TP - Configure

Create L2TP configuration assigning IP from 10.10.10.10 to 10.10.10.100

General Settings

Local P Address * | Porth - 172.16.1.1
AssignProm® | 10.10.10.10 | - [1010.10.100 |

Client Information

Primary ONS Server = 111 . I

H

Secondary DNS Server * | B.8.8.8 .
Primary WINS Server il
Secondary WINS Server 7 -\

Members

Select Users/ Group *  [User

Wlember Users Group ==y

Records per page| 5 e v B

I S S

L1 | user Adrian

1 Group sales

Hec:urnsperpage}':—s (10f1) @

Create L2TP connection: Go to VPN - L2TP - Connection

General Settings.

Name * Q'berlne
Policy * DefautLZTF v
Action on VPN Restart® | Respond Only
Authentication Details
A ication Type * | Key [=]
Key *

Local Network Details (Remote Network details for Remote peer)
Local Server = | Port - 18216811 [=]  Remote Gateway IP address for the Remote peer
LocallD | select Local [« [ | Remote ID for the Remote peer

Remote Hetwork Details (Local Network details for Remote peer}

Remote Host * it | = for any IF Address
Allow NAT Traversal [#] Enable
Remote LAN Hetwork *

Remote ID | Select Remote ID = | | Locs! ID for the Remote peer

Lk Poli Authentication T pLates M
[ame olicy uthentication Type Kb | Gkt lanage

I cyberite Defaultl 2TP Preshared Key

CIick the « button under the Active column to Activate the mection:

Status
Policy Authentication Type Active | Connection

LI Cyberlite Defaull 2TP Preshared Key
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Create Host for the L2TP range of users

Add IP Host X

Name*® | LZTPRange :
Type " @ 1p ) Network @ P Range ) P List

IPAddress* | 10.10.10.10 |-[10.10.10.100

Host Group [Mone ¥ |
Lok | [cancel]

Create Destination Host:

Add IP Host =
Name* | intranet
Type * @ ip @ Network ) 1P Range ) 1P List

IPAddress® | 202589521

Host Group [ Mone ¥ |

Create Service group for web services:

Add Service Group

‘

Name * | Webservices

De=zcription |

Eeleer Shaess ISBrvibel'_ist Selected Service
[&re |
[T FA Service z| [we |
¥ HTTP :
™l HrTPS
| L 1cmp_any
EEI GMP

, 4|z II!.-! i r |
Lok | [cancel |

3] HTTPS i

e

Now creating a firewall rule:
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Source Destination
Zone*  |VPN IZ[ L2 B
Attach Identity (]
Network | Host*  [LZTPRange v Intranet v
Services®  [Webservices v]
[Althe time @

Action * ®@ accept © Drop © Reject

LI Apply NAT | Seiect NAT Policy =

Advance Settings (Security Policies, QoS, Routing Policy, Log Traffic)

AV & AS Scanning

Web Filter [ Select Web Fifter Palicy | &
Application Filter  [Select Application Fiter Policy v @
ips  [dmzpolicy v
1M Scanning [_| Enabie

L] SMTP_| POP2 [ | IMAP|_| FTP || HTTP

| Apply Web Category based QoS Policy
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Lab#25 Create PPTP Tunnel allowing the tunnel users to acc  ess
only web services of Internal network in LAN enabli ng the DMZ IPS

policy.

Create PPTP Configuration: VPN - PPTP

General Configuration

LocallP Address * | PortA- 1724611 [=]

Assign P from* | 10.10.10.10 | - [1e1010.020

Client Information

PriaryDNS Server® (4222 [&]
Secondary NS Server * | ofher =1 [6420221 |

Secondary WINS Server

Members

Select Users/ Group *  [User v]
Member Users Group ﬁ Records per pagefé _ @ Hof1) @
0 S 5 ——
[ Group Finance Users
L user Jdohn Wac
™ Group CCNSPgroup
¥ user Tim Carner

Create Host for PPTP Range of users

Add IP Host ®

Name* | PFTPRange
Type* P 2 Network @ P Range ©) IP List

IP Address * 10.10.10.110 |-/ 10.10.10.420

Host Group [Hone ¥ |
(cane)

Create destination host for Internal Network

Add IP Host ®

Name* | internaliet

Type * 2 1p @ Network O 1P Range ) IP List

IP Address® | 192188320 Subnet | 255.255.255.0 (24) =l

Host Group | MNone ¥ |

Coc RO

CCNSP Guide Page 343



-~

Cyberoam Certified Network & Security Professional

i e v b

Create firewall rule for the same

General Seftings

Source Destination

Zone* VPN =] LAN [=]
Attach Identity L
Network | Host*  [PPTPRange v] Internalet v
Services®  |Webservices v]
[Althe time v | @

Action* @ Accept © Drop @ Reject
L1 APPIY NAT | Select NAT Policy =

Advance Settings (Security Policies, GoS, Routing Policy, Log Traffic)

Security Policies
Web Fitter  [None | & =]
ion Fitter  [Nane | &
1Ps  [dmzpolicy v]

IM Scanning | Enable

AV & AS Scanning [ SMTP[| POP3 ]| IMAP [ ] FTP [#] HTTP

Lab 26# Create Global policy for SSL VPN using self  signed
certificates for client and sever.

For this Lab, we will use the Default Certificate Authority of Cyberoam. To use it, we
have to enter the information in the Default Certificate Authority.

Go to Objects - Certificate - Certificate Authority > Click on Default

Certificate Authority

HName* Default

Country Name * | United States. L:_l
State/Province Name* Newr Jersey
Locality Name* New J.erse'y {eg. city name}
Organization Name™ | Ellfecnre (eg. company name)
Organization Unit Name* Cyberoam (ey. department name)
Common Name* | (_:ylzgr\r_t_a (eg. server's hostname)

Email Address* cyberite@cyberoam.com

CA Password®  ssssssssssss

Confirm CA Password®  esssssesssse

Create a self signed certificate for Client end: Objects - Certificated - Add
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Action * ) Upload Certificate @ Generate Self Signed Certificate (0 Generate Certificate Signing Request (CSR)

Name * SSLServer

Validupto®  |2010-1231  |[3

Keylength® 512

Password * LTI Ty

Confirm Password” sssssssneeme

Certificate ID* | DNS

[=]| cyberoam.com

Apply the certificates to the Global Settings spaeg the IP Lease range:
Go to SSL VPN - Global Settings

Tunnel Access Settings

Protocol *

55L Server Certificate *

Per User Certificate

§5L Client Certificate *

@) Upp @ TCp (Select UDF for better performance)
S5LServer El
¥l

Select Client Certificate [+ |

IP Lease Range * 10.81.2345 |- | 10.81.234.55 | (Should be from Frivate | ranges. First IP in the range will be used by the server.)
Subnet Mask * | 2552552550 '
Primary DNS | 172.16.16.16
Secondary DNS | 3888
Primary WINS
Secondary WINS
Dead peer detection * \¥| Enable
Check Peer after every * 80 | Seconds (B60-3500)
Disconnect after * 3_1}0_ Seconds (300 - 18000}
Idle Timeout * 15_ Winutes (15-50)
Web Access Settings:
e Time* |10 | Minutes (10-60)
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Lab 27#Create an SSL VPN tunnel with Web access app lying it
to user with access only to Intranet.

Create a bookmark for the internal network

*

Add Bookmark

Bookmark Hame * Intranet

Type * @ HTTP © HTTRS
URL = http:{ﬁntran [E_:_t._E:_1'rte!:!:rr§-..n:um

Description

Create a Web access SSL-VPN Policy

Add 551 VPH Policy

Hame * | Access Intranet |
Access Mode * [ Tunnel Access %] web Access
Description { J
Tunnel Access Settings
Tunnel type * Spit Tunnel (~, Full Tunnel

| |

| #portc - 1
L #porte <] |
L #portr |
L #porta 2

| #Porta 3 -

[ ———] ¢ |

Advance settings (DPD & idle timeout) &
Web Access Settings
fopeasible Resourcrs = (| Enable Arbirary URL Access
| ks
Groups Groups
1w intranet @.Int'rér-»e{
Advance settings (DPD & idle timeout) ﬁ
(o
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Now apply it to the user.
Username *  fim

Name * 'I'|n1 -Carner

Password * esessssssee

Confirm Password * [ITITYTTITY]

UserType * @ yser @ Administrator

Profile = [Profile v|

Email * | ctim@cyberite.com

Group * | EI-ZI‘-J.E';P-gruup .
Web Fiter * | CCNSPweb v @
Application Filter = | CCNSPapplication L J | ﬂ
Surfing Quota = | CCNSPquota v @
Access Time = | Allowed allthe time v] ﬂ.
Data Transfer | CCNSPdata v 0
QoS | 258kbps link _Policy... v] ﬂ
IS R < CCEss Intranet a
s -
FRTP* | @ No Palicy Applied @ Access Infranet

Spam Digest = =

Lab 28# Create an SSL VPN tunnel with Full accessi n split
tunnel mode applying it to Manager User giving acce  ss to the
internal network.

Create host for internal network

Add IP Host b4
Name * InternaiNet
Type * 2 1p @ Network O 1P Range ) IP List
P Address® | 192163320 Subnet | 255.255255.0 (24) =l
Host Group [ Hone A
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Create Full Access Mode, split tunnel SSL VPN BRpolic

Add S5L VPN Policy

Hame * Access Internal Netwaork

Access Mode * [¥| Tunnel Access LI web Access

Description
Tunnel Access Settings
Tunnel type * @ Spit Tunnel @ Full Tunnel
k: k
||l 172181105 | |[] Internaiiet
o L2TPRange
Accessible Resources * I-_l Intranet
I_l PPTPRange =
| ¥] internattiet -
‘ ,
‘ Advance settings (DPD & idle timeout) &

Now apply the SSL VPN policy to user:

Uzername =  john

Name * John Mac
Password * esssssss
Confirm Password * [ITTTT ]

UserType * @ yser © Administrator
Profile *  [Profile v|
Email = _m}uﬁn@wﬁernam.cum

Policies

Group * | Finance Users =]
Web Fiter * |General Corporate Po... v| @
Application Fiter = [Deny Al v| &
Surfing Quota * | Weekly 7 hours Cycli.. ¥ | 0
AccessTime = | Allowed only during ... ¥ 0
Data Transfer | 100 MB Total Data Tr... v| &
QoS  [256kbps link _Policy... v] ﬂ.
SSLWPN * s Internal Netw 9
L2TP * I. a
il {7 Mo Policy Applied 7 Access Intranet
Spam Digest = @ Access Internal Netw ..
Simultanecus Loging *

Lab #29 L2TP Configuration (Online — Optional)

Please refer below Cyberoam Knowledge Base article to configure L2TP connection:

http://kb.cyberoam.com/default.asp?id=956&SID=&Lang=1
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Lab #30 PPTP Configuration (Online — Optional)

Please refer below Cyberoam Knowledge Base article to configure PPTP connection:

http://kb.cyberoam.com/default.asp?id=380&SID=&Lang=1

Cyberoam VPN Failover Overview

Cyberoam VPN Connection Failover is a feature that enables to provide an automatic
backup connection for VPN traffic and provide “Always ON” VPN connectivity for
IPSec and L2TP connections.

A VPN tunnel allows you to access remote servers and applications with total
security. With VPN auto failover, a VPN connection to be re-established when one of
the two WAN connections drops. Solution also achieves failover latency of a few
seconds by constantly monitoring the link and instantaneously switching over in the
event of a failure.

Advantages

* Reduce the possibility of a single point of failure

* Reduce the reliance on manual intervention to establish new connection

* Reduce the failover time of a VPN connection with redundant VPN tunnels and
VPN monitoring

Cyberoam implements failover using VPN connection Group. A VPN group is a set of
VPN tunnel configurations. The Phase 1 and Phase 2 security parameters for each
connection in a group can be different or identical except for the IP address of the
remote gateway. The order of connections in the Group defines fail over priority of
the connection.

When the primary connection fails, the subsequent active connection in the Group
takes over without manual intervention and keeps traffic moving. The entire process
is transparent to users.

For example if the connection established using 4th Connection in the Group is lost
then 5th Connections will take over.

VPN Logs:

To view VPN logs, connect Cyberoam through telnet/ssh console.
The default password is: Admin.

Select option number 8, i.e. VPN Management.
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Main Menu

Network Configuration
System Configuration
Route Configuration
Cyberoam Console

Cyberoam Management

Upgrade Firmware
Bandwidth Monitor

VPN Management
Shutdown/Reboot Cyberoam
Exit

o N I M T [ TR T 5 B

Select Menu Number [0-9]: I

After selecting option number 8, select option number 3.

¢ Telnet 192.168.1.39

UPFM Management Menun

Main Menu

Regenerate HSA Key

Restart UPM Service

Uiew UPN Logs

Uliew Connection Wisze UPN Logs
Advance UPM Logs

PFPTF UPN Logs

Exit

Select Menu Mumber [B-61: 3
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Module 11: Multilink Manager

Cyberoam roam Certified Network & Security Professional (CCNSP)

Multilink Manager

—
—

Agenda:
e Cyberoam Multilink — An Introduction
* Gateway Management
« Active-Active load balancing and Gateway failover
* Active-Passive Gateway Failover failover

)

www.cyberoam.com 1 Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

CCNSP Guide Page 351



5
§
K
i
E

| il
; el
3 7
o

Cyberoam Certified Network & Security Professional

Cyberoam Unified Threat Management

Multi-Link=-An Introduction

Introduction:
- Ina typical organization scenario, multiple WAN links may
be required to be deployed.
Organizations may want to take advantage of multiple
links to increase performance by maintaining high uptime.
= Cyberoam Multi-Link can be configured only in Gateway
mode and not in Bridge mode.

Benefits:
* Load Balancing
it balances traffic between various links, optimizes
utilization and thereby assist in cutting operating cost.
= Automatic ISP Failover Detection
it detects link failure and passes the traffic to operating
link.
= High Uptime
Improves performance because of high uptime.
Bandwidth Scalability
Facilitates increased bandwidth scalability

¥ Copyeght © 2005 Bascors Technaloges Lid. Al rights meseresd. Frivacy Palcy
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Cyberoam Multilink — An Introduction

Cyberoam’s integrated Internet security solution is purpose-built to meet the unified
threat management needs of corporate, government organisations and educational
institutions. It also provides assistance in improving Bandwidth management,
increasing Employee productivity and reducing legal liability associated with
undesirable Internet content access.

Cyberoam’s - Weighted Round Robin Load Balancing feature enables Network
Managers to optimise network traffic and balance the load between multiple
gateways/links. It also supports the failover detection and switchover mechanism to
an alternate link when an active link goes down.

Load balancing is a mechanism that enables balancing traffic between various links.
It distributes traffic among various links, optimising utilisation of all links to accelerate
performance and cut operating costs. Employing a weighted round robin algorithm for
load balancing, Cyberoam enables maximum utilisation of capacities across the
various links.

In addition to distributing traffic, Cyberoam detects link failure i.e. when a gateway
stops responding or goes down and passes the traffic to the operating link. This
safeguard helps you provide uninterrupted, continuous Internet connectivity to your
users.

Using link load balancing provides organisations a way to achieve:

Traffic distribution that does not overburden any link
Automatic ISP failover

Improved User performance because of ho downtime
Increased bandwidth scalability

bR
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Cyberoam

Unified Threat Management

MultiLink Configuration

I

Cyberoam Gatoway

W AT
153 508.3.1

A LRI, LT 2 0 25 Enecoen Techoologes Lil. All rigeis reserved. Praincy Polcy

How it works

Load balancing is determined by the load metric/weight. Each link is assigned a
relative weight and Cyberoam distributes traffic across links in proportion to the ratio
of weights assigned to individual link. This weight determines how much traffic will
pass through a particular link relative to the other link.

Administrators can set weight and define how the traffic should be directed to
providers to best utilize their bandwidth investments. Weight can be selected based
on:

1. Link capacity (for links with different bandwidth)
2. Link/Bandwidth cost (for links with varying cost)

By Default all the Gateways are having weight as “1 ", so Cyberoam will do the
Load balancing in 1:1 across all Gateways'.
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CCNSP Module 11: Multilink Manager

Multi-Link- How it works
Cyberoam does load balance using Weighted Round Robin (WRR)
Load balancing is determined by the load metric i.e. Weight
Cyberoam does load balance only on new connection
Weight can be selected based on:

« Weight can be decided on Link Capacity

* Weight can be decided on Link Cost

By Default all the Gateways are having weight as “1”, so Cyberoam
will do the Load balancing in 1:1 across all Gateways'.

www.cyberoam.com {&  Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

CCNSP Module 11: Multilink Manager

Gateway Management

What needs to be done if Multiple ISP links are
available?

*Active-Active load balancing and gateway failover
*Active-Passive Gateway Failover

www.cyberoam.com ¥ Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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Active-Active load balancing and gateway failover

By default, all the gateways defined through Network Configuration Wizard will be defined as
“Active” gateway.

For Active Gateway

Depending on the weight, Cyberoam will select gateway for load balancing. Cyberoam
distributes traffic across links in proportion to the ratio of weights assigned to individual link.
This weight determines how much traffic will pass through a particular link relative to the other
link.

To specify the weight, go to Network - Gateway - Click the Gateway Name

Hame* I15P1
IP Address* 1111
Interface*® PortB-1.1.1.10/255. 255 2550
Type* @ active © Backup

Weight* |1

To add Gateway Failover Rule, go to Network > Gateway - Click the Gateway
Name - Failover Rules

|E| hot able to PING on IP Address '74.125.95.106"

AND
|i| Mot able to Connect TCP Port "80" on IP Address "209.191.93.53"
OR
Mot able to Connect UDP Port "53" on IP Address '3.8.8.8"
Then...
"SHIFT to another available Gateway"

Gateway failover provides link failure protection i.e. when one link goes down; the traffic is
switched over to the active link. This safeguard helps provide uninterrupted, continuous
Internet connectivity to users. The transition is seamless and transparent to the end user with
no disruption in service i.e. no downtime.
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To achieve WAN failover between multiple links:

To achieve WAN failover between multiple links:
e Configure links in Active-Backup setup
« define Active gatewayl/interface
« define Backup gatewayl/interface — traffic through this link is routed only when active
interface is down
» define failover rule

In the event of Internet link failure, the Multilink Manager automatically sends traffic to
available Internet connections without administrator intervention. If more than one link is
configured as backup link, traffic is distributed among the links in the ratio of the weights
assigned to them. On fail over, Backup gateway can inherit the parent gateway’s (Active
gateway) weight or can be configured.

Failover rules 4
The transition from dead link to active link is based on the failover rule defined for the link.

Failover rule specifies:
*how to check whether the link is active or dead
*what action to take when link is not active

Failover rule has the form:

IF
Condition 1
AND/OR
Condition 2
then

Action

Depending on the outcome of the condition, traffic is shifted to any other available gateway.
By default, Cyberoam creates Ping rule for every gateway. Cyberoam periodically sends the
ping request to check health of the link and if link does not respond, traffic is automatically

sent through another available link. Selection of the gateway and how much traffic is to be
routed through each gateway depends on number of configured active and backup gateways.

Configure both the gateways as active

T T N e R T T
| =i 1149 PortB - 1.1.1.10/255.255.255.0 Active 1 @ %
sp2 101042 PortD - 10.10.4.1/255.255.255.0 Active £ =] %
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Gateway Load Balancing

By default, all the Firewall traffic is load balanced across all the ISP links in
proportion to the weight.

Firewall -- > Edit any of the rule.

General Seftings

Source Destination
Zone*  [LAN =] WAN =
Attach Identity [
Hetwork /Host*  [Any v] Any v]
Services*  [Any v]
Schedule  [Allthe fime @
Action * @ Accept @ Drop © Reject
vl Appiy NAT | asq

Advance Settings (Security Policies, QoS, Routing Policy, Log Traffic)

Security Policies
Web Filter  [Allow Al @ | Apply Web Category based QoS Policy
ion Filter  [Alow Al bal )
1ps  [generalpoiicy ¥]

1M Scanning || Enable

AV & AS Scanning |w| SMTP [w| POP3[ | IMAP ] FTP [¢| HTTP

QoS & Routing Policy

Qos  [Select QoS Policy v @
Route Through Gateway | Load Balance [+ |
Backup Gateway | NONE [=]

Log Traffic

Log Traffic | Enable

Description

Lok ] [cancel,
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CCNSP Module 11: Multilink Manager

Active-Active gateway Load Balancing

BSNL
512 kbps

BHARTI
256 kbps

Weight: 3 Weight: 1

www.cyberoam.com {&  Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

CCNSP Module 11: Multilink Manager

Active-Active gateway Failover

*Depending on the weight, Cyberoam will select
gateway for load balancing.

*Cyberoam distributes traffic across links in
y | proportion to the ratio of weights assigned to
| individual link.

*This weight determines how much traffic will pass
through a particular link relative to the other link.

www.cyberoam.com ) Copyright © 2008 Elitecore Technologies Ltd. Al rights reserved. Privacy Policy
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Active-Passive Gateway Failover

The Feature:
1. Configure a redundant link on Cyberoam.
2. Configure multiple backup links.
3. Backup links for specific routes.

Benefit:

Provides the link failure protection

Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

Backup gateway with failover condition

Network - Gateway - Click on the gateway name

A backup gateway is the one that can be used in an active/passive setup. The traffic is
routed through Backup gateway only when Active gateway is down

Mame*  ISP2
IP Address® 10.10.42
Interface’  PortD-10.10.4.1/255.255.255.0

Typet O Active @ Backup
Backup Gateway Details
@ | any [&] actve gateway fals
Activate this Gateway* -
© Manualy
) inhert weight of the faled active gatawiay
Action on Activation®
1©) Use pre-configured weight

www.cyberoam.com 3 Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

Backup — A gateway that can be used in an active/passive setup, where traffic is
routed through Backup gateway only when Active gateway is down

[=
‘This option is only available when two or more Gateways are configured in
Cyberoam.

Hame* I5P2
IP Address® 101042
Interface™ PortD-10.10.4.1/255.255.255.0

Type* @ active ® Backup

Backup Gateway Details

@1 | ANy [=] Active gateway fals
Activate this Gateway" o
@ Wanually

@ Inhert weight of the failed active gateway

Action on Activation* =
) Use pre-configured weight

Lox ] [cancer]
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Backup Gateway Details:
Activate this Gateway — Configure when the Backup gateway should take over the active
gateway.

@ 5 ANY iw| Active gateway fails

Activate this Gateway® [
© Mal

Action on Activation® N
i) 1= pre-configured weight

Automatic failover
From the dropdown list specify when the backup gateway should take over from active
Gateway. This takeover process will not require administrator’s intervention.

Options:

Specific Gateway - Dropdown will list all the configured gateways. Backup gateway will take
over and traffic will be routed through the backup gateway only when the selected gateway
fails.

ANY — Backup gateway will take over and traffic will be routed through backup gateway when
any of the active gateway fails

ALL - Backup gateway will take over and traffic will be routed through backup gateway when
all the configured active gateways fail

Manual Gateway Failover

@i | ANY [+] Active gateway fails
Activate this Gateway*

) Manualy
@ Inherit weight of the failed active gateway

Action on Activation®
1 Use pre-configured weight

E. Ei'] Eﬁ l]
Manual failover

If you select “Manually”, Administrator will have to manually change the gateway if the active
gateway fails.

Action on Activation — Configure weight for the backup gateway . Cyberoam distributes traffic
across links in proportion to the ratio of weights assigned to individual link. This weight
determines how much traffic will pass through a particular link relative to the other link.

Select “Inherit weight of the failed active gateway” if you want Backup gateway to inherit the
parent gateway's (Active gateway) weight or select “User pre-configured weight” and specify
weight.
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Active-Passive gateway failover through Firewall ru le itself

General Settings

Destination

Source
Zane*  [Lan WAN =]
Attach identity [
Network | Host* | v] Any v]
Services*  [Any ]
[Athe time Eak i ]

Action * ® accept @ orop © Reject

[¥] Apply NAT MASQ

Advance Settings (Security Policies, Qo§, Routing Policy, Log Traffic)

Security Policies

Web Fitter  [Allow Al Lk i ] | Apply Web Category based QoS Policy
ion Filter [ Allow Al v @
1Ps  [lantowan_general v

IM Scanming ] Enable

AV & AS Scanning ¥ SNTP|¢| POP3[_| IMAP[_| FTP |¢| HTTP

QoS & Routing Policy

QoS [S12kbps ink _Policy- Lk i ]
Route Through Gateway I5P1 E]
Backup Gateway I§P2 E[

Log Traffic

Log Traffic || Enable

Description

(ox ]
ISP1 has been included in the Route Through Gateway  and ISP2 as Backup
Gateway. When the ISP1 goes down it will automatica lly shift all traffic over

ISP2
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Cyberoam Unified Threat Management

Troubleshooting

Improper Failover Configuration
Email Alerts incase Gateway is Down
Status on the Cyberoam Dashboard
Status Check via CLI

wiwwr Cybenam com Copyright © 2005 ERMacsr Technclagies Lid. Al fights resrved. Privacy Policy
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Troubleshooting

Gateway Failover Conditions

Make sure to have the correct Gateway failover conditions configured on the
appliance, otherwise traffic will not be failover in case of link down.

Refer to failover condition slides to configure it properly.

Email Alerts

Cyberoam will automatically send the malil alert to the administrator whenever the
gateway status changes. This applies to only when Cyberoam is deployed with the

Multi Gateway.

Alert mail showing the gateway status “Down “

& Galeway 'BPT i Down - Thondeshied

Ba EM Yew Go Hessage Took Help
&. 2 @ P 9 4 X
Vot Miad Wit Atk Bk By Faghy Al Forwand | Delets
Subjecs Gatewasy TSP s Doen
Fro - (dmad i oo, com
Dabes IO LOCAREH
Ton gkl Qe eTodn, L

NN - I;
P, L]

S

This message 18 frow Cyheroas Appliance

Appliance Model @ CRZSO0L

Applisnce Fey 1 COLIDECOIT1I-TYANIND

Cyberonm Vermicon : 9.4,1.0

Syeten IP Ldacess el : 172, 18. 18, 18 192,188, 15083 1921947102 10, 10.5.1

BEAr MISlBLSTCNTOL,

Thir im ar suto-geErerated mospnge fiom Cyhedomm Motinacing Tool ia indorm the Gateway statun change.
dacewny: ¢ IHP1°

Gavevay IF address: 97 _148.1. 354

Scacuar bown

.
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Alert mail for the gateway status “ up *

& Gateway 1501° s UP - Thunder bird

Eie Ect Yew o Hemoge Jods Heb
. 2 B P B & X T e
Set Hall Write  AddressBook  Reply  Reply Al Forwen Dot Junk Prirk
= Subjech Gateway '1SP1'is P

Frove bt ovee o, (o

Deates  10FS00T 10:51 PH
Toe guienBoderosm com

iw

Thaa message 13 Erom Cyberoam Appliance
Appliance Hodel : CHIZOL

kypliance Key : CO1D6003F1-YAHING
Cyberoam Veralon : §.4.1.0

Syatem IP Addresa(ea) : 172.16.16.16 192,168, 15,183

Deaz Administrator,

Catesmy: "T3P1°
gatevay IP address: 192.168.1.154
Sratus: UP

2

178,107,107, 108

This 18 an auto-gensrated messags from Cyberoam Notinoting Tool oo inform che Gateway scacus change,

10, 10,3.1

|%

Status on Dashboard

Gateway is Down

ISP @

1.1.141

15R2 10.10.4.2
Gateway is Up
One can always check the status of the gateway from

Green colour against the gateway shows that the gat
Red shows that gateway is down.

the dashboard.
eway is up, while
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Module 12: Routing

Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)
rl

Module 12: Routing

Agenda:
« Basics of Routing
* Cyberoam Routing Features
« Static Routing
« Policy Based Routing
» Source Based Routing
» Dynamic Routing
» Multicast Routing

www.cyberoam.com ¥ Copyright © 2008 Elitecore Technologies Ltd. Al rights reserved. Privacy Policy
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Basics of Routing

Cyberoam Unified Threat Management

Basics of Routing

* What is routing?
* Routing Algorithm
» Static versus dynamic

* Single-path versus multi-path
* Link state versus distance vector

www.cyberoam.com &'} Copyright © 2005 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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Basics of Routing
What is routing?

Routing is a way to get one packet from one destination to the next. Routers or
software in a computer determines the next network point to which a packet should
be forwarded toward its final destination. The router is connected to at least two
networks and makes a decision which way to send each data packet based on its
current state of the networks it is connected to. A router is located at any point of
networks or gateway, including each Internet POP. A router creates or maintains a
table of the available routes and their conditions and uses this information along with
distance and cost algorithms to determine the best route for a given packet.
Typically, a packet may travel through a number of network points with routers before
arriving at its destination.

Algorithm Types

e Static versus dynamic
e Single-path versus multi-path
» Link state versus distance vector

Dynamic vs. Static

Static routing algorithms are hardly algorithms at all, but are table mappings
established by the network administrator prior to the beginning of routing. These
mappings do not change unless the network administrator alters them. Algorithms
that use static routes are simple to design and work well in environments where
network traffic is relatively predictable and where network design is relatively simple.

Because static routing systems cannot react to network changes, they generally are
considered unsuitable for today's large, changing networks. Most of the dominant
routing algorithms in the 1990s are dynamic routing algorithms, which adjust to
changing network circumstances by analyzing incoming routing update messages. If
the message indicates that a network change has occurred, the routing software
recalculates routes and sends out new routing update messages. These messages
permeate the network, stimulating routers to rerun their algorithms and change their
routing tables accordingly.

Dynamic routing algorithms can be supplemented with static routes where
appropriate. A router of last resort (a router to which all unroutable packets are sent),
for example, can be designated to act as a repository for all unroutable packets,
ensuring that all messages are at least handled in some way.

Single-Path vs. Multipath

Some sophisticated routing protocols support multiple paths to the same destination.
Unlike single-path algorithms, these multipath algorithms permit traffic multiplexing
over multiple lines. The advantages of multipath algorithms are obvious: They can
provide substantially better throughput and reliability.
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Link State vs. Distance Vector

Link-state algorithms (also known as shortest path first algorithms) flood routing
information to all nodes in the inter-network. Each router, however, sends only the
portion of the routing table that describes the state of its own links. Distance- vector
algorithms (also known as Bellman-Ford algorithms) call for each router to send all or
some portion of its routing table, but only to its neighbours. In essence, link- state
algorithms send small updates everywhere, while distance- vector algorithms send
larger updates only to neighbouring routers.

Because they converge more quickly, link- state algorithms are somewhat less prone
to routing loops than distance- vector algorithms. On the other hand, link- state
algorithms require more CPU power and memory than distance- vector algorithms.

Link-state algorithms, therefore, can be more expensive to implement and support.
Despite their differences, both algorithm types perform well in most circumstances.

Cyberoam Routing Features

Cyberoam Unified Threat Management

Cyberoam Routing Features

Cisco Compliance CLI Interface:

Cyberoam provide Cisco compliance CLI interface for routing
configuration.

Routing Support:

Static Routing
Policy Based Routing
Dynamic Routing:
* RIPv1, RIPV2
* OSPF
* BGP
Multicast Routing

www.cyberoam.com ) Copyright © 2005 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

CCNSP Guide Page 369



Cyberoam Certified Network & Security Professional

Static Routing

Static routing can be configured by adding static routes when you want to route traffic
destined for specific network/host via a different next hope instead of a default route.
To add static route it is required to know Destination network/Host, netmask for
destination network & Next hope IP address. The gateway address specifies the
next-hop router to which traffic will be routed.

A static route causes packets to be forwarded to a different next hope other than the
configured default gateway. By specifying through which interface/gateway the
packet will leave and to which device the packet should be routed, static routes
control the traffic exiting Cyberoam.

Example: All the traffic to 4.2.2.2 should always b e routed via ISP1 (1.1.1.1)
This traffic will be dropped in case the interface is down.

To add the static route, in GUI, go to Network - Static Route - Add

Add Unicast Route b4

Destination IP* | 4.222
Netmask® | 255255255255 (32)
Gateway b s
Interface  PortB - 1.1.1.10 [=]

Distance 0 (0 - 255)

(ada] (peiete]
I S I S I
0 % @

LI 4.22.2/255255255255 1011 FortB

Policy Based Routing

Static routing method satisfies most of the requirements, but is limited to forwarding
based on destination address only.

Policy based routing is extended static routes which provide more flexible traffic
handling capabilities. It allows for matching based upon source address,
service/application, and gateway weight for load balancing. Hence, it offers granular
control for forwarding packets based upon a number of user defined variables like:

« Destination

» Source

« Application

« Combination of all of the above
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All SMTP traffic routed through ISP1 with active-ac

tive gateway failover

General Settings

Source Destination
Zone * \_AN
Attach Identity |
Hetwork i Host®  [Any v]
Services®  [SWTP ]
[Allthe time v @
Action * @ Accept @ Drop @ Reject
| Apply NAT MASQ

Any v]

Advance Settings (Security Policies, QoS, Routing Policy, Log Traffic)

AV & AS Scanning

Security Policies
Web Fiter  [General Corporate Po.. v @
Application Filter [ Allow Al v | &
PS5 ‘ lantowan_general v |
IM Scanning L| Enable

|| SMTR[_| POP3[_| MAP[ | FTP[| HTTP

| Apply Web Category based QoS Policy

QoS & Routing Palicy

Qos  [None v @
Route Through Gateway I15P1 E[
Backup Gateway | ISP2 =
Log Traffic
Log Traffic || Enable
Description

Lo (oamat
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All the HTTP Traffic from LAN to WAN is active-acti  ve load balanced

General Settings

Source Destination
Zone*  [Lan = [wan =]
Attach Identity [ |
Network | Host * |Any v | Any v |
Services * | HTTP v |
[Allthe time v @

Action * @ Accept © Drop D Reject

v/ Apply BAT | MasQ =]

Advance Settings (Security Policies, QoS, Routing Policy, Log Traffic)

Web Filter |Genera| Corporate Po.. v | o | Apply Web Category based QoS Policy
ion Fitter [ Allow All v @
b5 [lantowan_general ¥]

IM Scanning || Enable

AV & AS Scanming || SMTP[_| POP3[_| MAP[| FTP |y HTTP

QoS & Routing Policy

Qo5 [Nene v @
Route Through Gateway Luad Balance
Backup Gateway NONE ’E

Log Traffic

Log Traffic || Enable

Description

Source Based Routing

Source Network routing allows Administrators to direct traffic generated from
particular Network over designated links according to the business policies. When
you define Source based routing for a particular subnet, all the traffic coming from
that subnet will be forwarded to the defined Interface.

Select Network - Static Routes -> Source Route and click gateway through which
network traffic is to be routed

B pashboard @ Wizard [=[Re

Cybe@ﬁanr [ —

Thesat Unicast Multicast Source Route

!mqiqg (Aga] [petete | Add Explicit Source Route =
s CE— my e =

- o Wo records found.

[192.188.10
s ) (e EmE
+ Gateway

-

« DNS

« DHCP

« ARP

+ Dynamic DNS
& ey
Az FREWALL
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Dynamic Routing

Cyberoam supports RIP, OSPF & BGP dynamic routing protocols.

Routing Information Protocol (RIP)

Routing Information Protocol (RIP) is a distance-vector routing protocol documented
in RFC 1058. RIP uses broadcast User Datagram Protocol (UDP) data packets to
exchange routing information.

The Cyberoam implementation of RIP supports:

« RIP version 1 (as described in RFC 1058)
» RIP version 2 (as described in RFC 2453) and Plain text and Message Digest
5 (MD5) authentication for RIP Version 2

Open Shortest Path First (OSPF)

OSPF (Open Shortest Path First) is one of IGPs (Interior Gateway Protocols).
Compared with RIP, OSPF can serve much more networks and period of
convergence is very short. OSPF is widely used in large networks such as ISP
backbone and enterprise networks.

The Cyberoam implementation of OSPF supports OSPF version 2 (as described in
RFC 2328) and plain text and Message Digest 5 (MD5) authentication

Border Gateway Protocol (BGP)

BGP (Border Gateway Protocol) is a path vector protocol that is used to carry routing
between routers that are in the different administrative domains (Autonomous
Systems) e.g. BGP is typically used by ISPs to exchange routing information
between different ISP networks.

The Cyberoam implementation of BGP supports Version 4 (RFC 1771), Communities
Attribute (RFC 1997), Route Reflection (RFC 2796), Multi-protocol extensions (RFC
2858) and Capabilities Advertisement (RFC 2842)

Additionally, a firewall rule is to be configured for the zone for which the BGP traffic is
to be allowed i.e. LAN to LOCAL or WAN to LOCAL.

Note: Configuration of RIP, OSPF & BGP is beyond the scope of CCNSP and is a
part of CCNSE curriculum. Please refer the document on Cyberoam knowledgebase
sites for configuration:

+ RIP: http://kb.cyberoam.com/default.asp?id=1000&SID=&Lang=1
*« OSPF: http://kb.cyberoam.com/default.asp?id=999&SID=&Lang=1
« BGP: http://kb.cyberoam.com/default.asp?id=1001&SID=&Lang=1

Multicast Routing:

Cyberoam supports multicast traffic forwarding in both Gateway / Bridge Mode.
Multicast forwarding is controlled by specifying static routes for multicast traffic.

In Gateway mode, multicast forwarding needs to be enabled and then static routing
needs to be configured.
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In Bridge mode, only multicast forwarding needs to be enabled.

Multicast routing configuration is beyond the scope of CCNSP and is a part of
CCNSE curriculum.

Refer knowledge base article for multicast routing configuration:
http://kb.cyberoam.com/default.asp?id=1021&SID=&Lang=1
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Module 13: General Administration

Agenda:
+ Port Settings
* Role based Administration
* L ogging Management
* Report Management
+ DNS Management
+ DHCP Configurations
* Cybercam Upgrade
+ Backup — Restore
* Diagnostic Tools
* Troubleshooting Tools
* Debugging Tools

Port Settings

System -> Administration -» Settings -> Port Settings

Use Settings tab to make modifications in the general port settings and Web Admin
Login parameters. Make changes to the login parameters for restricting the local and
remote users based on the time.

By default, the port numbers are assigned to various functions performed by
Cyberoam and can be modified using this tab.

Port Settings

Web Admin Console HTTP Port * a0
Web Admin Console HTTPS Port * 443
S5L VPH Port * 2443

e —
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Role Based Administration

System—> Administration—-> Profile

Use Profile tab to create profiles for various auistrator users. An administrator can
have various levels of privileges and thus Cyberpaowides the facility of creating
profiles.

All the profiles have a different level of accessyberoam Web Admin Console and
CLL.

Default Admin Profiles:

st
S
L Administrator L

L | Crypto Admin '.G

Ll Security Admin £

Ll Awdit Admin %%
=

To Add new profile: System — Administration — Profile > Add

Add Profile

Profile Name * Report Admin
T e e e
Wizard @ ® ®
Console access from GUI @ @
[+] System Configuration @ & ®
[+] Objects Configuration @ (@] @
Network Configurations @ (@] [3]
[#] identity Configuration (@] @ ®
Firewall Configurations @ () (&)
[#] VPN Configurations (] ® ®
[#] 1P5 Configurations @ ® 5]
Web Filter (@] @ 3]
Application Filter @ @ @
Ly ® @ ®
QoS @ ® ®
Anti Virus ® [&] ®
Anti Spam @ ()] (3]
[+] Logs & Reports ()] @ 3]
(oK | [cancet]

Available Options:

None — No access to any page

Read-Only — View the pages

Read-Write — Modify the details

Access levels can be set for individual menus as well. You can either set a common

access level for all the menus or individually select the access level for each of the
menu.

Click on '*icon against a menu to view the items under that menu.
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For example, if you set access level as Read-Only against the Web Filter, the profile
user would only be able to view the Web Filter menu but would not be able to make
any modifications.

Now create a new user and assign the profile create  d before
Username * matt

Mame * Matt Jason

Password * [ TIXTITTITT]

Confirm Pagsword * ' TITTITTITIT]
UserType * (O yser @ Administrator
Profile * | Report Admin ¥
Email = jmatti@cyberlite. com

As per the above new user configuration, profile option is only activated if we set the
user type as Administrator.

Here, we have selected the user type as Administrator and we have selected the
profile as we created in previous slide.

Logging Management

Cyberoam provides extensive logging capabilities for traffic, system and network
protection functions by sending the logs to a remote Syslog Server. Detailed log
information and reports provide historical as well as current analysis of network
activity to help identify security issues and reduce network misuse and abuse.

Cyberoam appliance sends a detailed log to an external Syslog server in addition to
the standard event log. The Cyberoam Syslog support requires an external server
running a Syslog daemon on any of the UDP Port.

The Cyberoam captures all log activity and includes every connection source and
destination IP address, IP service, and number of bytes transferred.

For Cyberoam to send logs to a Syslog Server, add Syslog Server on Cyberoam by
following the below given steps from Web Admin Console:

e Select Logs & Reports — Configuration > Syslog Server > Add
e Specify unique name for Syslog server

« Specify IP address and port of the Syslog server. Cyberoam will be sent logs
to the configured IP address. Default port: 514

« Select facility. Facility indicates to the Syslog server the source of a log
message. It is defined by the Syslog protocol. You can configure facility to
distinguish log messages from different Cyberoams. In other words, it can be
helpful in identifying the device that recorded the log file.

e Select the Severity level of the messages logged. Severity level is the severity
of the message that has been generated. Cyberoam logs all messages at and
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above the logging severity level you select. For example, select ‘ERROR’ to
log all messages tagged as ‘ERROR,’ as well as any messages tagged with
‘CRITICAL,” ‘ALERT and ‘EMERGENCY’ and select ‘DEBUG’ to log all
messages.

e Cyberoam produces logs in the specified format.
e Click Create to save the configuration

You can add maximum five Syslog servers on Cyberoam. Repeat above steps if you
want to add multiple Syslog servers.

Log Settings

Hame * Swslog_Server
IP Address * 172.16.16.51
Port® 514
Facility* | DAEMON [=]
Severity Level * Emergency
Format * CyberocamSia nda_rdFurmat El

Lok | [cancel]

Once you add the Syslog server, configure logs to be send to the Syslog sever from
GUI menu System — Logging — Log configuration page. If multiple servers are
configured various logs can be send on different servers.

To record logs you must enable the respective log and specify logging location.
Administrator can choose between on-appliance (local) logging, Syslog logging or
disabling logging temporarily.

SysLog
- S T
SysLog

| Firewall

| Firewal Rules O vl

| iveid Trafric [} ¢l
Local ACLs [} ]
DoS Attack [ vl
Dropped ICMP Redirected Packet O [}
Dropped Source Routed Packet [} ¢l
Dropped Fragmentad Traffic [ 4]
MAC Fitering ] ]
IP-MAC Pair Filtering O bl
IP Spoof Prevention .k L}

| s

| Anomaly | 1l

| Signature [w] 7]

| Anti virus

| v v 7

| F® v vl
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O
By

IP-MAC Par Fitering [} v

IP Spoof Prevention [} v
IPS

Anomaly ||

Signature L] L
Anti Virus

HTTP L4} L]

FTP i} L]

SMTP 5} ]

POP3. i} L]

IMAP4 bl ]
Anti Spam

SMTP o] w1l

POP3 15} vl

IMAP4 5]} v
Content Filtering

HTTP 4]
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Report Management

Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

Report Management
*  One of the best features of Cyberocam is the on-appliance User-based reporiing.
Cyberoamreports are generated and stored on local hard drive of the appliance.
* The Cyberoam comes pre loaded with iView — Intelligent Lagging & Reporting
* Therepors are available in varnious formats like:
+ Tabular, Graphical, Printer Friendly and C5V.

+  Comprehensive on-appliance user-based reporting for all the UTM features
including:

+  Web surfing reports, Anti-virus & Anti-spam report, Intrusion Detection and
Prevention reports along with VPN reports, Data Transfer reports, Web
Trend reports for analysis and Compliance reporis and Appliance Audit
reports for Organization Auditing.

Cybarcam Reporiing

UTM Device I + I Software | Device o Repoting

One of the best features of Cyberoam is the on-appliance User-based reporting.
Cyberoam reports are generated and stored on local hard drive of the appliance.

The reports are available in various formats like:

e Tabular: All the reports are displayed in a tabular with clear explanation of
each metric. We can sort by columns and drill down any specific information.

e Graphical: With this format, the reports are easy to read and understand.
» Printer Friendly: Reports are also available in printer friendly tabular format.

e CSV: Allthe reports can be exported and saved in CSV format, hence
helping for long term report analysis.

There are a couple of ways to see the reports on Cyberoam.

1. Login to Cyberoam Management GUI, go to Logs & Reports and click View
Reports.

2. On the login page of iView, after entering the administration username (admin)
and password (admin), select “Reports” from the menu
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Cyberoam provides comprehensive on-appliance user-based reporting for all the
UTM features including Web surfing reports, Anti-virus & Anti-spam report, Intrusion
Prevention System reports along with VPN reports, Data Transfer reports, Web
Trend reports for analysis and Compliance reports and Appliance Audit reports for

Organisation Auditing.

The administrator can also configure to receive pre-defined reports via email on a
daily or a weekly basis, from left hand menu Configure > Reports Notification.

Add Report Notification

MName*

Description

To Email Address*
Report Group®
Device Selection

Avaiable Devices

Notify

admin@cyberoam.com

Mail Usage
FTP Usage

Blocked Web Attempts
Aftacks

Email Frequency*

@ paiy © Weekly

Send email at T{l_v Houri(g} on every
Sunday (@ Monday  Tuesday  Wednesday
' Thursday Friday ' Saturday
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Sample Reports:

Cyberoam Reports home page: iView Main Dashboard

Welcome, admin
".——\_

= oos | Help | Fesdback || Logout

From; z009-03-2% 0000 M0
Tio: Z009-03- 28 2305959

t, EW | i . 'i_éutnm!zws-ns-zsn 2 | Go |
| e End Date| 70090826 23:5 J |
e 1| Main Dastiboard
Cuntom Dashboard
e Distibeard Allowed Traffic Overview
B29.87 MB
622,40 MB
Weralan 414,94 HB
0002 Bata
207.47 MB
e S —
NewYork CR Bosion HA Housion CR
[®wen = ssL 8 PoP3 = Name Service & Mail B Others |
Devien Wl 5L POP3 Haene S vico Mail
biEwran G 557 36 M8 64T WE 8.08 MB 15314 MB
Boston Ha 2883 MB 1,82 MB
Hoyston CR 4 BGME B3] ME
Denied Traffic Overview
300,000
250,000
200,000
150,000
160,000
50,000
o —
Newfork CR Bastan_HA
8 Content Filbering Denied © Firewall Denied 5 10P Attack inaml
Device Contert Fiftermg Denjed Firewall Denied I Aftack
Newtark CR F¥CTT] 161512 7698
Bogion HA

Blocked Attempt Report

B

Ol
20.07 WB
102271 kB
5.02 MB

i
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ﬁ- Welcome, admin _S_u__ Iu1wim
SELECT DEVICE || . GO
| > )| )
. From 200% 0500 00000,00
Bmmen Anesps = Top Densed Destnadions L ToL 2005 0% 11 235959
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User wise Site Visit Report
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Top Web Users
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Top Mail Senders
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DNS Management

Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

DNS Management
Network = DNS

e The Domain Name System (DNS) is a system that provides a method for
identifying hosts on the Internet using alphanumeric names called fully qualified
domain names (FQDNS) instead of using difficult to remember numeric IP
addresses. In other words, it translates domain names to IP addresses and vice
versa.

* DNS server is configured at the time of installation. You can also add additional
IP addresses of the DNS servers to which Cyberoam can connect for name
resolution from GUL.

www.cyberoam.com ) Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

The Domain Name System (DNS) is a system that provides a method for identifying
hosts on the Internet using alphanumeric names called fully qualified domain names
(FQDNSs) instead of using difficult to remember numeric IP addresses. In other words,
it translates domain names to IP addresses and vice versa.

DNS server is configured at the time of installation. You can also add additional IP
addresses of the DNS servers to which Cyberoam can connect for name resolution
from GUI:

* Select Network — DNS

* Click “Obtain DNS from DHCP” to override the appliance DNS with the DNS
address received from DHCP server. This option is available if enabled from
Network Configuration Wizard.

*« Click Add
« Enter DNS Server IP address
* Click Ok

e Click Save to save the configuration
To add multiple DNS repeat the above-described procedure. Use Move Up & Move
Down buttons to change the order of DNS. If more than one Domain name server
exists, query will be resolved according to the order specified.

You can change the DNS order or remove DNS entries. To change the order:

* Select Network — DNS
e Click the Server IP address whose order is to be changed
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Click Move up or Move Down as per the requirement
Click Save to save the changes

To remove DNS Server:

1
2.
3.
4

Multiple DNS server can also be deleted. Select multiple servers using Ctrl key

Select Network — DNS

Click the Server IP address you want to remove
Click Remove

Click Save to save the changes

DHCP Configurations:

Cyberoam

DHCP Configurations

Network = DHCP

DHCP can only be configured in Gateway mode.

Cyberoam acts as a DHCP server and assigns a unique IP address to a host,
releases the address as host leaves and re-joins the network.

Host can have different IP address every time it connects to the network.

Cyberoam can act as a Relay Agent also.

It allows to configure Cyberoam’s Internal Interface as a DHCP relay agent, view the
list of interfaces configured to serve as a DHCP relay agent, and delete agent.

Cyberoam can act as a DHCP server with IP Reservation feature.

www.cyberoam.com 3’ Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy
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Dynamic Host Configuration Protocol (DHCP) automatically assigns IP address for the hosts
on a network reducing the Administrator's configuration task. Instead of requiring
administrators to assign, track and change (when necessary) for every host on a network,
DHCP does it all automatically. Furthermore, DHCP ensures that duplicate addresses are not
used.

Cyberoam acts as a DHCP server and assigns a unique IP address to a host, releases the
address as host leaves and re-joins the network. Host can have different IP address every
time it connects to the network. In other words, it provides a mechanism for allocating IP
address dynamically so that addresses can be re-used.

Go to Network > DHCP Server > Add to add the DHCP server, view the list of
interfaces configured to serve as a DHCP server, view list of leased IPs and delete server.

DHCP Dynamic Lease:

Cyberoam

Cyberoam Certified Network & Security Professional (CCNSP)

DHCP Server Configuration

Network - DHCP - Server (Dynamic)

Interface *
Lease Type
Lease P Range *
Subnet Mask *
Domain Name *

Gateway *

Defaut Lease Time *
Max Lease Trme *

Confict Detection

Porta - 172.16.18.18 =

@ pynamic © sutc

172161650 - 1721816150

2552552550 24) [w)

cyberfte com

¥ Use Interface P as Galeway.

17216.16.16

0 1 43200 Minutes. (30 days)
120 143200 Minutes (30 days)

] Enable.

Primary DNS
Secondary DNS.

L] use Cyeroams DNS Settings
172.16.16.18
8888

Primary WINS Server
Secondary WINS Server

) )

DHCP Configuration for dynamic lease.

www.cyberoam.com
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Each internal Interface can act as a DHCP server. You can disable or change this DHCP
Server configuration. Cyberoam cannot act as DHCP server and DHCP Relay Agent
simultaneously. Hence if Cyberoam is configured as DHCP server, you will not be able to
configure it as a Relay agent and vice-versa.

The DHCP Relay Agent allows place DHCP clients and DHCP servers on different networks.
Deploying DHCP in a single segment network is easy. All DHCP messages are IP broadcast
messages, and therefore all the computers on the segment can listen and respond to these
broadcasts. But things get complicated when there is more than one subnet on the network.
This is because the DHCP broadcast messages do not, by default, cross the router
interfaces.

The DHCP Relay Agent makes it possible for DHCP broadcast messages to be sent over
routers that do not support forwarding of these types of messages. The DHCP Relay Agent
enables DHCP clients to obtain IP addresses from a DHCP server on a remote subnet, or
which is not located on the local subnet. If DHCP Relay Agent is not configured, clients would
only be able to obtain IP addresses from the DHCP server which is on the same subnet.

Cyberoam can act as a Relay Agent and agent can be configured from Network — DHCP

- Relay. Page allows to configure Cyberoam’s Internal Interface as a DHCP relay agent,
view the list of interfaces configured to serve as a DHCP relay agent, and delete agent.

Add DHCP Relay Configuration b4

Interface* | Portd - 172.16.1.1

DHCP Server P * 192.168.17.14

NTP Time Server support for time synchronization

Current Time 03i01/2010, 07:05:40
SYSTEM Time Zone AmericalToronto A

o fommimanon @ SetDate & Time
= Options
s Licensing Date 3012010 c|
= Maintenance Tiia 07 Ir-'-| i o Irj. i TS I.:_: s
» Services 2 (Bl
a Ti .

8 Sync with NTP Server
= Web Proxy
. SNMP @ Use pre-defined
= Diagnostic Tooks =

) Use Custom (Enter NTP Server IP Address)

« Pachet Capture

OBJECTS Sync Status
NETWORK

ol

IDENTITY
WAL (Ao |

VPN

T

i

Time settings

Current date and time can be set according to the Cyberoam’s internal clock or Cyberoam
can be configured to synchronize its internal clock with an NTP server. Cyberoam’s clock can
be tuned to show the right time using global Time servers so that logs show the precise time
and Cyberoam activities can also happen at a precise time.

1.Select System — Time
2.Select time zone according to the geographical region in which Cyberoam is deployed.
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Select “System Date & Time” if you want to set Cyberoam’s internal clock and set correct
3.time and date

Select “Synchronize with NTP server” if you want Cyberoam to get time from an NTP

server. Specify NTP server IP address if you want to synchronize time with a specific NTP
4.server else use the pre-defined NTP servers.
5.Click Update button to save the configuration

Configure NTP Time Server support frénfizard
—

Cybehroarn | Date & Time Configuration ;

Date & Time

Time Zone ___GMT+Dw3iaICalcutta_ v_|

Set Date I e 2 bl i} an]
Set Time 12 HH it ] 55

Ehtomstically Synchronize with MTP Server

(&) Usze anirternal list of predefined MTP Servers

":5 Synchronize with NTF Server |

Deploymerit Syt Date & Time
Mocle o o Configuration Settings Time

STty Cancel

Cyberoam Upgrade

Cyberoam regularly releases new versions to include new features and bug fixes.
You can check the latest Cyberoam version from Cyberoam Security Centre website
— http://csc.cyberoam.com.

The current version of your Cyberoam is can be seen on the lower left hand side of
the Web Admin Console as well as on the dashboard.

By default, AutoUpgrade mode is ON/Enabled which will automatically upgrade
Cyberoam whenever an auto-upgrade is available.

The automatic upgrading of Cyberoam can be enabled / disabled by:
« Logonto Telnet Console
« Goto option 4 Cyberoam Console
« At the command prompt, issue the following command:

cyberoam autoupgrade off

If automatic upgrade is disabled, you will have to upgrade Cyberoam manually.
Below is the method to manually upgrade Cyberoam to the latest version.
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Step 1. Check for Upgrades from Web Admin console
Press F10 to go to Dashboard from any of the screens.

Under the Installation Information section, click Check for Upgrades. Page
displays the list of available upgrades and the upgrade details like release date
and size.

Alternately, download upgrades from http://downloads.cyberoam.com

Repeat steps 2 to 4 for each upgrade if more than one upgrade is available. Order
specifies the sequence in which Cyberoam should be upgraded. If more than one
upgrade is available, please upgrade in the same sequence as displayed on the
Available Upgrades page.

Step 2. Download Upgrades

Click Download against the version to be downloaded and follow the on-screen
instructions to save the upgrade file.

Step 3. Upload downloaded version to Cyberoam

Select Help - Upload Upgrade

Type the file name with full path or select using ‘Browse’ and click Upload
Step 4. Upgrade

Once the upgrade file is uploaded successfully, log on to Console to upgrade the
version.

Log on to Cyberoam Telnet Console
Type ‘6’ to upgrade from the Main menu and follow on-screen instructions
Type ‘1’ to upgrade from the uploaded file and follow on-screen instructions

Backup — Restore Management
System-> Maintenance-> Backup & Restore

Backups are necessary in order to recover data from the loss due to the disk failure,
accidental deletion or file corruption.

Different types of logs are generated and maintained by Cyberoam. Cyberoam
provides a facility of taking backup of all the logs, both through scheduled automatic
backup and manual backups.
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Backup-Restore Management
System - Maintenance - Backup & Restore

* Once the backup is taken, you need to upload the file for restoring the backup.
¢ Restoring data older than the current data will lead to the loss of current data.

¢ The restore facility is version dependent, it will work only if the backup and restore
versions are the same. Also, if HA is configured, you need to disable HA before
restoring the backup.

e Upload the backup file: System - Maintenance - Backup & Restore

Backup Restore

—
Restore Configuration _Browse..

« After upload, log on to Console based Administration (using TELNET) Go to
Option 5 — Cyberoam Management > Option 6 — Restore Backup and follow
screen steps to restore data.

www.cyberoam.com 3 Copyright © 2008 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

Diagnostic Tools

Analytical Tool checks the health of the System in a single shot. It is used for
troubleshooting and diagnosing problems found in the System.

Analytical Tool is like a periodic health check up that helps to identify the impending
System related problems. After identifying the problem, appropriate actions can be
taken to solve the problems and keep the System running smoothly and efficiently.

Analytical Tool shows the status of System. Based on the status, Administrator can
judge whether the respective System component is working fine (OK Status), is
facing a minor problem (Warning Status) or is having a major problem (Critical
Status).

Diagnostic Tools: Services Status

System -> Maintenance -» Services

@Dashlmr(l ’W’lzar(l ElReports Console @ (D @ Log«

Backup & Restore Firmware Licensing Updates
10.00 build 0227

SYSTEM A Spam Furring
+ Administration Suiitcas Rurring
+ Configuration Authentication Runring
« Maintenance
. SNMP DHCR Server Runring
+ System Graphs D urning
« Pachet Capture

B OBIECTS 23 Runring

o NETWORK Web Procty Rurrning

s T0ENTITY
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Diagnostic Tools: System health graphs

System -> System Graphs

ﬁ @Daslll)om(l ,W’IZMH Eﬂepons Console ©
Cyberoam

10.00 build 0227

Utilties vise Live Graph CPUInfo. Memory Infar Load Averace Interface Infa
Period Wise Tockay Yesterday Wizekly Marthly Yeatly

+ Administration

+ Configuration
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» SNMP

+ System Graphs
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Troubleshooting: Event Viewer

Shows live logs for IPS, Web & application filter, IM, Antivirus.

Cyberoam Cyberoam Certified Network & Security Professional (CCNSP)

Troubleshooting: Event Viewer

Logs & Reports > Event Viewer

Event Viewer page allows to view the live logs for event modules like:
°IPS

*Web Filter

*Anti Spam

*Anti Virus

*Firewall

M

This page gives concentrated information about all the events that occurred under
respective modules.

www.cyberoam.com ¥ Copyright © 2008 Elitecore Technologies Ltd. Al rights reserved. Privacy Policy
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Event Viewer: Web Filter

Cyberoam

Event Viewer

Logs & Reports

Event Modules.

Total Events : 1088

-
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DO o
BT s

www.cyberoam.com
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- Event Viewer - Web Filter

|72 iG 16.50
ITZ‘IG 1650
43359

172.16.16.50
36484
172.16.16.50
38876
172.16.16.20
36865

172.16.16.50
55478
172.16.16.50
55074

172.16.18.50
52195
172.16.16.50
59125
172.16.16.50
60380

172.16.20.25
51079
172.16.16.50
50994

Event Viewer: IM
Cyberoam

Event Viewer

Logs & Reports

Event Viewer for different modules

Event Moduies [ Logs
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Time.
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5‘ 19122335 PAddress
§q,m.m R
80
ZZEIBI | Newsandiieds
smans
NI | L
80
6419122335
o Paddress
s
80
I s,
T74.220.207 169 Wors
80
L

Records perpage 50 [=]

hiip:ifG4.191.223. 35:5mnﬂesmms
ISpamAesalverNG.d.

hilp://84.191.223 36/SpamResatveriG
ISpamResolverG.d. .

htip:ifB4 191 223 38/SpamResoiveriG.
FSpamftesoiverNG d

hiip:/f64.191 223 35/SpamResalvertiG
ISpamiesolverNGd.

hitp:/inevisrss bbc.co.uk
Irssinevssonine_workd_editio
hitp./184.191.223.35/SpamResalveriG
ISpamflesahverNG.d. .
hiip:/f64.191.223.3/SpamResatveriG
ISpamAesolvertiG.d..
hitp:/fB4.191.223.35/SpamResolverNG
ISpamAesolveriG.d..

hiipi1B4.191 223 28/SpamResalvertiG
ISpamResolverG d

hitp://64 191 223 35/SpamilesaiveriG
ISpamRAEsOerNG.d

http:/fcongarc.comispmipage. php

hitp:i/B4.191.223.35/SpamResoverG
FSpamResolverNG.d..

' Copyright © 2008 Elitecore Technologies Ltd. Al rights reserved. Privacy Policy
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16001
58 16001
s8 16001
58 16001
2739 16001
58 16001
58 16001
1462 16001
58 16001
58 16001
a2 16001
58 16001

Cyberoam Certified Network & Security Professional (CCNSP)

-> Event Viewer = IM

Yahoo | Unknown

Yahoo Unknown

Yahoo  Unknown

Yahoo  Unknown

‘Yahoo Unknown

‘Yshoo  Unknown

Yahoo  Unknown

‘Yahoo Unknown

Yahoo | Unknown

Yahoo  Unknown

Yahoo | Unknown

17216.16.20  [keyur_netdesign]
17216.1620  [keyur_netdesign]
17216.1620 | [keyur_netdesign]
172161820 keyur_netdesign
172.46.1620 | keyur_netdesign
17216.16.20 [keyur_netdesign]
172.16.18.20  keyur_neldesign
172161620 [Keyur_netdesign]

172161620 | [keyur_netdesign]

172161620 [keyur_netdesign]

172.16.16.20 | [kevur netdesian

Recards per page 50 E @@ (1a12) E}@
i sctn | e Acon | Pt | et | e e | —suspest | han svpect | eersge—ucssoeo |

ravibaviskar2008 u ther keyur 17003
ravibaviskar2006 mera tender ka kuch hua 17003
ravibaviskar2006 Vil 17003
WA A 17001
WA WA 17009
eltecore_fechdS tomain thing i wantto showu] 17003
eltecore_techds] ves 17003
eltecore_techds oL 17003
eltecors_fechdS can u come here ? 17003
eltecore_lechds keyur 17003

Dear Sr, As per our observation

of you network traffic in last 2

days, we have come on
eltecore techdSielfecore lechdSieRtecore techds  CONCUSON INal LRS00 waulkibe 750,

' Copyright © 2008 Elitecore Technologies Ltd. Al rights reserved. Privacy Policy
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Event Viewer: Anti Virus

Logs & Reports > Event Viewer -> Anti Virus

Event Modules [AntiVius L]
Total Events : 1 Records perpage 50 [=] [egld] (1of) ()33
I N T T T N S T
2010-02-26 23:48:38 172.16.16.20 3251 188 .40 238 250 80 EICAR-Test-File URL: www _eicar.orgidow nload/eicar. com bt 08001
Records per page 50 [ (1of 1)
Packet Capture:

Packet capture displays dropped packets details on the specified interface. It will
provide connection details and details on which module is dropping packets e.g.
firewall, IPS along with information like firewall rule number, user, Web and
Application Filter policy number etc. This will help Cyberoam administrators to
troubleshoot errant firewall rule.

Packet Capture
@| Trace Off, Buffer Size 2048 KB, Buffer used 228 KB ‘
Capture Fiter : -
Captured Packet
(Gomome] (Dmpyrer] [son) (Rowesn) (st wcossporone 10 [z] (@@ 1) (Bl
= In Dut Ether Son ree Destination Poris Rule Status
Interface Interface Type P [ere,det] 1D
Z010-03-01 073337 PortB 117.196.71.153 11110 TCP 6058280 o Consumed
2010-03-01 07:33:37 Port5 1718871153 11110 TCP 60582,80 o Incoming
20100501 07 3337 Farts (R EEET TS TR s 0 Genemied
2010-03-01 07:33:37 PortB [ 11719671153 11110 TCP 60582,80 o Consumed
2010-03-01 07:33:37 Port8. P 117.196.71.153 1.1.1.10 TCP 60582,20 o Incoming
2010-03-01 07:33:37 PortB P 1.1.1.10 117.196.71.153 TCP 80,60582 o Generated
2010-03-01 07:33:37 PortB P 117.196.71.153 1.1.1.10 TCP B60582,80 o Consumed
2010-03-01 07:32:37 Port8 P M7.186.71.153 1.1.1.10 TCP BO58Z,80 o Incoming
2010-03-01 073337 PortE P 11110 117.186.71.153 TCP B0 60582 o Generated
i‘ —— i i TR ii E s i Records per page| 10 E} (1of 14}

Trace On - packet capturing is on
Trace Off @. packet capturing is off.

Captured packets fill the buffer up to a size of 2048 KB. While the packet capturing is
on, if the buffer used exceeds the stipulated buffer size, packet capturing stops
automatically. In such a case, you would have to manually clear the buffer for further
use.

Capture Filter — There are various filter conditions for capturing the packets. The BPF
String is used for filtering the packet capture.

For example, Capture Filter - host 192.168.1.2 and port 137

Configure Button
Open a popup window to configure following general settings for capturing:

Number of Bytes to Capture (per packet)
*Wrap Capture Buffer Once Full
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Enter BPF String - BPF (Berkeley Packet Filter) sits between link-level driver and the
user space. BPF is protocol independent and use a filter-before-buffering approach.
It includes a machine abstraction to make the filtering efficient. e.g. host 192.168.1.2
and port 137

Display Filter Button

Log can be filtered as per the following criteria: Interface Name, Ether Type,
Packet Type, Source IP Address, Source Port, Destination IP Address,
Destination Port

Troubleshooting and Debugging Tools

Majority of the real time troubleshooting commands are available on Cyberoam CLI.
TCPDUMP
Tcpdump is a packet capture tool that allows intercepting and capturing packets

passing through a network interface, making it useful for understanding and
troubleshooting network layer problems.

Usage
Use from Cyberoam Telnet Console, option 4 Cyberoam Console
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How to view traffic of
the

tcpdump command

Example

specific host

tcpdump ’'host <ipaddress>’

tcpdump ‘host 10.10.10.1°

specific port

tcpdump ’'port <port-number>’

tcpdump ‘port 21

specific host for the
particular port

tcpdump ‘host <ipaddress> and
port <port-number>’

tcpdump ‘host 10.10.10.1
and port 21’

the specific host for all
the ports except SSH

tcpdump ‘host <ipaddress> and
port not <port-number>’

tcpdump ‘host 10.10.10.1
and port not 22’

specific protocol

tcpdump 'proto ICMP’
tcpdump 'proto UDP’

tcpdump 'proto TCP’

tcpdump ‘arp’

Note: Expression can be combined using logical oper
NOT also. Make sure to use different combinations w

Analysing tcpdump output

corporate> tcpdump 'port 21'
Kernel filter, protocol ALL, datagram packet socket
tcpdump: listening on all devices

ators AND or OR and with
ithin single quotes.

12:29:33.860721 eth0 <172.16.16.81.1633 > 161.114.22.105.ftp: S 4023323694:4023

323694(0) win 65535 <mss 1460,nop,nop,sackOK> (DF)

12:29:33.860769 ethl >192.168.13.40.1633 > 161.114.22.105.ftp: S 4023323694:402

3323694(0) win 65535 <mss 1460,nop,nop,sackOK> (DF)

12:29:33.861293 ethl < 161.114.22.105.ftp > 192.168.13.40.1633: S 1587918290:158

7918290(0) ack 4023323695 win 5840 <mss 1460> (DF)

12:29:33.861324 eth0 > 161.114.22.105.ftp > 172.16.16.81.1633: S 1587918290:1587

918290(0) ack 4023323695 win 5840 <mss 1460> (DF)

12:29:33.861530 eth0 < 172.16.16.81.1633 > 161.114.22.105.ftp: . 1:1(0) ack 1 win 65535

(BF)

12:29:33.861567 ethl > 192.168.13.40.1633 > 161.114.22.105.ftp: . 1:1(0) ack 1 win

65535 (DF)

1% line:

Brown color shows timestamp of the packet
Green color shows the incoming interface
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Blue color shows source address who originates the request
Red color shows destination IP address
Orange color shows services which is being accessed

Pink color shows flag of particular packet. This is new connection originated by
172.16.16.81 IP address & destined for 161.114.22.105 to access FTP services. This is
first packet so flag is set to Sync “S”

3rd line: As three ways handshaking needs to be complete, second packet is the response
coming back from server with “Ack” for Sync packet. This is nothing but “Syn-Ack” packet.

4th Line: “Ack” packet sent by source for “Syn-Ack”. For any tcp connection first three lines
are like

Source to Destination-- Sync
Destination to Source-- Sync-Ack
Source to Destination—Ack

Generate binary file of traffic log generated with custom parameters

Cyberoam also supports to save and download the tcpdump output in a binary file
from Telnet Console.

File tcpdump contains the troubleshooting information useful to analyse the traffic
with advanced tool like ethereal for Cyberoam Support team.

To save the output in the downloadable file, log on to Telnet Console:
Go to Option 4 Cyberoam Console
At the command prompt, issue the command:
tcpdump <criteria> filedump

Cyberoam saves this file under the name tcpdump.out

Download from http://<cyberooam_ip>/documents/tcpdump.out and mail this file to
Cyberoam Support team at support@cyberoam.com

Monitoring VPN traffic

Cyberoam will automatically configure VPN IPSec interface for each WAN port
configured. For example, if Port B and Port C are configured as WAN ports then
Cyberoam will configure ipsec0 and ipsecl for Port B and Port C respectively.

Use these IPSec ports to monitor VPN traffic e.g. tcpdump “-i ipsec0”
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Support Resources

Cyberoam Unified Threat Management

Support Resources

www.cyberoam.com ) Copyright © 2005 Elitecore Technologies Ltd. All rights reserved. Privacy Policy

Agenda:

* On Appliance Help

* Online Resources

e Customer My Account
» Partner Portal

¢ Support Contact
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On Appliance Help

Cyberoam appliance provides On-Appliance context sensitive help for each option.
Help is just one click away from you. You just need to click on “Help” button on the
top bar:

[EH Dashboard @ Wizard [=|Reports

E Console| @ @ @ Logout@

To utilise On-Appliance help there is no need of Internet connectivity as complete
help is stored in appliance and available in offline mode.

[E] Home =
® Basics
(1 5ystem
@ Administration
@ options

@ Licencing Home

Maintenance

Cyberoam CRi series appl use Layer 8 technology to help org: maintain a state of readiness against today's blended threats and
[E] Backup & Restore offer real-time protection.
@ scrvices
@ Time Cyberoam deliver the right balance of securty, cannectiily and productiity thiough their frewall, VPN, Geteway Antvirus and Anti-Spyware,
@ Web Proxy Gateway Anti-spam, Intrusion Prevention System (IPS), content filtering, bands 8 mulup\e link and
@ e reporting features. High network uptime and uninterrupted access are by C: 's high lability and hardware bypass features.
E| Cyberoam protect institutions and goverment organizations fmm internal and extemnal threats, including

@ Packet Capture
@ Objects

® etwork Cyberoam provides increased LAN security by providing separate port for connecting to the publicly accessible servers like Web server, Mail server,
:“‘E"“W FTP server etc. hosted in DMZ which are visible the external world and still have firewall protection.

Firewall
S ven Layer & Security:
Cyberoan's features are built around its patent pending Layer 8 technology. The Layer 8 technology implements the human layer of networking by
e allowing organizations contral traffic based on users instead of mere IP adds Cyb 's Layer 8 technol keeps a step
@ web Filter ahead of conventional security solutions by providing full business flexibility and secumy in any environment including WIFI and DHCP.
@ Application Filter
&
@ qos 5 .
@ At Virus (4 Elitecore Technologies L td.
@ Anti Spamn Onlinehelp Version-1.1-0.89-21/01/2010

@ Logaing

[21 Appendix A - Audit Log T
¥

spyware, phishing, pharming, viruses, worms, Trojans, DoS attacks and other threats.
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Online Resource (Web Resource)

Cyberoam provides plenty of online resources to help you in Cyberoam frequent
configuration and keep you updated with Cyberoam technologies, releases.

Online resource list:

Cyberoam Knowledge Base ( http://kb.cyberoam.com ):

Cyberoa.tn Boundless Network Security Knowledge Base
B Articles E¥Most Popular Articles Bl Most Helpful Articles & Product Documents
| Search

Advanced Search
{at Table of Contents | Did This Article Help Yau? |
[E] kB site Map

(0 what's Hew Knowledgebase

B Knowledgebase
Partner specific Knowledge base contents can be accessed from hittpe#partner. cyberoarm. com

QKnowIedge Base Information
Fﬂ Product Docurnentation
@Best Practices & Policies

Recently Published

[Elcr zsi Licensing Mode| Howito Techiiates
[E setting Started Guids ¢ Serve a Denied Access message page instead of + Filtering HTTP over 551 connectinns
@How - HTTP Authentication Login page to + PMeed of Multicore-aware UThs

: Unauthenticated users + hdonitor dropped packets
eTroubIeshootmg * Configure YLAN
@rao ¢ Setup load sharing and redirect traffic over

@Tech Motes prefarred interface
[£] wisio Stencil Upgrade Anti “irus definition manually

[E] Glassary Upgrade IDP signature database manaully

[E] Product Technical Support
@Manual Upgrade

.

-

FAQ Get KB Update Alerts through Email

¢ [oes Cyberoam Anti Virus Engine scan the

uncategorized sites also? ] RSS Feeds
*. Block uhcat.e Drlzgd SItE Erter your email address:
* Categorization of sites (URLs) grouped under

“Mone” categary
Empty traffic discovery reports

Change default Interface MTU valug “Pdsted

-
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Cyberoam Product Documentation (  http://docs.cyberoam.com )
Cybgoa.rn Comprehensive Network Security Product Documentation
£9riost Helpful Articles
[
&4 Table of Contents 0 &5
B tiomepege 0600

@ cyberoam

@ Cyberoam Central Consale

@ Cyberoam iview - Logging & Reporting
Appliance

D clients

@ 1ps signature Datahase

@ Endpoint Data Protection

@ cyberoam S5L VPN

hnologie:

Ltd
2009 Elitecore Technologies Lt

Home page

The Product Documentation web site provides the current documentation for Cyberoam. The User Guides and manuals are provided in POF format

site

Dacurrent links on this site link to POF documents unless othenwise indicated. You can either select the link to open the PDF in Adobe Actobat Reader
or select the Save option from the context menu to save the document

Release Notes Guides
Cyberoam * Cyberoam
e Cyberoam SSL VPN
& s IPSec VPN Client
® 055 huild 63 - For CR15i only SSLMPN Clisht
® ' 9.5,0 build 7g(@rpended tovas) o Cyberoam iView
® /960 huild G2(sppended tovs.5)
® /958 build 60 - For CR15i only
® %/ 9.6.0 build 34 (@ppendedtovasy

(updatad upt 19.012010)
® Known Issues Y 368

IPS Signature Database
w2449
w2448
w2447
Release Summary

PN Client

updated on 221032010

® Y 4.65.003
e V451003

[Cyberoam Central Console

® V11
® Known Issues ' 1.1.00

[Cyberoam SSL VPN

® V3505

Il rights reserved.
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Cyberoam Security Center ( http://csc.cyberoam.com ):

s

Cybefoa_'ﬂ] - Comprehensive Network Security Search |

Online Yirus Scan  ¥ersion Information  Spam Reports

|
]
"
Real-time Outbreak monitor 3 m Web Categorization ﬂ Yersion Information
Monitor real-time Spam outbreak across | . To submit & website For categorization or ko know the  Cyberoam
the globe site categary, please dick here Yersion: 9.5.4,80
More |2 Release Dabe; Aug 05, 2008
Recent Spam Outbreak monitor (5
‘Wiew skatistics on the spam outbreak in e E Submit Spam & False positives \'il':llzlhzg;':ltegor? Database
the last 100 Days w sntal pady b .
To repart False positives or false negatives in spam, DatabaseWersion: 1.1.0.7
please click here Release Date:fug 18, 2008
Top 10 Spam-sending domains > i 5 CR50i - CR1500i
ore o
know the kop 10 domains lisked For Database Version: 1.0.0.255
sending out spam ] Release Daterfug 21, 2008

B8 Online File Scanner
IDP Signatures

Top Spam-sending countries Y| IScEan atsuslpiciousl. F:T1 vou have downloaded from the Version: 2.4.16

nternet, please click here i
Check the top 10 countries known for ” = i Release Date: Aug 06, 2003
sending spam tore (2

Anti ¥irus Definitions
BB EICAR test for Virus protection Version: 1219152645
Release Dabe; Aug 19, 2008
to download EICAR standard antivirus test file please
click here
>
Mare | * bas
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Customer My Account

{3 oashboard @ Wizard [=|Reports

- onsoie| ©| @ @‘ Logout@)
Cybgoanr D

Unifd Thees( Mansgemeet Reset
Recant Spywars Aloris % | ssemiass x|
CH System Ti Vied Mar 2010 3 7:14:36
10.00.0121 Time SrciDst Signature Hame: Severity Action Signature 1D YSie e i s
O - — Yeenn Up Time 0 day, 7 hours, 23 minutes
= bbb d el Live Connected Users 2
& )
2. wEwoRK = Recent Mail Viruses detected ®
Gateway Na Gateway IP Add) Statu
o (DENTITY ey fne i shideds 2 Time Protocol Recipient Subject Hame
Az FIREWALL Softweid ZRI020 ) L) No Virus Detectsd
- Default 1111 0
oy ven
= Recent1P$ Alerts %
93 ssven Recent HTTP Viruses detected X
® ws Time Srcmst Signature Hame Severity Action
T u Domai Ha
e i i e i No IS Alerts Detected
=7 No Virus Detected |
. APPLICATION FILTER | Recent FTP Viruses detected L
= Do Attack Status =
Ce . Time. User Domain Hame
So Destinatio
ol Qo8 Attack Type e st No Virus Detected
Jp ANTIVIRUS Applied Traffic Dropped Applied Traffic Dropped —
License Informatio :
T AnmseAm T o i . >
= = N T 5 G z 24x7 Support Unsubscribed
2 e o 2 W T Web and Appitcation Fiker Expires On Fri Mar 2010 12
T = i e i Intrusion Prevention System (PS) Expires On Fri lar 2010 12
R Gateway Anti Virus Expires On Fri lar 2010 12
ApRGMICE Tiormabon [ Gateway Anii Spam Expires On Fri Mar 2010 12
Frsm—— ey SSLVPN Expires On Sat Mar 2010 27
e s x5 Support Expires On Frilar 2010 12
Cyberoam Software Version 10.00.0121
Cyberoam Deployment Mode Route
PS Sianature Versian 003

Cybetoam' Comprehensive Network Security

Online DEMO
Already a customer? Log in below. .:.J‘ Wiew Demo

Lagin Ecyberoam@elitecore.com |
Password |Hiktns |

White Papers

Customer My Account \
m W Download

Knowledge Base Forgot Password

Cyberoam Documents
Cyberoam Resource Links Forgot Email Address Data Sheets
‘D DataSheets

Tech Sheet

T Il Tech Sheet

CONTACT g
SUPPORT
Chatwith us ‘d'i
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Partner Portal

Partner Portal (http://partner.cyberoam.com):

USA Toll Free : 877-777-0368

g India Toll Free : 1-500-301-00013
CYberoanl Boundless Network Security UK Toll Free +44-005-130-3058
Home My Profile Price List 1 nce  ContactUs Logout
Welcome COMPREHENSIVE
NETWORK
SECURITY

Order Appliance
New Subscriptions
- Fireweal| -%PN

R - hiuiti-Link Manager - Infrusion Detection & Protection
SR - Gontent Filtering - Bandwidth Management
Order History

IDC Vendor Spotlight News & Events
. Cyberoam Reports Universities and ISPs as New Targets of
& IDC Cyber Warfare in 02 2008
28 July 2008

UTM Appliances & llentity-hased Seciwity : The Mext Level

in Network Security Cybeream UTM Appoints IN NET as National Distribator - Enters

the growing network security market of Vietnam
Q2 Email Threat Trends 22.July 2008

Presales Contact Detalls:

Email Support:

EMEA emeapartners@cyberoam.com
APAC apacpartners@cyberoam.com
Latin America lapartners@cyberoam.com
North America and Canada uspresales@cyberoam.com
India indiapresales@cyberoam.com
SAARC Countries saarc@cyberoam.com

Chat support: http://iwww.cyberoam.com/presalessupport
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Telephonic Presales Support:

Region Toll Free Number Non Toll Free Number
USA +1-877-777-0368 +1-973-302-8446
Europe +44-808-120-3958 +44-203-355-7917
APAC +1-877-777-0368 +1-973-302-8446

Middle East & Africa

+1-877-777-0368

+1-973-302-8446

India

1-800-301-00013

+91-79-66065777

Support Contact

For any technical assistance, contact us through:

 Web Support:

o Customers: http://customer.cyberoam.com

o Partners: http://partner.cyberoam.com

e Chat Support: http://www.cyberoam.com/contactsupport.html

* Email Support: support@cyberoam.com

e Telephonic Support

Region Toll Free Number Non Toll Free Number
USA +1-877-777-0368 +1-973-302-8446

Europe +44-808-120-3958 +44-203-355-7917

APAC +1-877-777-0368 +1-973-302-8446

Middle East & Africa |+1-877-777-0368 +1-973-302-8446

India 1-800-301-00013 +91-79-66065777
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